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Preface

The purpose of the EMSOFT series is to provide an annual forum to researchers,
developers, and students from academia, industry, and government to promote
the exchange of state-of-the-art research, development, and technology in embed-
ded software. The previous meetings in the EMSOFT series were held in Lake
Tahoe, California in October 2001, and in Grenoble, France in October 2002.
This volume contains the proceedings of the third EMSOFT held in Philadelphia
from October 13 to 15, 2003. This year’s EMSOFT was closely affiliated with the
newly created ACM SIGBED (Special Interest Group on Embedded Systems).

Once the strict realm of assembly programmers, embedded software has be-
come one of the most vital areas of research and development in the field of
computer science and engineering in recent years. The program reflected this
trend and consisted of selected papers and invited talks covering a wide range
of topics in embedded software: formal methods and model-based development,
middleware and fault-tolerance, modeling and analysis, programming langua-
ges and compilers, real-time scheduling, resource-aware systems, and systems on
chips. We can only predict that this trend will continue, and hope that the void
in universally accepted theoretical and practical solutions for building reliable
embedded systems will be filled with ideas springing from this conference. The
program consisted of six invited talks and 20 regular papers selected from 60
regular submissions. Each submission was evaluated by at least four reviewers.

We would like to thank the program committee members and reviewers for
their excellent work in evaluating the submissions and participating in the online
program committee discussions. Special thanks go to Alan Burns (University of
York, UK), Alain Deutsch (Polyspace Technologies, France), Kim G. Larsen
(Aalborg University, Denmark), Joseph P. Loyall (BBN Technologies, USA),
Keith Moore (Hewlett-Packard Laboratories, USA), and Greg Spirakis (Intel,
USA) for their participation as invited speakers. We are also grateful to the
Steering Committee for helpful guidance and support.

Many other people worked hard to make EMSOFT 2003 a success, and we
thank Stephen Edwards for maintaining the official Web page and handling
publicity, Oleg Sokolsky and Kathy Venit for local arrangements, Usa Sammapun
for setting up the registration Web page, and Li Tan for putting together the
proceedings. Without their efforts, this conference would not have been possible,
and we are truly grateful to them.

We would like to express our gratitude to the US National Science Foundation
and the University of Pennsylvania for financial support. Their support helped
us to reduce the registration fee for graduate students.

July 2003 Rajeev Alur and Insup Lee
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A Probabilistic Framework for Schedulability Analysis

Alan Burns, Guillem Bernat, and Ian Broster

Real-Time Systems Research Group
Department of Computer Science
University of York, UK

Abstract. The limitations of the deterministic formulation of scheduling are out-
lined and a probabilistic approach is motivated. A number of models are reviewed
with one being chosen as a basic framework. Response-time analysis is extended
to incorporate a probabilistic characterisation of task arrivals and execution times.
Copulas are used to represent dependencies.

1 Introduction

Scheduling work in real-time systems is traditionally dominated by the notion of absolute
guarantee. The load on a system is assumed to be bounded and known, worst-case
conditions are presumed to be encountered, and static analysis is used to determine that
all timing constraints (deadlines) are met in all circumstances.

This deterministic framework has been very successful in providing a solid engineer-
ing foundation to the development of real-time systems in a wide range of applications
from avionics to consumer electronics. The limitations of this approach are, however,
now beginning to pose serious research challenges for those working in scheduling anal-
ysis. A move from a deterministic to a probabilistic framework is advocated in this paper
where we review a number of approaches that have been proposed. The sources of the
limitations are threefold:

1. Fault tolerant systems are inheritly stochastic and cannot be subject to absolute
guarantee.

2. Application needs are becoming more flexible and/or adaptive — work-flow does not
follow pre-determined patterns, and algorithms with a wide variance in computation
times are becoming more commonplace.

3. Modern super-scalar processor architectures with features such as cache, pipelines,
branch-prediction, out-of-order execution etc. result in computation times for even
straight-line code that exhibits significant variability. Also, execution time analysis
techniques are pessimistic and can only provide upper bounds on the execution time
of programs.

Note, these characteristics are not isolated to so called ‘soft real-time systems’ but are
equally relevant to the most stringent hard real-time application. Nevertheless, the early
work on probabilistic scheduling analysis has been driven by a wish to devise effective
QoS control for soft real-time systems [[1,17,1838]].

R. Alur and L. Lee (Eds.): EMSOFT 2003, LNCS 2855, pp. 1-3] 2003.
(© Springer-Verlag Berlin Heidelberg 2003



2 A. Burns, G. Bernat, and 1. Broster

In this paper we consider four interlinked themes:

1. Probabilistic guarantees for fault-tolerant systems
2. Representing non-periodic arrival patterns

3. Representing execution-time

4. Estimating extreme values for execution times.

In the third and fourth themes it will become clear that one of the axioms of the
deterministic framework — a well founded notion of worst-case execution time — is not
sustainable. The parameterisation of work-flow needs a much richer description than has
been needed hitherto.

The above themes are discussed in Sections 3 to 5 of this paper. Before that we give
a short review of standard schedulability analysis using a fixed priority scheme as the
underlying dispatching policy (see Burns and Wellings [[I 1] for a detailed discussion
of this analysis). We restrict our consideration to the scheduling of single resources —
processors or networks. In Section 6 we bring the discussion together and draw some
conclusions.

2 Standard Scheduling Analysis

For the traditional fixed priority approach, it is assumed that there is a finite number
(N) of tasks (7 .. 7n). Each task has the attributes of minimum inter arrival time,
T, worst-case execution time, C, deadline, D and priority P. Each task undertakes a
potentially unbounded number of invocations; each of which must be finished by the
deadline (which is measured relative to the task’s invocation/release time). All tasks are
deemed to share a critical instance in which they are all released together; this is often
taken to occur at time 0. It is important to emphasise that the standard analysis assumes
that the two limits on load (minimum 7" and maximum C') are actually observed at run
time. No compensation for average or observed 7" or C' is accommodated.

We assume a single processor platform and restrict the model to tasks with D < T'.
For this restriction, an optimal set of priorities can be derived such that D; < D; =
P; > P; for all tasks 7;,7; [26]. Tasks may be periodic or sporadic (as long as two
consecutive releases are separated by at least 7°). Once released, a task is not suspended
other than by the possible action of a concurrency control protocol surrounding the use
of shared data. A task, however, may be preempted at any time by a higher priority task.
System overheads such as context switches and kernel manipulations of delay queues
etc. can easily be incorporated into the model [21][[10] but are ignored here.

The worst-case response time (completion time) R; for each task (7;) is obtained
from the following [20][2[]:

R;
Ry = Ci+ Bi + Y {TW Cy (1)
jenp(i) ' "7

where hp(¢) is the set of higher priority tasks (than 7;), and B; is the maximum blocking
time caused by a concurrency control protocol protecting shared data.
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Table 1. Example Task Set

Task|P| T |C'| D |B| R |Schedulable
71 |1[100(30(100{0| 30 TRUE
T2 |2|175|35{175|0| 65| TRUE
73 |3/200{25{200{0| 90| TRUE
74 [4(300(30(300{0|150| TRUE

To solve equation () a recurrence relation is produced:

rn
= G+ B+ Y [} C; )

j€hp(i) ' 7

where ¥ is given an initial value of 0. The value 7™ can be considered to be a compu-
tational window into which an amount of computation C; is attempting to be placed. It
is a monotonically non-decreasing function of n. When r?“ becomes equal to ' then
this value is the worst-case response time, R; [10]. However if 7' becomes greater than
D; then the task cannot be guaranteed to meet its deadline, and the full task set is thus
unschedulable. It is important to note that a fixed set of time points are considered in the
analysis: 0, 71, 72, ..., 7.

Table [1] describes a simple 4 task system, together with the worst-case response
times that are calculated by equation (). Priorities are ordered from 1, with 4 being
the lowest value, and blocking times have been set to zero for simplicity. Scheduling
analysis is independent of time units and hence simple integer values are used (they can
be interpreted as milliseconds).

All tasks are released at time 0. For the purpose of schedulability analysis, we can
assume that their behaviour is repeated every LCM, where LCM is the least common
multiple of the task periods. When faults are introduced it will be necessary to know
for how long the system will be executing. Let L be the lifetime of the system. For
convenience we assume L is an integer multiple of the LCM. This value may however
be very large (for example LCM could be 200ms, and L fifteen years!).

3 Probabilistic Guarantees for Fault-Tolerant Systems

In this review we restrict our consideration to transient faults. Castillo at al [13] in their
study of several systems indicate that the occurrences of transient faults are 10 to 50
times more frequent than permanent faults. In some applications this frequency can be
quite large; one experiment on a satellite system observed 35 transient faults in a 15
minute interval due to cosmic ray ions [12].

Hou and Shin [19] have studied the probability of meeting deadlines when tasks
are replicated in a hardware-redundant system. However, they only consider permanent
faults without repair or recovery. A similar problem was studied by Shin et al [36].
Kim et al [22] consider another related problem: the probability of a real-time controller
meeting a deadline when subject to permanent faults with repair.
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To tolerate transient faults at the task level will require extra computation. This could
be the result of restoration and re-execution of some routine, the execution of an exception
handler or a recovery block. Various algorithms have been published which attempt to
maximise the available resources for this extra computation [37,35/3]. Here we consider
the nature of the guarantee that these algorithms provide. Most approaches make the
common homogeneous Poisson process (HPP) assumptions that the fault arrival rate is
constant and that the distribution of the fault-count for any fixed time interval can be
approximated using a Poisson probability distribution. This is an appropriate model for
a random process where the probability of an event does not change with time and the
occurrence of one fault event does not affect the probability of another such event. A
HPP process depends only on one parameter, viz., the expected number of events, A, in
unit time; here events are transient faults with A = 1/MTBF, where MTBF is the
Mean Time Between transient Faultsﬂ. Per the definition of a Poisson Distribution,

Pr,(1) = 3)
nl
gives the probability of n events during an interval of duration ¢. If we take an event to
be an occurrence of a transient fault and Y to be the random variable representing the
number of faults in the lifetime of the system (L), then the probability of zero faults is
given by

and the probability of at least one fault
Pr(Y >0)=1—-¢

Modelling faults as stochastic events means that an absolute guarantee cannot be
given. There is a finite probability of any number of faults occurring within the deadline
of a task. It follows that the guarantee must have a confidence level assigned to it and
this is most naturally expressed as a probability. One way of doing this is to calculate
the worst case fault behaviour that can (just) be tolerated by the system, and then use
the system fault model to assign a probability to that behaviour. Two ways of doing this
have been studied in detail.

— Calculate the maximum fault arrival rate that can be tolerated [9] — represented by
T'r, the minimum fault arrival interval.

— Calculate the maximum number of faults each task can tolerate before its deadline
[31].

The first approach is more straightforward (there is only a single parameter) and is
reviewed in the following section. The basic form of the analysis is to obtain 7 from the
task set, and then to derive a probabilistic guarantee from 7’r. An alternative formulation

! MTBF usually stands for mean time between failures, but as the systems of interest are fault

tolerant many faults will not cause system failure. Hence we use the term MTBF to model the
arrival of transient faults.
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is to start with a required guarantee (for example, probability of fault per task release of
10~°) and to then test for schedulability. This is the approach of Broster et al [6] and is
outlined in Section 3.2.

3.1 Probabilistic Guarantee for T

Let F}; be the extra computation time needed by 7y if an error is detected during its

execution. This could represent the re-execution of the task, the execution of an exception

handler or recovery block, or the partial re-execution of a task with checkpoints. In the

scheduling analysis the execution of task 7; will be affected by a fault in 7; or any higher

priority task. We assume that any extra computation for a task will be executed at the
task’s (fixed) priority@.

Hence if there is just a single fault, equation () will become [33]] [7]E]:
R;
R, = C; + B + Zi)[T‘

-‘Cj + max (Fk) @
j€hp( J

kehep(i)

where hep(i) is the set of tasks with priority equal or higher than 7;, that is hep(i) =
hp(i) U {r;}.

This equation can again be solved for R; by forming a recurrence relation. If all R;
values are still less than the corresponding D; values then a deterministic guarantee is
furnished.

Given that a fault tolerant system has been built it can be assumed (although this
would need to be verified) that it will be able to tolerate a single isolated fault. And
hence the more realistic problem is that of multiple faults; at some point all systems will
become unschedulable when faced with an arbitrary number of fault events.

To consider maximum arrival rates, first assume that 7T’ is a known minimum arrival
interval for fault events. Also assume the error latency is zero (this restriction is easily
removed [9]]). Equation (@) becomes [3317]]:

R; R;
R, = C; B; 2| C; s F 5
P L {Tfhgﬂsgii)( 0o ®

J

Thus in interval (0 R;] there can be at most {%—‘ fault events, each of which can

induce F}, amount of extra computation. The validity of this equation comes from noting
that fault events behave identically to sporadic tasks, and they are represented in the
scheduling analysis in this way [2]].

Table[2 gives an example of applying equation (3l). Here full re-execution is required
following a fault (ie. Fj, = C}). Two different fault arrival intervals are considered. For
one the system remains schedulable, but for the shorter interval the final task cannot be
guaranteed. In this simple example, blocking and error latency are assumed to be zero.
Note that for the first three tasks, the new response times are less than the shorter 7'
value, and hence will remain constant for all 7'y values greater than 200.

2 Recent results had improved the following analysis by allowing the recovery actions to be
executed at a higher priority [27].
3 We assume that in the absence of faults, the task set is schedulable.
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Table 2. Example Task Set - 7' = 300 and 200

Task|P| T |C| D |F R R
Ty = 300|T; = 200

71 |1(100{30/100(30 60 60

T2 [2|175|35{17535] 100 100

73 [3/200(25[200(25 155 155
T4 |41300({30(300(30 275 UNSCH

Table 3. Example Task Set - T set at 275

Task|P| T |C| D R
Tr =275

71 | 1{100{30|100 60
T2 |2(175|35(175| 100
73 |3(200{25|200{ 155
T4 |4(300(30|300{ 275

The above analysis has assumed that the task deadlines remain in effect even during
a fault handling situation. Some systems allow a relaxed deadline when faults occur (as
long as faults are rare). This is easily accommodated into the analysis.

Limits to Schedulability

Having formed the relation between schedulability and T, it is possible to apply sensi-
tivity analysis to equation (3) to find the minimum value of 7' that leads to the system
being just schedulable. As indicated earlier, let this value be denoted as T (it is the
threshold fault interval).

Sensitivity analysis [39.24/23/34] is used with fixed priority systems to investigate
the relationship between values of key task parameters and schedulability. For an un-
schedulable system it can easily generate (using simple branch and bound techniques)
factors such as the percentage by which all C's must be reduced for the system to become
schedulable.

Similarly for schedulable systems, sensitivity analysis can be used to investigate the
amount by which the load can be increased without jeopardising the deadline guarantees.
Here we apply sensitivity analysis to T’ to obtain T'r.

When the above task set is subject to sensitivity analysis it yields a value of T of
275. The behaviour of the system with this threshold fault interval is shown in Table[3]
A value of 274 would cause 74 to miss its deadline.

In the paper cited earlier for this work, formulae are derived for the probability that
during the lifetime of the system, L, no two faults will be closer than 7T’x. This is denoted
by Pr(W < Tr); where W denotes the actual (unknown) minimum inter-fault gap. Of
course, Pr(W < Tr) is equivalent to 1 — Pr(W > Tp). The exact formulation is
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PT(W 2 TF) — Z Pn,(TF/L) BiAL ()\L)",

n!

=M1 eaL+ Y (1 (n1)(TLF)) (Af!)
%]

=e M 14 AL+ ) = (L= (n=1)Tp)" (6)
=2 '

n

n=0

this leads to

> (AL — (n — D)ATR)" } -

P?“(WZTF)Ze_)‘L{1+/\L+Z —

n=2
Fortunately upper and lower bands can also be derived.

Theorem 1. If L/(2TF) is a positive integer then

L _1

L L
Pr(W<Tp) <1+ [e M7 (1+AXTp)|™"  —2[e M7 (14 2ATR)]*'F
Theorem 2. If L/(2TF) is a positive integer then

L
Pr(W<Tg) >1— [e M (1+ XTp)| ™"
which gives rise to the approximations

Corollary 1. Anapproximation forthe upper bound on Pr(W <T) given by Theorem 1
is %)\QLTF, provided that XTr, N2 LTy are small, and L>>T.

Corollary 2. Anapproximation forthe lower bound on Pr(W <Tr) given by Theorem 2
is %)\QLTF, provided only that XT'p, N2 LTy are small.

The important upper bound approximation of Corollary 1 can be written in the form
3(AL)(ATr). It will often be the case that AT < 10~2; indeed this constraint allowed
the approximations to deliver useful values. But AL can vary quite considerably from
10~2 or less in friendly environments to 102 or more in long-life, hostile domains.

The example introduced in earlier had a T value of 275ms. Table[4] gives the upper
bound on the probability guarantee for various values of A and L (in seconds).

A typical outcome of this analysis is that in a system that has a non-stop run-time
(L) of 10 hours with a mean time between transient faults of 1000 hours and a tolerance
of faults that do not appear closer than 1/100 of an hour, the probability of missing a
deadline is upper bounded by 1.5x10~7". A lower bound is also derived (Corollary 4)
and this yields a value of 0.5x 10~ 7. For these parameters the exact analysis produces a
value very close to 1.0x107".

When AL<1072, AL approximates the probability of any fault happening during the
mission of duration L. So, %()\TF)_1 represents the gain in reliability that is achieved
by the use of fault tolerance, under the other assumptions stated. For example, in Table
Bl when A = 1072 and L = 1 the gain is approximately 10,
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Table 4. Upper bound on Non-Schedulability due to Faults

A

L 1 1072 1074

1 [11x107% 1.1x10~ % 1.1x10~ 2
10%1.1x1072 1.1x107 7 1.1x 10711
10%/11.1x1072 1.1x107% 1.1x1071°
10* 1 1.1x107* 1.1x1078

3.2 Scheduling Analysis for Probabilistic Events

In contrast to the above approach Broster et al [6] produce a response time profile that
is a direct result of the probabilisitic fault model. They do not assume a single T
value. Their analysis was originally derived for CAN scheduling but is generalised here.
Rather than consider the lifetime of the system, L, the analysis is formulated in terms of
the likelihood of failure per execution of the task. There is an obvious straightforward
relationship between these two formulations.

It was noted earlier that standard response analysis for fixed priority scheduling
looks at a series of time points, 0, ril, 7’? , ... 7i'. (We shall ignore the task subscript in the
following description). This approach assumes no faults. It is possible to generalise the
scheme by replacing the single point ! by a series of points that are obtained by assuming
one fault, two faults etc. That is 7(0)*, (1)}, 7(2)1, ..., r(m)! (with 7(0)! = 7). The
fault model (eg. Poisson) is able to provide a value for the probability of s faults in 7(s)!
— see equation(3).

Once all probabilities are obtained that are greater then the required guarantee (eg.
10~°) the sequence is terminated and for each value of r(s)! a set of secondary points
are obtained 7(s, q)? with the second parameter, ¢, being the number of faults in the
interval [r(s)!,7(s,¢)?),q = 0, 1,2, .... This process is repeated and at each interaction,
events (faults) with a likelihood below the threshold of interest are ignored. Although
the overall search space is potentially large, the trimming that occurs due to dismissing
rare events, leads to a scheme has been shown to be tractable for real sized problems.
Once all sequences terminate, deadlines are checked and a probability distribution for
response times is obtained.

Scheduling Analysis for Required Probabilistic Guarantee. An alternative way of
formulating the question of a probabilistic guarantee of schedulability is to calculate the
worst-case response time when fault occurrences, below the threshold of interest, are
ignored. Note this is not the same question as that addressed by Broster. To answer this
formulation of the question is much easier as only a single iteration of the scheduling
equation is needed. First equation (@) is solved assuming zero faults (let this value be
represented by R(0) — we again ignore the task subscript). Then the fault model, the
threshold and this value R(0) are used to estimate the number of faults (of interest) in
the interval. Let this value be S;. From equation (@) we can now calculate a new value
for response time, R(S1):



A Probabilistic Framework for Schedulability Analysis 9

R;
Ri(Sy) C; + B + je}%p(i) [TW C; + S kergg;((i)( k) ®)

J

The number of faults of interest in R(S;) is then calculated. If this new value, Sa,
is equal to S} then the formulation is stable and R(.S}) is the worst case response time.
Alternatively equation (8)) is solved for S» and the process continues until either stability
is obtained or a response time greater than deadline is calculated and unschedulability
is proclaimed.

To illustrate the approach consider the small example given earlier for the other
approach. If we set the threshold value to 10~¢ and assume \ is obtained from a mean
time between errors of 0.1 seconds then the same response time give in Table 3] are
observed (eg. 60, 100, 155 and 275).

Note that the above analysis is relatively straightforward when a Poisson derived
fault model is assumed. Nevertheless, the framework can still be used if other arrival
distributions are more appropriate.

3.3 Summary

The schemes reviewed in this section all have a common theme. Scheduling approaches
are used to maximise the effective resources that can be made available, when required,
for fault tolerance. Then limits to schedulability are derived in conjuction with the prob-
ability of those limits being observed during execution. This furnishes the probabilistic
guarantee. Alternatively, a standard yes/no guarantee is obtained while faults below a
threshold of likelihood are ignored.

4 Probabilistic Guarantees with Non-periodic Work

Initially scheduling analysis assumed a purely periodic work flow [28]. The sporadic
jobs were incorporated by assuming a minimum arrival time, that in the worst case was
exhibited by the system. In effect a sporadic job behaved exactly the same as a periodic
one. Response time analysis, as outlined in Section Pl can actually deal with a much
more general model of non-periodic work. Let Ay (¢) be defined to be a function that
delivers the maximum number of arrivals of task % in any interval [0,t). Then equation
(1) becomes

R;

R, = C; ; E —

i i + B; + _ _ {T
j€hpp(i)

]cj + Y ARG ©

ke€hpn(i)

where hpp(i) is now the set of higher priority periodic tasks, and hpn(i) the set of
higher priority non-periodic tasks.

Although a useful generalisation, equation (O) is still a deterministic one. It assumes
that the worst-case number of arrivals of all sporadics tasks will occur with probability
one. To deal with non-periodic tasks that follow a stochastic model a different framework
is needed. First, some form of probabilistic density function will be needed for all sources
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of sporadic work. If nothing is known about the arrival pattern of work then clearly no
guarantee, not even a probabilistic one, can be given. One method of incorporating this
stochastic work load is to use the same approach as for fault tolerance. After all, faults
handling routines are, from a scheduling point of view, just one form of non-periodic
work. The approach outlined in Section .2 can then be applied.

A probability threshold for the system must be defined. This is the value below which
events are sufficiently rare to be ignored. Let p be this threshold value. We redefined
the function A given earlier in this section as follows: A (p, t) is the number of arrival
events in any interval of length ¢ with a probability of more than p. So A;(107%,30),
for example, would give the result 2 if the probability of 3 or more arrivals in 30 time
units is less than 106 (and the probability of 2 is more than this value). Equation (@)
then becomes:

R, = C; + B; + Z [Rz-‘ C; + Z A (p, R:)Cy, (10)

. T .
j€hpp(i) k€hpn(i)

This approach contains some explicit assumptions that would need to be clarified.
For example, it assumes each source of arrivals is independent of each other; also that
the computation time of the job is independent of the arrival behaviour. The existence
of correlations would complicate the analysis — but pessimistic assumptions may be
relatively straightforward to incorporate (see later discussion on the use of Copulas).

Care must of course be taken with choosing the probability threshold for the system.
If an application is, by its specification, meant to deal with rare events then the thresh-
old must be chosen so that such events (at least one in any small interval) are always
incorporated into the run-time behaviour that is being analysed.

5 Representing Execution Time

The above discussions have generalised the notion of work flow by allowing the arrival
of work to be described stochastically. However the worst-case resource requirement
of each job is still represented by a single parameter C'. This represents the maximum
processor (resource) time needed by the job on each and every arrival. In developing
a general framework for scheduling analysis, where application code and processor
behaviour combined to produce a rich execution profile, it is not surprising that this
single parameter approach is becoming limited in its application. Even a two (average
and worst-case) or three (add minimum) parameter scheme is far from adequate.

In other works [8I16]4]] we have argued that it is now inadequate to use analysis
alone to obtain a single worst-case execution time (WCET) value. Rather a combination
of analysis and measurement must be used to obtain a probabilistic representation of
the entire execution profile of the task. Moreover, this probability density function must
extend beyond observed data to predict the likelihood of experiencing, during the real
execution of the system, extreme (large) values for execution time. Data obtained from
measurement of relatively straightforward code illustrates two general characteristics of
execution time profiles (let O be the maximum observed value during meansurement).
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— Large observed values for computation time may be sufficiently rare that for non-
hard systems it would be inappropriate for any schedulability test to assume this
value for every task’s execution (ie. O is too large to use).

— Large observed values for computation time may not represent the worst-case that
will be experienced during real execution, and extrapolations beyond observed val-
ues will be needed for some hard real-time systems (ie. O is too small to use).

The alternative to simple parameterisation is to model execution time as a random
variable following some probability distribution. These distributions (execution time
profiles) being derived from measurement. But the granularity of measurement remains
an open issue. Three levels are possible:

1. The basic block - a sequence of instructions.
2. The task - which consists of a number of basic blocks.
3. The system - which consists of a number of tasks.

If measurement is used at the task level then knowledge about the structure of the
task is being ignored, however uncertainties arising from the interactions of basic blocks
are being sampled. If analysis is used at the task level (with measurements only being
done for basic blocks) then the rules for combining the execution time profiles need to
be articulated. A similar trade-off exists at the system level.

In the work we have undertaken, we have used measurement only at the basic block
level and hence we must address the issue of how to combine probability distributions.
If independence could be assumed then standard statistical methods could be applied.
Unfortunately there seems to be ample evidence that this assumption would be overtly
optimistic. A series of basic blocks may be strongly correlated. Moreover a series of
task executions within a schedule may also be dependent upon one another. Indeed the
execution of the same task, one or more times, within the response time of a lower
priority task may exhibit a strong correlation. These may be positive (a long execution
time is more likely to be followed by another large one) or negative (long will induce a
short one next time).

5.1 Use of Copulas

Copulas are a general mathematical tool to construct multivariate distributions and to
investigate dependence structures between random variables [32]. A copula is basically
a joint distribution function with uniform marginals. The main feature is that they allow
one to separate the marginal distributions from the dependency between the two random
variables, therefore given a joint probability distribution it is possible to characterize
it uniquely with the marginal distributions and a copula. Similarly, given two marginal
distributions and a copula, it is possible to derive the joint distribution and this is unique.

The importance is that the copula captures the dependence structure between random
variables. So given two joint distributions with different marginal distributions but that
capture the same dependency process, they would have the same copula.

There are two additional results of importance for this analysis, the first one is that the
set of copulas is a partially ordered set and there exist two special copulas, called the lower
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and upper Fréchet bounds that characterize the maximum and minimum dependence
between random variables.

The problem of timing analysis can be formulated as follows, if X and Y are two
random variables that represent the execution time of two blocks of code with respec-
tive distribution functions Fx (t) and Fy (t), we want to determine the distribution of
Z = X +Y which is the execution time of X followed by Y, Fiz(t). If X and Y are
independent, the probability density function of Z corresponds to the standard convolu-
tion of the probability density functions of X and Y. However, if this hypothesis is not
correct then we can use the theory of copulas to construct Fz(t).

If the joint distribution is known, (or its copula) then the distribution of Z is a
straightforward generalisation of the convolution but using the joint distribution instead.
More importantly, if the dependency is not known, then it is possible to find upper
and lower bounds of the distribution function for any possible dependency between the
marginal distributions [529/14]]. Some generalisations of these results allow to tighten
even more these bounds if partial knowledge of the dependence is known.

5.2 Representing Extreme Execution Times

It was noted earlier that for some hard real-time systems execution time values beyond
what have been observed during tests need to be taken into account if very low levels of
failure are to be tolerated. One means of addressing this issue is to apply the branch of
statistics concerned with extreme values. One of the three extreme value distributions is
used to ‘fit’ the data and then give predictions beyond the observed data range. We have
had some success [16] in fitting the Gumble distribution but it is still not clear if this is
a general purpose technique. What this approach provides is a probability distribution
for the worst-case value for a task’s execution. One useful result of this study is that a
collection of tasks has a bounded behaviour. Let C;..Cx be the worst-case times derived
from the above approach with probability threshold p; then the sequential execution of
each task will have a total expected execution time of C; + C5 + C5 + .. + Cy with
probability bound p.

6 Other Relevant Work on Probabilistic Analysis

There have been some other approaches using probabilistic methods in real-time systems.
The work of Diaz et.al. [15] computes probability distributions of the response times of
entirely periodic (fixed release times) task systems with random execution times. The
work relies on the independence of the execution times of the different tasks. The work
improves on an earlier work by Gardner et.al. [18]]. The works of Nissanke [25] and Eles
[30] also tackle this problem. However, none of these approaches address the issue of
extreme distributions or dependencies between execution times or task arrivals.
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7 Conclusion: A Probabilistic Framework

Bringing together the above approaches we are able to postulate one means of construct-
ing a scheduling framework that can deal with stochastic parameterisation of work flow.
The following are the main components of such a framework.

1. All tasks have an arrival pattern expressed as A(p,t) - the number of instances of
the task likely to occur in any interval of length ¢, where the probability of greater
than A(p, t) occurring is less than p.

2. All tasks have an execution profile derived that extends beyond the data observed
during test.

3. A threshold probability is defined for the system. Events (task arrivals or execu-
tion times) with a likelihood of occurring less than this threshold are ignored. The
threshold could be expressed as a likelihood of failure per execution of any task of
interest.

4. A worst-case response time of each task is calculated from the above data as follows:

— An initial estimate, Ry, is obtained by assuming all tasks arrive once with
execution times derived from their profiles and p.

— The number of tasks arriving in Ry is derived (using A(p, Ry) and any depen-
dency relationships).

— A conservative copula is used to combine the execution profiles of those jobs.

— Anew value for Ry (i.e. ?1) is obtained by using the threshold probability value
on this derived distribution.

— Repeat until a stable value of R is obtained (or R expands beyond the task’s
deadline).

It would be at least theoretically possible to vary the probability threshold to derive
arelation between response time and this threshold.

In conclusion, we have argued in support of the developed the notion of a probabilis-
tic assessment of schedulability and shown how it can be derived from the stochastic
behaviour of the work that the real-time system must accomplish. Many aspects of this
framework require significant further study, and we aim to continue with this line of
investigation.
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1 Introduction

For embedded systems efficient utilization of resources is an acute problem arising
from the increasing computational demands in all sorts of applications. The consumers
constantly demand better functionality and flexibility of embedded products which imply
an increase in the resources needed for their realization. In several areas — e.g. portable
devices such as PDAs, mobile phones and laptops as well as mission critical systems
such as space applications — the ability to design resource efficient solutions is crucial.

Our own work in this area include development and applications of the real-time
verification tool UPPAAL to the modeling, analysis and synthesis of resource-efficient
and -optimal schedules for real-time systems. Whereas (hard) timeliness and resource-
efficiency may be seen as conflicting goals, this approach allows for both goals to be
achieved.

2 Verification Using UPPAAL

UppAAL [20] is an integrated tool environment for modeling, simulating and verification
of real-time systems, developed jointly by BRICS at Aalborg University in Denmark
and by DoCS at Uppsala University in Sweden. The modeling language of UpPAAL
supports model checking safety and (bounded) liveness properties of systems that can
be modeled as a collection of timed automata communicating through (broadcast as
well as binary) channels or shared variables. Typical application areas include real-
time controllers where timely execution of a number of (periodic or sporadic) tasks
is controlled by a particular scheduling policy. Given timed automata models of the
tasks, the scheduler(s) as well as the real-time environment of the control systems the
verification engine of UPPAAL may validate (or refute) the correctness and resouce
requirements of the particular scheduling policy applied.

In anumber of papers [13116l11]] this approach has been applied to systems controlled
by LEGO® MINDSTORM "™ bricks. Here the UpPAAL models of task are automatically
synthesised from the RCX™ programs together with a model of the (round-robin)
scheduling policy applied. The significant difference in the frequency by which changes
occur in the scheduler (numerous samples per second) and in the environment (possibly
seconds between changes) causes a fragmentation of the symbolic state space of UPPAAL.

* Basic Research in Computer Science (www.brics.dk), funded by the Danish National Rese-

arch Foundation.
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As aremedy an exact acceleration technique has been developed [12] and demonstrated
efficient on a number of examples.

3 Optimal Scheduling Using UPPAAL

In more recent work UPPAAL has been applied to the synthesis of the scheduling policy
itself. This work was initiated during the now terminated ESPRIT project VHS [21] and
is continuing within the ongoing IST project AMETIST [2]. Modeling the tasks to be
scheduled, the constraining, shared resources involved as well as timing assumptions
of the environment allows the scheduling problem to be stated as a (time-bounded)
reachability question. The (possible) diagnostic trace provided by UpPAAL offers a valid
schedule to the problem. Extending UppPAAL with mechanisms for guiding the exploration
has proved extremely successful in obtaining feasible solutions to industrial scheduling
problems including the synthesis of production schedules for a the Steel Production
Plant SIDMAR in Ghent, Belgium [[10114].

Often one want not just a an arbitrary valid schedule but rather a schedule which is
optimal with respect to some suitable cost measure (e.g. in terms of total elapsed timed
or total power consumption). For this purpose an extension of the timed automata model
with a notion of cost was introduced in [3]]: each action transition has an associated price,
and likewise, each location has an associate rate giving the increase in cost for delaying on
time-unit. In 5], and independently in [1]], computabitlity of minimal-cost reachability
was demonstrated based on a cost-extension of the classical notion of regions. Later,
in [6]17], efficient zone-based algorithms for computing minimum-time respectively
minimum-cost reachability has been given and applied to a range of optimal scheduling
problems including job shop scheduling problems and aircraft landing problems. The
optimization criteria distinguish scheduling algorithms from classical, full state space
exploration model checking algorithms. In the UppaAL implementation [3] they are are
used together with, for example, branch-and-bound techniques to prune parts of the
search space that are guaranteed not to contain optimal solutions.

Current research considers efficient computation of optimal infinite schedules as
well as optimal dynamic schedules (i.e. optimal under uncertainty or in the presence of
uncontrollable behaviour).

4 Applications

Empbhasis in the talk will be given to the application of UpPAAL to two industrial schedul-
ing problems focusing on memory utilization and power/energy consumption respec-
tively.

The first case study [4] is provided by Terma A/S who is developing and producing
radar sensor equipment. The case study, conducted in the IST AMETIST project, focuses
on the memory interface of the video processing board of a radar sensor system used
for ground surveillance at airports and for coastal surveillance. The task of the memory
interface is to control access to a single memory bus used by 9 different (buffered)
data streams. A valid scheduler must guarantee that none of the data streams are ever
interrupted, and efficiency is measured in the requirement to buffer sizes. During the first
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year of AMESTIST several models has been developed including models in UPPAAL
[19], where verification has confirmed the validity of the scheduling principle applied
by Terma today. Also, the developed models have lead to identification of a memory-
optimal, new scheduling principle [22].

The second case study focuses on Dynamic Voltage Scaling, which appears as one of
the most promising methods for reducing energy consumption. The principle consists in
dynamically adjusting the clock-cycle length as well as the supply voltage depending on
the actually task load in the system. However, optimality depends highly on the concrete
hardware platform as well as the type of applications. Within the newly formed Danish
center for embedded software systems, CISS [8], and in collaboration with Analog
Devices various DVS scheduling principles are modeled, simulated and analyzed, with
Analog Devices Blackfin DSP processor (ADSP-21535 EZ-KIT Lite) as ultimate target.
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Abstract. Embedded systems have become prevalent in today’s computing
world and more and more of these embedded systems are highly distributed and
network centric. This adds increasing degrees of resource contention,
unpredictability, and dynamism to software that has traditionally been designed
with resources being provisioned statically and for the worst case. This paper
describes the research that we’ve been doing in the development of middleware
for QoS adaptive systems — an extension to standard off-the-shelf distributed
object middleware — and its application to two military distributed real-time
embedded systems. These real-world evaluations of the technology then
motivate a discussion of the next directions in which we are taking this
research.

1 Introduction

Over 99% of all microprocessors are now used for embedded systems [2] that control
physical, chemical, biological, or defense processes and devices in real-time.
Increasingly, these embedded systems are part of larger distributed embedded
systems, such as military combat or command and control systems, manufacturing
plant process systems, emergency response systems, and telecommunications. A
recent OMG workshop on real-time embedded and distributed object computing had
commercial representatives describing distributed, real-time embedded (DRE)
systems in the following domains [17]:

Avionics

Submarine combat control
Satellite flight control
Signal analysis

Software defined radio
Industrial production
Automated assembly

Middleware, such as CORBA, is being applied to these types of applications
because of its ability to abstract issues of distribution, heterogeneity, and
programming language from the design of systems. CORBA, specifically, has
spearheaded this trend because of its development of standards supporting the needs

R. Alur and I. Lee (Eds.): EMSOFT 2003, LNCS 2855, pp. 20-34, 2003.
© Springer-Verlag Berlin Heidelberg 2003
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of DRE systems, such as RTCORBA [18], FT-CORBA [15], and Minimum
CORBA [16].

More and more of these systems are networked systems of systems, with
heterogeneous platforms and networks. Because of this, predictable real-time
behavior in these DRE systems relies on the ability to do the following:

e Manage resources end-to-end. Real-time performance might be dominated by a
single, most constrained or loaded resource, but it will rely on all the resources
end-to-end, processing at each node and the network link between each node along
each source-to-sink data path.

o Adapting and reconfiguring to changing conditions. In DRE systems of systems,
participants might come and go, failures will happen, and mission modes will
change. The system must be able to compensate for additional and changing
demands, changing mission requirements and priorities, and failures.

Another characteristic of these DRE systems is that their heterogeneous resources
will often have varying degrees of available control. For example, a military combat
and command/control system that includes unmanned aerial vehicles (UAVs), fighter
aircraft, and ground and air command and control (C2) nodes will include a variety of
processing nodes, from embedded VME boards to workstations, and a variety of
network links, from tactical radio links to ground IP-based network links. Tactical
links currently utilize statically allocated and preconfigured time slots for dividing up
the available bandwidth. Once time slots are allocated to a source-sink link, they
cannot be easily changed. In contrast, dynamic reservation-based and priority-based
network management is becoming available for wired, IP networks.

This motivates the need for middleware that extends the current distribution,
abstraction, and limited QoS support provided in CORBA. DRE systems need QoS
adaptive middleware, which supports the following:

e Specification of QoS and mission requirements, mission modes and system states,
priorities, and trade offs.

e Measurement of system conditions, delivered QoS, and resource availability and
constraints.

e Control of resource mechanisms, managers, and services, and of application level
behavior (such as data manipulation).

e Adaptation and reconfiguration to compensate for changing system conditions,
mission modes, and failures.

In this paper, we describe the Quality Objects (QuO) QoS adaptive middleware,
which we have applied to the development of several DRE applications. We will first
describe QuO. Then we will describe a couple of DRE applications which we have
developed using QuO. Finally, we will describe the directions in which the research is
proceeding.

2 Overview of the Adaptive QuO Middleware

Quality Objects (QuO) is a distributed object computing (DOC) framework designed
to develop distributed applications that can specify (1) their QoS requirements, (2) the
system elements that must be monitored and controlled to measure and provide QoS,
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and (3) the behavior for controlling and providing QoS and for adapting to QoS
variations that occur at run-time. By providing these features, QuO separates the role
of functional application development from the role of developing the QoS behavior

of the system.

Figure 1 illustrates a client-to-object logical method call in distributed object
computing as instantiated by the CORBA standard. In a traditional DOC application,
a client makes a logical method call to a remote object. A local ORB proxy (i.e., a

stub) marshals the
argument data, which
the local ORB then
transmits across the
network. The ORB on
the server side receives
the message call, and a
remote proxy (i.e., a
skeleton) then
unmarshals the data
and delivers it to the
remote servant. Upon

g argy
operation() OBJECT
SERVANT
out args + return value
FEITER TS
IDL y
SKELETON

OBJECT
ADAPTER

Fig. 1. The CORBA computing model

method return, the process is reversed.
A method call in the QuO framework is a superset of a traditional DOC call, and
includes the following components, illustrated in Figure 2:

e Contracts negotiate the QoS an application needs, the QoS available in the system,

and the policies for
mediating, con-
trolling, and adapting
to changes.

e Delegates act as local
proxies for remote
objects. Each dele-
gate provides an in-
terface similar to that
of the remote object
stub, but adds locally
adaptive behavior
based upon the

in args
CLIENT [92) operation()

out args + return value
Contract Contract.
Delegate /—'—, =

OBJECT

SERVANT

4 |
Delegaﬂ

IDL v
SKELETON ﬁm p—

ADAPTER

MECHANISM/PROPERTY
MANAGER

Fig. 2. QuO adds components to control, measure, and adapt to|
QoS aspects of an application

current state of QoS in the system, as measured by the contract.

e System condition objects provide interfaces to resources, mechanisms, objects, and
ORBs in the system that need to be measured and controlled by QuO contracts.

e Callback objects provide notification interfaces to clients or objects in the

application.

QuO applications can use specialized QoS mechanisms, ORBs, services and
managers, such as RSVP network reservation [27], the TAO real-time ORB [23],
RTCORBA [18], and the AQuA dependability manager [4], respectively.

Besides the traditional application developers (who develop the client and object
implementations) and mechanism developers (who develop the ORBs, property
managers, and other distributed resource control infrastructure), QuO middleware
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supports another development role, namely QoS developers or Qoskateers.
Qoskateers are responsible for defining contracts, system condition objects, callback
mechanisms, and object delegate behavior. To support the added role of Qoskateer,
we have developed an open-source QuO toolkit [12, 13, 25], consisting of the
following:

e A set of aspect languages, collectively called Quality Description Languages
(ODL) for describing QoS contracts and the adaptive behavior of objects and
object interactions [12, 13].

e Code generators that weave measurement, control, and adaptation code into
application programs [12].

e A library of reusable system condition objects that provide interfaces to system
resources, mechanisms, services, and managers; and guidelines for building custom
system condition objects.

e A runtime kernel, which coordinates evaluation of contracts and monitoring of
system condition objects [25].

e Object gateways for inserting measurement, control, and adaptation beneath the
ORB layer [19].

e An encapsulation model, called Qoskets, for localizing the code associated with a
logically connected QoS adaptive behavior so that it can be referred to, and reused,
as a single component, even though the behavior might be woven into various,
distributed locations in the executable code [20].

2.1 In-Band and Out-of-Band Adaptation

The QuO architecture supports two means for triggering adaptation at many levels
throughout the system, e.g., (property) manager-level, middleware-level, and applica-
tion-level, as illustrated in
Figure 3. QuO delegates CLIENT (g
trigger in-band adaptation
by making choices upon
method calls and returns. A
delegate  intercepts  all
method calls to sets of
remote ObjeCtS and adapts (a) QuO’s delegates provide in-band adaptation on message

OBJECT
(SERVANT)

[ |

Delédgate

its interactions to the call and return

remote objects ba§ed on the oy sore
current QoS region given igre e e s
by the contract. Contracts Delegate Delegate

trigger out-of-band
adaptation when changes in
observed system condition
objects cause region transi-

tions. In this way, the [(b) Out-of-band adaptation occurs when system condition
contract  monitors and objects and contracts recognize system changes

controls the system’s QoS, | Fig. 3. QuO supports adaptation upon method call/return]

but operates orthogonal to | and in response to changes in the system
and outside the in-band

=)
DL
SKELETON OBJECT

ADAPTER
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functional behavior of the system. For example, Section 3 describes QuO’s use in an
avionics dynamic mission replanning system. In this system, in-band QuO adaptation
is used to measure the progress of and change the size of data (using tiling and quality
controls) being exchanged between aircraft across a constrained network link.
Meanwhile, out-of-band QuO adaptation is used to monitor the available CPU and aid
in scheduling of the hard and soft real-time avionics tasks.

2.2 The Qosket Encapsulation Model

One goal of QuO is to separate the role of QoS (or systemic) programmer from that of
application programmer. A complementary goal of this separation of programming
roles is that systemic behaviors can be encapsulated into reusable units that are not
only developed separately from the applications that use them, but that can be reused
by selecting, customizing, and binding them to an application program. To support
this goal, we have defined Qoskets as a unit of encapsulation and reuse in QuO
applications. Qoskets are used to bundle in one place all of the specifications and
objects for controlling systemic behavior, as illustrated in Figure 4, independent of the
application in which the behavior might end up being used, and whether or not the
behavior will be used in-band or out-of-band.
Qoskets encapsulate, as reusable components, the following systemic aspects:

e Adaptation policies —

As expressed in Qosket Egﬁ
QuO contracts
Contracts lem Callback
o Measurement and [ //\ fion Gbjects
control — As defined
.. Delega Lmskel Helper
by system condition Templates Implemerig 'hOds
objects and callback

objects

e Adaptive behaviors
— Some of which are
partially  specified
until  they are
specialized to a
functional interface.

® QoS implementation
— Defined by qosket Fig. 4. Qoskets encapsulate QuO objects into reusable

methods. behaviors.

For example, the UAV image dissemination application described in Section 5
includes qoskets that help maintain the QoS of image delivery in the face of limited
resource availability, e.g., CPU and network. It includes qoskets that encapsulate

e adaptation policies to maintain appropriate timeliness and fidelity tradeoffs for the
imagery;

e measurement of video throughput and network and CPU load and control of CPU
and network resources;
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e adaptive behaviors that shape the imagery, reserve and prioritize resources, and
migrate functionality;

e QoS implementation that provides setup of the qosket objects and helper methods
for shaping specific image formats and fragmenting packets to facilitate network
management.

3 DRE Application of QoS Adaptive Middleware — Weapons
System Open Architecture

The Weapons System Open Architecture (WSOA) program prototyped a dynamic
collaborative mission planning capability that could be used in-flight between a
command and control (C2) aircraft and a fighter aircraft. As illustrated in Figure 5,
the fighter aircraft and the C2 aircraft establish a collaboration to exchange virtual
target folders (VTFs), consisting of images and plain text data to update the fighter’s
mission [3, 14].

WSOA is built upon a layered
architecture of domain-specific, Adaptation, resource g
QoS adaptive, and distribution (ndRT, %Cmd“h:io w
middleware; as well as QoS @ - %% % m
mechanisms,  services, and & £ SCHRIjtasks

Hard RT tasks

managers. Middleware on the
fighter node consists of Fighter \-__ Target
A
-

;-',Jl -
iy
e The Bold Stroke avionics

middleware [24]

e QuO QoS adaptive middle- | Fig. 5. The C2 aircraft sends VTF data to the fighter
ware aircraft for dynamic mission planning
e TAO distribution middleware

The C2 node utilizes ORBexpress, a CORBA ORB supporting the C2 legacy
software applications written in Ada, and Visibroker. QoS mechanisms, services, and
managers in WSOA consist of

e RT-ARM [7], a CPU admission control service, on the fighter node

e Kokyu [6], a real-time scheduling and dispatching service, on the fighter node

e Tactical communication links, using legacy Link 16 incorporated on the C2 and
fighter nodes using portable protocols. Link 16 utilizes statically allocated time
slots for network allocation.

3.1 QoS Management in WSOA

Processing on the fighter node involves hard and soft real-time tasks. Hard real-time
tasks are statically scheduled to assign rates and priorities. WSOA uses QuO, RT-
ARM, and Kokyu to schedule soft real-time tasks in the extra CPU availability
available for the worst case, but unused in the usual case, and to adapt processing and
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task rates dynamically to maintain the operation of hard and soft real-time tasks on
the fighter’s mission computer.

The nature of the Link 16 tactical network means that bandwidth is statically
allocated, so dynamic management of the network has to be on the edges, i.c.,
adjusting the amount and nature of the data being transported. WSOA uses a QuO
contract, illustrated in Figure 6, to download imagery as a sequence of tiles of varying
quality, starting with a point of interest in the image. The QuO contract monitors
download progress and adjusts image tile compression reactively to meet the required
image transmission deadline. Image tiles near the point of interest — which are the first
to be transmitted — are sent at as low compression as possible to improve image
quality, but surrounding images can still be useful at lower resolution. In addition, the
QuO contract interfaces with RT-ARM to adjust the rates of execution for the
decompression operation.

The QuO contract in the WSOA application performs reactive QoS management of
one node only to attempt to achieve the equivalent of end-to-end QoS management.
QuO works with RT-ARM and Kokyu to manage the scheduling of CPU resources on
the fighter node. However, the static preallocated nature of the Link 16 network and
the legacy nature of the C2 software limits the QoS contract to calling data
management functionality on the C2 (tiling and compression) and adjusting the data
to fit the network characteristics. The next section describes an application of QuO in
which we address end-to-end QoS management.

4 DRE Application of QoS Adaptive Middleware — End-to-End
QoS in a Distributed UAYV Simulation

In another application of QuO middleware, we have developed a prototype unmanned
aerial vehicle (UAV) simulation for the US Navy, DARPA, and the US Air Force. As
illustrated in Figure 7, this is a DRE system centered on the concept of disseminating
sensor information from a set of UAVs to command and control centers for use in
time-critical
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and 100 — o
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. . . ° * Request higher Q level on next ti s
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we E,lre § ~ OnTime ,//
concerned with & 50 /
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requirements for 0
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(a) the delivery .
. Time
of imagery from
UAVs to a | Fig. 6. A QuO contract monitors the progress of image download and
command and | adapts to keep it within the “On Time” range
control (C2)
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platform (e.g., a ground station, air C2 node, or shipboard environment) and (b) the
delivery of control signals from the C2 platform back to the UAVs. QoS management
includes trading off image quality and timeliness and managing resources from end-

to-end, with heterogeneous resources (e.g., tactical radio and wired
changing mission requirements, and dynamic environmental conditions.

IP networks),

Figure 8 illustrates the architecture of the prototype. It is a three-stage pipeline,
with simulated UAVs or live UAV surrogates (such as airships with mounted
cameras) sending imagery to processes (distributors), which distribute the imagery to
the simulated C2 stations, which display, collect, or process the imagery (e.g., with an

automated target recognition process). Various versions of the
dissemination
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program [5].

The current UAV prototype uses the QuO middleware to integrate several QoS

management strategies, services, and mechanisms:
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e End-to-end priority-based resource management, using RTCORBA and scheduling
services for CPU resource management and Differentiated Services (DiffServ) [8]
for network priority management.

e End-to-end reservation-based resource management, using the CPU reservation
capabilities of Timesys Linux and RSVP network reservation [27].

e Application-level management, including data management strategies (e.g.,
filtering, tiling, compression, scaling, and rate shaping) and process migration.

The UAV image dissemination prototype employs QoS management all along the
pipeline, with CPU management at each node, network management at each link, and
in-band and out-of-band application QoS management at several locations.
Preliminary results of experiments for end-to-end QoS management capabilities are
described in [21]. This work is ongoing as part of the PCES program; more detail is
available in [1, 9, 10, 21].

5 Next Steps in Research of QoS Adaptive Middleware for DRE
Systems

We have made great strides in the development of QoS adaptive middleware

technology and applying it to the problems of DRE systems. However, there is still

much research to be done. Three areas in which we are currently building upon our

QuO research to tackle larger, more ambitious problems of adaptive DRE systems are

the following:

e Higher level abstraction and specification of large-scale, system-wide adaptation
strategies with synthesis of middleware code

e Control-based adaptation strategies to replace and complement reactive based
strategies

e Component-based middleware and applications as a basis for constructing DRE
systems by composing reusable pieces.

The following sections provide a preview of each of these.

5.1 Modeling of QoS Adaptation Strategies

QoS aspects define a space, illustrated in Figure 9, in which an application has
unacceptable quality of service attributes if the measure of any dimension of interest
falls below the minimal operating threshold. Above a maximum operating threshold,
improvements in QoS make no difference in application operation. Between the
minimum and maximum thresholds is a space in which tradeoffs and adaptations can
be made in order to maintain as high a level as feasible of acceptable quality of
service. While Figure 9 illustrates three dimensions — corresponding to the
dimensions of amount of data, fidelity, and latency — the space can consist of any
number of dimensions, 1, 2, ... N, corresponding to the QoS dimensions relevant to
the application.
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rate or priority adjustment, or data shaping). The granularity at which QoS can be
adapted depends on these knobs. Furthermore, adaptation of one QoS dimension will
frequently affect other QoS dimensions (e.g., increasing the amount of data will use
more bandwidth). Finally, the application’s requirements will often mean that some
tradeoffs and adaptations are preferred over others.

Under the auspices of the DARPA MoBIES program, we are applying model
integrated computing (MIC) to the problems of designing, customizing,
parameterizing, and managing the adaptive runtime characteristics of DRE
applications. We are developing a semantically rich, domain-specific modeling
language using the Generic Modeling Environment (GME) [11] supporting the high-
level design of QoS adaptation strategies and designing and implementing mappings
and code generators to derive runtime interfaces and middleware constructs from the
high-level representation.

The main goal of our research is modeling Adaptation Strategy Preferences, which
indicate how the adaptation moves the application through the acceptable operating
space as system, functional, and mission conditions change. These preferences specify
which adaptation behaviors and mechanisms are employed, the manner and order in
which they are employed, the tradeoffs to be made, and the conditions that trigger
adaptation. To this end, our modeling language supports the following elements of a
QoS adaptive runtime system:

e The application’s structure — Primarily the functional structure of the application,
including data and control flow and points for inserting adaptive decisions.

e Mission requirements — The functional and QoS goals that must be met by the
application. These help determine the relative merit of possible adaptations and
points in the adaptation space.

o Minimum and maximum acceptable ranges of operation — This includes the lower
bound on the level of acceptable QoS below which the system is unacceptable for a
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given mission and the upper bound above which additional resources lead to no
improvement in system QoS.

e Observable parameters — The system conditions that need to be monitored at
runtime in order to determine the system’s QoS state and drive adaptation.
Examples include latency, throughput, and bandwidth between a pair of hosts, as
well as reflective information about application execution, such as the nature of
data content or the speed of operation. These parameters determine the
application’s current position in the adaptation space.

e Controllable parameters and adaptation behaviors — The knobs available to the
application for QoS control and adaptation. These can be in the form of interfaces
to mechanisms, managers or resources, or in the form of packaged adaptations,
such as those provided by QuO’s Qoskets.

o The system dynamics — The interactions between observable and controllable
parameters and adaptation behaviors. These help define the set of possible
trajectories that an application can take through the N-dimensional QoS parameter
space.

e Adaptation strategies — The adaptation strategy specifies the adaptations employed
and the tradeoffs made in response to dynamic system conditions in order to
maintain an acceptable mission posture.

5.2 Control-Based Adaptation Strategies

Also as part of our MoBIES research, we are investigating the use of control theory
based strategies for designing the adaptation strategies. Many of our existing
applications of QuO in DRE systems have been reactive, gracefully degrading in the
presence of limited resource availability or overload situations. Others have been
more proactive, such as reserving resources for critical operations or information
delivery, but have often been based upon local information. Control theory offers a
promising avenue to build systems that are predictable and proactive. The adaptation
strategy would be modeled as a controller and instantiated as a set of deterministic
contracts that lead the system through a controlled set of adaptive behaviors.

We expect that large DRE systems can benefit from a hierarchy of controllers, in
which the outermost tries to maximize a measure of utility based upon the overall
mission requirements and system dynamics. We have identified and defined two types
of controllers that we expect to be useful for modeling controlled behavior and
generating predictable QoS adaptive middleware software: supervisory controllers
and classical compensators. Supervisory controllers are represented by finite state
machines, readily modeled in GME and then translated into QuO contracts. We will
model classical compensators as difference/differential equations, from which we will
generate functions, contained in qoskets and referenced by contracts.

This research will ease the programming of controlled behavior, a crucial piece of
traditional deterministic embedded systems. It will not be intertwined with the
functional code, but will be developed separately in middleware, facilitating reuse,
maintenance, and changing control policies.
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5.3 Towards QoS Adaptive Component Architectures

Component middleware is becoming prevalent in the development of large-scale
distributed applications, especially enterprise applications. However, conventional
component middleware is not yet well suited for DRE systems because it is still
lacking much of the type of QoS
management support that we have
discussed in this paper. In joint
activities with Washington
University, St. Louis, and Vanderbilt
University, we are enhancing the
standard CORBA  Component
Model (CCM) with static QoS | Fig. 10. Qosket design-time code will be
provisioning  (a  static QoS | distributed as qosket runtime components that
implementation of CCM in TAO | operate in-band or out-of-band

called CIAO) and dynamic
adaptation behaviors based on QuO.

In the object form of QuO described in Section 2, design-time Qosket elements
(such as contracts, system condition objects, and delegates) are distributed among the
objects in the system. In the component version of QuO that we are currently
developing, design-time Qosket elements will be encapsulated into distributed run-
time qosket components, as illustrated in Figure 10. As in the object version of QuO,
gosket components can operate in-band between functional component interactions or
out-of-band between the functional components and the containers, platform, and
resources that comprise the environment.

Developing dynamic QoS support in CCM, and thereby component support in
QuoO, offers several advantages over object-based architectures. Whereas the Qosket
model already provides encapsulation of reusable design-time code representing a
single logical behavior, moving to CCM also encapsulates the collocated runtime
elements comprising behaviors. This makes the runtime elements more reusable,
while other CCM elements, such as containers and homes, support placement and
creation, respectively, of the runtime elements.

c1 In—band 5

el Out-of-band

The CCM life-cycle definition shows promise for supporting construction by
composition and late binding of QoS concerns. CCM’s assembly stage promises tool-
based support for hooking up components, both functional and QoS — something that
is currently written by hand in the Qosket code. CCM’s deployment stage offers a
time at which target platform information will be known, so that flexible systems can
be constructed, with many resource, host, and network specific details left unspecified
until deployment time. QuO adds the runtime stage to the CCM lifecycle, by
providing the capabilities to defer decisions and information binding until runtime.

Dynamic QoS-enabled component middleware, utilizing QuO and CIAO, shows
great promise in moving toward constructing robust DRE systems with predictable,
controlled behavior by composition of reusable components. More detail about this
work is available in [26].
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6 Conclusions

Embedded applications are becoming increasingly networked and distributed. These
DRE applications are becoming more and more infeasible to develop in the custom-
programmed, stove-piped manner in which embedded systems have historically been
developed. This has led to a trend of developing DRE systems using layers of
middleware — a trend already adopted elsewhere, such as in Internet and enterprise
applications, for similar reasons. However, DRE systems have stricter QoS concerns
that are not completely supported by existing domain-specific and distribution
middleware. Thus, an important layer for DRE systems is a layer that can support
QoS control, which cross-cuts multiple layers in applications, requires end-to-end
enforcement, and involves trading off competing QoS requirements among distributed
components. Furthermore, because of the dynamic, unpredictable, and hostile nature
of many of the environments in which DRE systems are deployed, and the presence of
changing mission modes, requirements, and priorities, static QoS policies and
allocation are not sufficient. DRE systems need support for dynamic QoS control and
adaptation.

BBN'’s Quality Objects middleware supports the separate programming of QoS
aspects and supports the development of systems that are less brittle and more
adaptive in the face of constrained, dynamic conditions. The QuO approach to
dynamic QoS management and adaptation has been evaluated and validated in several
DRE military applications. As we focus the QuO research on the development of
larger-scale DRE systems, it is important to focus on higher-level abstractions and
modeling of system-wide behaviors; control based adaptive behaviors; component
abstractions to support reuse, encapsulation, and construction by composition; and
developing tools to support a more standard methodology for effectively fielding
systems with these attributes.

QuO software is available in open-source format at quo.bbn.com.
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Abstract. We propose a mathematical framework to deal with the com-
position of heterogeneous reactive systems. Our theory allows to establish
theorems, from which design techniques can be derived. We illustrate this
by two cases: the deployment of synchronous designs over GALS archi-
tectures, and the deployment of synchronous designs over the so-called
Loosely Time-Triggered Architectures.

1 Introduction

The notion of time has been a crucial aspect of electronic system design for years.
Dealing with concurrency, time and causality has become increasingly difficult
as the complexity of the design grows. The synchronous programming model has
had major successes at the specification level because it provides a simpler way
to access the power of concurrency in functional specification. Synchronous Lan-
guages like ESTEREL [8], LUSTRE [14], and SIGNAL [19], the STATECHARTS mod-
eling methodology [15], and design environments like SIMULINK / STATEFLOW [23]
all benefit from the simplicity of the synchronous assumption, i.e.: (1) the system
evolves through an infinite sequence of successive atomic reactions indexed by a
global logical clock, (2) during a reaction each component computes new events
for all its output signals based on the presence/absence of events computed in
the previous reaction and, (3) the communication of events among components
occur instantaneously between two successive reactions.

However, if the synchronous assumption simplifies system specification, the
problem of deriving a correct physical implementation from it does remain. In
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particular, difficulties arise when the target architecture for the embedded sys-
tem has a distributed nature that badly matches the synchronous assumption
because of large variance in computation and communication times and because
of the difficulty of maintaining a global notion of time. This is increasingly the
case for many important classes of embedded applications in avionics, indus-
trial plants, and the automotive industry. Here, multiple processing elements
operating at different clock frequencies are distributed on an extended area and
connected via communication media such as busses (e.g., CAN for automotive
applications, ARINC for avionics, and Ethernet for industrial automation) or se-
rial links. Busses and serial links can, however, be carefully designed to comply
with a notion of global synchronization as the family of Time-Triggered Archi-
tectures (TTA), introduced and promoted by H. Kopetz [17], testifies. A syn-
chronous implementations must be conservative, forcing the clock to run as slow
as the slowest computation/communication process (worst-case approach). The
overhead implied by time-triggered architectures and synchronous implementa-
tions is often enough to convince designers to use asynchronous communication
architectures such as the ones implemented by the busses mentioned above.

We argue that imposing an “homogeneous” design policy, such as the fully
synchronous approach, on complex designs will be increasingly difficult. Hetero-
geneity will manifest itself at the component level where different models of com-
putation may be used to represent component operation and, more frequently,
at different levels of abstraction, where, for example, a synchronous-language
specification of the design may be refined into a globally asynchronous locally
synchronous (GALS) architecture.

In this paper, we provide a mathematical framework for the heterogeneous
modeling of reactive and real-time systems to allow freedom of choice between
different synchronization policies at different stages of the design. The focus of
our framework is handling communication and coordination among heteroge-
neous processes in a mathematically sound way. Interesting work along similar
lines has been the Ptolemy project [13122], the MoBIES project [1], the Model-
Integrated Computing (MIC) framework [16], and Interface Theories [12].

Our main contributions are a mathematical model for heterogeneous sys-
tem built as a variation of the “Tagged-Signal Model” of Lee and Sangiovanni-
Vincentelli [21] (in this paper, called the LSV model) and a set of theorems that
support effective techniques to generate automatically correct-by-construction
adaptors between designs formulated using different design policies. We illus-
trate these concepts with two applications that are of particular relevance for
the design of embedded systems: the deployment of a synchronous design over
a GALS architecture and over a so-called Loosely Time-Triggered Architecture
(LtTA) [7]. The idea followed in these examples is to abstract away from the
synchronous specifications the constraints among events of different signals due
to the synchronous paradigm and, then, to map the “unconstrained” design into
a different architecture characterized by a novel set of constraints among events.
In doing so, we must make sure that, when we remap the design, the intended
“behaviour” of the system is retained. To do so we introduce a formal notion
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of semantic preserving transformation. The constraints on coordination among
processes are captured by using the “tags” in the LSV model and the trans-
formations are handled with morphisms among tag sets. For more details, the
reader is referred to the extended version [3] of this paper.

2 Tagged Systems and Heterogeneous Systems

In this section, we build on the Lee and Sangiovanni-Vincentelli (LSV) “Tagged-
Signal Model” [21]. For reasons that will be clear in the sequel, we slightly deviate
from the original LSV model.

2.1 Tagged Systems

Symbol N denotes the set of positive integers. X +— Y denotes the set of all
maps having X as domain, and whose range is contained in Y. Also, if (X, <x)
and (Y, <y) are partial orders, a map f € X — Y is called nondecreasing if

Vo, o' € X o <x o' = —[f(2) <y f(z)] (1)

Condition () expresses that a nondecreasing map cannot invert orders. However,
it can add or remove some orders. Thus, nondecreasing is weaker than increasing.

Definitions. We assume an underlying partially ordered set 7 of tags, we denote
by < the partial oder on 7', and we write 7 < 7/ iff 7 < 7" and 7 # 7'. A clock is
a nondecreasing map h € N — T. Assume an underlying set V of variables, with
domain D. For V' C V finite, a V -behaviour, or simply behaviour, is an element:

c € VN (T xD), (2)

meaning that, for each v € V, the n-th occurrence of v in behaviour o has tag
7 € T and value z € D. For v a variable, the map o(v) € N — (T x D) is called
a signal. For o a behaviour, an event of o is a tuple (v,n,7,2) € VXN X T x D
such that o(v)(n) = (7,); thus we can regard behaviours as sets of events. We
require that, for each v € V, the 1st projection of the map o(v) (it is a map
N — 7)) is nondecreasing. Thus it is a clock, we call it the clock of v in o.

A tagged system is a triple P = (V, T, X), where V is a finite set of variables,
T is a tag set, and X a set of V-behaviours. If 77 = T3 =qet T, the parallel
composition of systems P; and P, is by intersection:

P, H Py =get (‘/1 U VQ,T, A 22), where (3)
Y1 Ny =get {0|0‘Vi € EZ,Z: 1,2},

and oy, denotes the restriction of o to a subset W of variables. The set T of
tags can be adjusted to account for different classes of systems.
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Synchronous Systems. To represent synchronous systems with our model,
take for T a totally ordered set, and require that all clocks are strictly increasing.
The tag index set T organizes behaviours into successive reactions, as explained
next. Call reaction a maximal set of events of o with identical 7. Since clocks
are strictly increasing, no two events of the same reaction can have the same
variable. Regard a behaviour as a sequence of global reactions: ¢ = 01, 09,.. .,
with tags 7, 79,... € T. Thus T provides a global, logical time basis. Particular
instances for 7 correspond to different views of synchronous systems:

— Taking 7 = N means that we assume some basic logical clock (the identity
map, from N to N), which is global to all considered systems, and all clocks
are sub-clocks of this basic one. This is a good model for closed systems.

— Now, take for 7 a totally ordered dense set—e.g., T = R, the set of real
numbers, or Q, the set of rational numbers. Then, for any given clock h, there
exists another clock k whose range has empty intersection with the range of h.
This models the fact that, for any given system, there exists another system
that is working while the former is sleeping; this is a suitable model for open
systems. In fact, adequate models for open systems are stuttering invariant
systems we define next. Call time change any bijective and strictly increasing
function p : 7 — T, and denote by Ry the set of all time changes over 7.
Then a synchronous system P = (V,T,X) is called stuttering invariant iff
it is invariant under time change, i.e., for every behaviour o € X' and every
time change p € Ry, then o” € X holds, where

(v,n,7,z) € 0¥ 4ot o(v,n,p(T),2) € 0. (4)

Examples of stuttering invariant systems are the stallable processes of
latency-insensitive design [9], where 7 = N.

Timed Synchronous Systems. Timed synchronous systems are synchronous
systems in which physical time is available, in addition to the ordering of suc-
cessive reactions. Note that events belonging to the same reaction may occur
at different physical instants. For this case we take 7 = Tgynen X Ty, where
Tsyneh indexes the reactions, and 7, is the physical time basis (e.g., 7, = R for
real-time).

Asynchronous Systems. The notion of asynchronicity is vague. Any system
that is not synchronous could be called asynchronous, but we often want to re-
strict somewhat this notion to capture particular characteristics of a model. In
this paper, we take a very liberal interpretation for an asynchronous system. If
we interpret a tag set as a constraint on the coordination of different signals of
a system and the integer n € N as the basic constraint of the sequence of events
of the behaviour of a variable, then the most “coordination unconstrained” sys-
tem, the one with most degrees of freedom in terms of choice of coordination
mechanism, could be considered an ideal asynchronous system. Then an asyn-
chronous system corresponds to a model where the tag set does not give any
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information on the absolute or relative ordering of events. In more formal way,
take T = {.}, the trivial set consisting of a single element. Then, behaviours
identify with elements 0 € V — N +— D.

Running example. This simple example will be used throughout the rest of
the paper to illustrate our results and their implications. Let P and @ be two
synchronous systems involving the same set of variables: b of type boolean, and
x of type integer. Each system possesses only a single behaviour, shown on the
right hand side of P: ... and @ : ..., respectively. Each behaviour consists of a
sequence of successive reactions, separated by vertical bars. Events sitting in the
same reaction can be seen aligned. Each reaction consists of an assignment of
values to a subset of the variables; a blank indicates the absence of the considered
variable in the considered reaction.
bt fIEfIt S bt fIt|ftf]- -
P'a::l 1 (1) |... "7 Qx 1 (1] [1f...

One of the questions addressed in this paper is how to deploy a synchronous
design on a less constrained architecture. The general strategy we follow is to
eliminate first the constraints introduced by the synchronous assumption and
then to map the resulting asynchronous system on a less constrained architecture
that may range from asynchronous to relaxed versions of timed-triggered archi-
tectures. The desynchronization of a synchronous system like P or ) consists
in (1) removing the synchronization barriers separating the successive reactions,
and, then, (2) compressing the sequence of values for each variable, individually.
This yields:

bt fEfEf...
L S

where the subscript , refers to asynchrony. The reader may think that events
having identical index for different variables are aligned, but this is not the
case. In fact, as the absence of vertical bars in the diagram suggests, there is no
alignment at all between events associated with different variables.

Regarding desynchronization, the following comments are in order. Note that
P # @Q but P, = Q. Next, the synchronous system R defined by R = PUQ, the
nondeterministic choice between P and @), possesses two behaviours. However,
its desynchronization R, equals P,, and possesses only one behaviour.

Now, we use the proposed framework to derive formal models for P, @, and
P,. For the synchronous systems P and (), we take 7 = N to index the successive
reactions. P possesses a single behaviour (note the absence of x at tag 2n):

ob)(2n—-1)=2n-1,t) , o)(2n) = (2n, f) (5)
o(x)(n) =(2n—-1,1)

For @, we have (note the difference):

od)2n—-1)=(2n—-1,t) , o(b)(2n)= EQn,f))

o(z)(n) =
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For the asynchronous systems P, = Q,, we take T = {.}, the trivial set with a
single element. The reason is that we do not need any additional time stamping
information. Thus, P, = @), possess a single behaviour:

0a(b)(2n — 1) =t,04(b)(2n) = f, and o,(z)(n) = 1. (7)

Discussion. A proactive reader would immediately criticize the definition (2]
of behaviours. Our definition uses two indexing mechanisms, namely N, to order
events in each individual signal, and 7, to order (time stamp) events globally
across signal boundaries. Of course, since the events of a signal are totally ordered
by their “time stamps”, their local index n results redundant. The redundancy
of the indexing is particularly visible in (B) and (@). The reason for introducing
the redundancy is related to the different semantics of the two orders: one is
intrinsic in the very notion of events of a signal, the other is related to the
constraints on event ordering due to the synchronous assumption. Decoupling
the two orders allows us to represent cleanly the desynchronization operation
and the deployment on more general architectures. We refer to [5] for a more
detail discussion with respect to the original LSV model.

2.2 Heterogeneous Systems

Assume a functional system specification using a synchronous approach, for sub-
sequent deployment over a distributed asynchronous architecture (synchronous
and asynchronous are considered in the sense of subsection 21]). When we de-
ploy the design on a different architecture, we must make sure that the original
intent of the designer is maintained. This step is non trivial because the infor-
mation on what is considered correct behaviour is captured in the synchronous
specifications that we want to relax in the first place. We introduce the no-
tion of semantic-preserving transformation to identify precisely what is a correct
deployment. We present the idea with our running example:

Running example, cont’d. The synchronous parallel composition of P and @,
defined by intersection: P || Q =qef PN @, is empty. The reason is that P and @
disagree on where to put absences for the variable z. On the other hand, since
P, = Qq, then P, || Qo =def PaNQo = Po = Qq # 0. Thus, for the pair (P, Q),
desynchronization does not preserve the semantics of parallel composition, in
any reasonable sense. O

How to model that semantics is preserved when replacing the ideal synchronous
broadcast by the actual asynchronous communication? In the case of deployment
using the LTTA-protocol, we face the same issues, but with the occurrence of time
as an additional component of tags. In fact, an elegant solution was proposed by
Le Guernic and Talpin for the former GALS case [20]. We cast their approach
in the framework of tagged systems and we generalize it.
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Morphisms. For 7,7 two tag sets, call morphism a map p: T — T’ which is
nondecreasing and surjective. For p: 7 — T’ a morphism, and 0 € V — N
(T x D) a behaviour, replacing 7 by p(7) in ¢ defines a new behaviour having
T’ as tag set, we denote it by

op, Or by oop. (8)
Performing this for every behaviour of a tag system P yields the tag system
P,. 9)
For T; 25 T £~ T5 two morphisms, define:
Ti p1%ps T2 =aet { (11, 72) | p1(71) = p2(72) } (10)

A case of interest is 7; = T x T,i = 1,2, and the 7, are different. Then
Ti p1%ps T2 identifies with the product 7/ x T x T3.

Desynchronization. For example, the desynchronization of synchronous systems
is captured by the morphism « : Tgynen > {.}, which erases all global timing
information (see Equations (BI), and ([7)).

Heterogeneous Parallel Composition. In this subsection we define the com-
position of two tagged systems P, = (V;,7;,X;),7 = 1,2, when 77 # Ts. This
definition is provided in two stages. For the first stage, we assume that 73 = 7s.
For o; a behaviour of P;, say that (o1, 02) is a unifiable pair, written

o1 X oy iff o1yA, = O2viAvs-

For o1 1 o9, the unification of o1 and o4 is the behaviour o Los having V1 UV,
as set of variables, and such that:

(01 |_|O'2)‘w = O'Z',i = 172

Now, return to the case 71 # T2, and assume two morphisms 7y LT 2T
Write:

01 p,Py 02 iff 0g10op1 DI Og0p2. (11)
For (o1, 02) a pair satisfying ([T, define
01 pith, 02 (12)

as being the set of events (v,n, (71,72),z) such that pi1(71) = pa(72) =det T
and (v,n,7,x) is an event of ojop; U 090ps. We are now ready to define the
heterogeneous conjunction of Xy and X5 by:

21 pl/\pg 22 =def {01 pll—lpg 02 |01 p1[>qp2 02} (13)

1 Strictly speaking, these are not morphisms of order structures. We use this word by
abuse of terminology.
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Finally, the heterogeneous parallel composition of P; and P, is defined by:
P oo llpsy Po= (Vi UVa, Th p%p, Tay X1 pilhy, Xo). (14)

We simply write (,,|| instead of (,, ||,,) Wwhen p is the identity.

GALS and Hybrid Timed/Untimed Systems. To model the interaction
of a synchronous system with its asynchronous environment, take the het-
erogeneous composition P (.| A, where P = (V,Tgynen, ) is a synchronous
system, A = (W,{.},2") is an asynchronous model of the environment, and
& : Tgynen — {.} is the trivial morphism, mapping synchrony to asynchrony
(hence the special notation).

For GALS, take 71 = T2 = Tsynch, where Tsynch is the tag set of synchronous
systems. Then, take 7 = {.} is the tag set of asynchronous ones. Take « :
Tsynch — {.}, the trivial morphism. And consider Pi (4||q) Po.

For timed/untimed systems, consider P (,| @, where P = (V, Tgynen X Ty, &)
is a synchronous timed system, @ = (W, Tgynch, ") is a synchronous but untimed
system, and p : Tgynch X Ty — Tsynen is the projection morphism.

3 Application to Correct Deployment

In this section we formalize the concept of semantics preserving and present a
general result on correct-by-construction deployment.

3.1 Preserving Semantics: Formalization
We are given a pair P, = (V;,T;, X;),i = 1,2, such that 7; = T3, and a pair

T LT T> of identical morphisms. We can consider two semantics:

The strong semantics : Py || Pa

The weak semantics : Py (pHp) Ps.
We say that p is semantics preserving with respect to Py || Ps if
P1 (p”p) P2 = P1 || Pg. (15)

Running example, cont’d. The reader can check the following as an exercise:
P||Q = 0, and, as we already discussed, P, | Q, = P,. Now we compute
P (a]lay Q. From (I2)) we get that, using obvious notations, (op,0q) is a pair of
behaviours that are unifiable modulo desynchronization, i.e., op o<y 0g. Then,
unifying these yields the behaviour o such that:

VYn € N :o(b)(n) = ((n,n),vp) and o(x)(n) = ((2n — 1,2n),1) (16)

where v, = ¢ if n is odd, and v, = f if n is even. In (IG]), the expression for
o(b)(n) reveals that desynchronizing causes no distortion of logical time for b,



Heterogeneous Reactive Systems Modeling 43

since (n,n) attaches the same tag to the two behaviours for unification. On
the other hand, the expression for o(z)(n) reveals that desynchronizing actually
causes distortion of logical time for x, since (2n — 1,2n) attaches different tags
to the two behaviours for unification. Thus P [ Q = 0, but P (,|/o) @ consists
of the single behaviour defined in (I6). Hence, P (o) @ # P | Q in this case:
semantics is not preserved. &

3.2 A General Result on Correct Deployment

Here we analyse requirement ([[5). The following theorem holds (see (@) for the
notation P, used in this theorem):

Theorem 1. The pair (P, P») satisfies condition [IA) if it satisfies the follow-
ing two conditions:

Vi € {1,2} : (F;), is in bijection with P; (17)
(Pl P2), = (P), |l (P2), (18)

Comments. The primary application of this general theorem is when P and @
are synchronous systems, and p = « is the desynchronization morphism. This
formalizes GALS deployment. Thus, Theorem [l provides sufficient conditions to
ensure correct GALS deployment.

Conditions (7)) and (I8) are not effective because they involve (infinite) be-
haviours. In [3/4], for GALS deployment, condition (I7) was shown equivalent to
some condition called endochrony, expressed in terms of the transition relation,
not in terms of behaviours. Similarly, condition (I¥) was shown equivalent to
some condition called isochrony, expressed in terms of the pair of transition re-
lations, not in terms of pairs of sets of behaviours. Endochrony and isochrony are
model checkable and synthesizable, at least for synchronous programs involving
only finite data types (see [3l4] for a formal definition of these conditions).

In the same references, it was claimed that the two conditions (I7) and (S)
“mean” the preservation of semantics for a GALS deployment of a synchronous
design. Several colleagues pointed to us that they did not see why this claim
should be obvious. In the subsequent paper [2], an attempt was provided to fill
this gap, with no real formalization, however. Theorem [ provides the missing
formal justification for this claim.

Proof. Inclusion 2 in () always hold, meaning that every pair of behaviours
unifiable in the right hand side of (&) is also unifiable in the left hand side.
Thus it remains to show that, if the two conditions of Theorem [ hold, then
inclusion C in (IH) does too. Now, assume (I7) and (IJ)). Pick a pair (o1, 09)
of behaviours which are unifiable in Py (,||,) P>. Then, by definition of (,l[,) ,
the pair ((01),, (02),) is unifiable in (Py), || (P2),. Next, (I8) guarantees that
(01), U (02), is a behaviour of (P || P2),. Hence there must exist some pair
(01, 0%) unifiable in Py || Pa, such that (o] Uoj), = (01), U (02),. Using the
same argument as before, we derive that ((o1),,(05),) is also unifiable with
respect to its associated (asynchronous) parallel composition, and (¢}),U(03), =
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(01),U(02),. But (1), is the restriction of (¢7),U(0%), to its events labeled by
variables belonging to V1, and similarly for (¢3),. Thus (0}), = (0;), for i = 1,2
follows. Finally, using (I7), we know that if (¢}, 0%) is such that, for i = 1,2:
(01), = (04),, then: o} = 0;. Hence (01, 02) is unifiable in P || Ps. &
Corollary 1. Let Py and P, be synchronous systems whose behaviors are
equipped with some equivalence relation ~, and assume that Py and Py are closed
with respect to ~. Then, the pair (P, Ps) satisfies condition (I3) if it satisfies
the following two conditions:

Vi € {1,2} : (F;), is in bijection with P;/~ (19)
(P P), = (P)p || (P2), (20)

where P;/~ is the quotient of P; modulo ~.

Proof. Identical to the proof of Theorem [ until the paragraph starting with
“Finally”. Finally, using (I9), we know that if (o7, 0%) is such that, for s = 1,2:
(60)p = (0i)p, then: o ~ o,. Hence (01,02) is unifiable in P; || P, since all
synchronous systems we consider are closed under ~. <
This result if of particular interest when ~ is the equivalence modulo stuttering,
defined by ().

Running example, cont’d. Since P and () possess a single behaviour, they clearly
satisfy condition (7). However, the alternative condition (I8) is violated: the left
hand side is empty, while the right hand side is not. This explains why semantics
is not preserved by desynchronization, for this example. In fact, it can be shown
that the pair (P, @) is not isochronous in the sense of [3[4]. More examples and
counter-examples can be found in [3].

Discussion. In [I0] the following result was proved. For P and @ two syn-
chronous systems such that both P, @, and P Q are functional, clock-
consistent, and with loop-free combinational part, then P || @ can be seen as
a Kahn network—for our purpose, just interpret Kahn networks as functional
asynchronous systems. This result applies to functional systems with inputs and
outputs, it gives no help for partial designs or abstractions. Our conditions of
endochrony and isochrony allows us to deal even with partial designs, not only
with executable programs. Hence, they do represent effective techniques that
can be used as part of the formal foundation for a successive-refinement design
methodology.

As said before, this paper extends the ideas of [20] on desynchronization. A
more naive “token-based” argument to explain GALS deployment is also found
in [6], Sect. V.B. This argument is closely related to the use of Marked Graphs
in [I1] to justify GALS desynchronization in hardware.

Another example can be found in theory of latency-insensitive design [9]:
here, if P || Q is a specification of a synchronous system and P and @ are stallable
processes, then it is always possible to automatically derive two corresponding
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Fig. 1. The LrTA-protocol

patient processes P, and (), that seamlessly compose to give a system imple-
mentation P, || Q, that preserves semantics while being also robust to arbitrary,
but discrete, latency variations between P and Q. Again, P, || Q, is a correct
deterministic executable system made of endochronous sub-systems. In fact, as
the notion of stallable system and patient system correspond respectively to the
notion of stuttering-invariant system and endochronous system, the extension
to Theorem [I] subsumes the result presented in [J] on the compositionality of
latency-insensitivity among patient processes.

4 Deploying Timed Synchronous Specifications over L.TTA

Loosely Time-Triggered Architectures (LTTA) were introduced in [7] as a weak-
ening of H. Kopetz’ TTA. We revisit the results of [7] and complete them, by
using the results from the previous section.

4.1 The LrTA-Protocol and Its Properties

See Figure [l for an illustration of this protocol (the three watches shown indi-
cate a different time, they are not synchronized). We consider three devices,
the writer, the bus, and the reader, indicated by the superscripts (.)%,(.)P,
and (.)", respectively. Each device is activated by its own, approximately pe-
riodic, clock. The different clocks are not synchronized. In the following spec-
ification, the different sequences written, fetched, or read, are indexed by the
set N ={1,2,3,...,n,...} of natural integers, and we reserve the index 0 for
the initial conditions, whenever needed. Set N will serve to index the successive
events of each individual signal, exactly as in our model of Section [ZIl Thus our
informal description below is in agreement with our formal model. On the other
hand, we believe that this informal description is quite natural.

The writer: At the time t™(n) of the n-th tick of his clock, the writer generates
a new value 2% (n) and a new alternating flag b% (n) with:

b (n) = {false ifn=20

not b¥(n — 1) otherwise
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and stores both in its private output buffer. Thus at any time ¢, the writer’s
output buffer content m" is the last value that was written into it, that is the
one with the largest index whose tick occurred before ¢:

m%(t) = (z%¥(n),b" (n)), where n = sup{n’ | t"(n') < t} (21)

The bus: At the time tP(n) of its n-th clock tick, the bus fetches the value in
the writer’s output buffer and stores it, immediately after, in the reader’s input
buffer. Thus, at any time ¢, the reader’s input buffer content offered by the bus,
denote it by mP, is the last value that was written into it, i.e., the one written
at the latest bus clock tick preceding t:

mP(t) = m™(t?(n)), where n = sup{n’ | t°(n’) < t} (22)

The reader: At the time t*(n) of its n-th clock tick, the reader copies the value
of its input buffer into auxiliary variables x(n) and b(n):

(2(n), b(n)) = m"(t" (n))

Then, the reader extracts from the z sequence only the values corresponding
to the indices for which b has alternated. This can be modeled thanks to the
counter ¢, which counts the number of alternations that have taken place up to
the current cycle. Hence, the value of the extracted sequence at index k is the
value read at the earliest cycle when the counter ¢ exceeded k:

0 ifn=20
cn)=< c(n—1)+1 ifb(n) #b(n—1)
c(n—1) otherwise
" (k) = z(n), where k = ¢(n) (23)

Call LrTA-protocol the protocol defined by the formulas (ZI2223]).

Theorem 2 ([7]). Let the writing/bus/reading be systems with physically pe-
riodic clocks of respective periods w/b/r. Then, the LTTA-protocol satisfies the
following property whatever the written input sequence is:

Vk : zt (k) = 2V (k), (24)

iff the following conditions hold:

w > b, and L%J > %, (25)

where, for x a real, |x| denotes the largest integer < x.

Condition (24)) means that the bus provides a coherent system of logical clocks.
Note that, since w > b, then w/2b < |w/b| follows. On the other hand, |w/b| <
w/b, and |w/b|] ~ w/b for w/b large. Hence, for a fast bus, i.e. b ~ 0, the
conditions (ZH) of Theorem P reduce to w > b,w > r. In [7], Theorem [Z is
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extended to clocks subject to time-varying jitter, assuming some bounds for this
jitter, and the case of multiple-users is briefly discussed.

Let us now consider a more involved situation, where several units commu-
nicate, and where there are data dependencies between communicated values. A
simple example would be that the reader, upon receiving x(n) has to send back
y(n) = f(z(n)) to the writer, by using the same protocol. Thus, the reader has
also to maintain its own b" and to update an output buffer m*. It now computes,
at the time ¢*(n) of its n-th clock tick:

(x(n), b(n)) = mP (" (n))
0 ifn=0

c(n) =4 c(n—1)+1 ifb(n) # b(n —1)
c(n—1) otherwise
a* (k) = w(n)
y" (k) = f(«"(K))
b (k) = {{Laoliebr(k -1 i)ftflejvx?ise
"(t*(n)) = (y" (k),0"(k)) , where k = c(n)

This means that the computations indexed by k are only performed when the
counter is increased, i.e., when the reader sees a bit alternation coming from the
writer.

Timing issues: Theorem B says that, for the sake of protocol correctness, the
reader should be faster than the writer. But now, the reader is also a writer and
conversely. Hence, we need to distinguish between the period r; at which any
of these actors (reader or writer) i reads, and the period w; at which the same
actor ¢ writes (updates its output buffer). This yields the following condition:

W -
T T I I S )
Vi gy {bJ =%

Comparison with Lamport’s logical clocks [I8]: When several communicating
actors are involved, the LTTA protocol is very reminiscent of Lamport’s logical
clock synchronization: in Lamport’s protocol, each actor maintains a logical clock
and when sending a message, time-stamps it with this clock. When receiving a
message, the receiver compares its own clock with the time-stamp of the message.
If its own clock is late with respect to the received time-stamps, it updates it. We
could have stated the LTTA protocol similarly, by time-stamping the messages
by the values of the counter c. Yet, the problem with Lamport’s time-stamps is
that they are ever increasing and, thus, subject to overflow. Here, the knowledge
of periods and the properties of the LTTA architecture allow us to abstract these
time-stamps into boolean ones:

b(n) = false if ¢(n) = 0 modulo 2
"=\ true otherwise
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4.2 Correct LTTA Deployment

Here, our work is slightly more involved. The reason is that the systems con-
sidered also involve physical time. And they involve physical time in two forms:
absolute physical time and approximate physical time as provided by the imper-
fect watches. More precisely, in analyzing the deployment of synchronous designs
over LTTA, the following notions need to be considered:

— Synchronous logical time to index the successive reactions of the synchronous
specification.

— Physical global time as provided by an ideal and perfect clock. Corresponding
dates can be used as part of the system specification.

— Actual local physical time as provided by each quasi-periodic
writer /reader /bus clock (recall these are only loosely synchronized).

These are different “times”, for combination and use at different stages of the
design. As expected, heterogeneous systems will solve the problem.

The Ideal Design. Our reference is the so-called ideal design. It consists of a
pair of timed synchronous specifications (P;, P») for deployment over an ideal
timed synchronous channel. The ideal channel is denoted by Id, it implements
the logically instantaneous broadcast between P; and P, with some constant
physical delay § regarding dates. We adopt the following notational convention:
if 1 is output by P; toward P, the corresponding input for P, is denoted by
T2, and vice versa. Then, Id implements x5 := x7 with physical delay ¢§. Since
we consider timed synchronous systems, we take as tag set: Tgynen X 7.

The Actual Deployment. It is modeled by P1 (4| Ltta ||o) P2, where a is
the canonical date-preserving desynchronization morphism:

Qo 7;ylrlch><7:0 — {'}Xn’

and Ltta, the model of the LTTA medium, is a timed and asynchronous system
with tag set {.} x 7,. By Theorem[2, Ltta preserves the sequence of values of in-
dividual signals (this is the flow invariance condition of [20]). Regarding timing,
if we assume bounded delay for the bus and bounded jitter due to asynchrony in
sampling, then Ltta communication occurs with a nondeterministic delay within
the bounds [§ — €,d + 7], where J is the delay of the ideal medium. Semantics
preserving, from ideal design to actual implementation, is captured as follows:

(a) The preservation of the functional semantics is modeled by the following
request, which the reader should compare to relation (IH):

P ((oz,t)Ht) Ltta (tH(t,a)) P, = P (t”t) Id (th) Ps. (26)

In (26), ¢ denotes the morphism consisting of the removal of physical time
from the tag, « is our desynchronization morphism introduced before, and
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the pair («,t) denotes the morphism consisting in jointly removing physical
time and desynchronizing. Thus the right hand side of (28]) is the reference
untimed semantics of our design, whereas the left hand side is the actual
untimed deployment semantics. Thus (26]) is indeed the requirement of pre-
serving the functional semantics.

(b) Regarding timing aspects, we consider separately the bounds [§ — €, + 7],
for the timing behaviour of Ltta for transmitting each individual message,
asynchronously.

The following theorem holds. It refines Theorem [I] for the case of mixed syn-
chronous/timed and asynchronous/timed systems. It relies on the property

Ltta; = Id(a7t),

which is a reformulation of property (24)) in Theorem B Its proof is omitted
because it is a mild variation of the proof of Theorem [

Theorem 3. The pair (P1, Py) satisfies condition (20) if it satisfies the follow-
ing two conditions:

Wi € {1,2} 1 (P)(au is in bijection with (P); (27)
(P @l 1d @lly P2), =Py | Tdas | (P2)(an (28)

Discussion. Theorem[3 gives sufficient conditions for semantics preserving, that
are independent from the precise form of Ltta, because only the ideal channel
Id is involved. The conditions that guarantee semantics preserving are (almost)
identical to those of Th.[I], thus endo/isochrony apply as well to this case.

5 Concluding Remarks

In this paper, we proposed a novel mathematical framework (an extension to
the LSV tagged signal model) for handling heterogeneous reactive systems. The
interest of this theory rests on the theorems it can provide. These theorems
support effective techniques to generate automatically correct-by-construction
adaptors, between two designs supported by different coordination paradigms.
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Abstract. In this paper, we explain mechanisms for providing embed-
ded network processors and other low-level programming environments
with light-weight support for safe resource sharing. The solution consists
of a host part, known as HOKES, and a network processor part, known as
POKES. As common operating system concepts are considered to be too
heavy-weight for this environment, we developed a system that pushes
resource control all the way to the compiler. The HOKES/POKES ar-
chitecture is described in detail and its implementation evaluated.

1 Introduction

In this paper, we explain how to provide light-weight support for resource sharing
in network processors (NPs) and operating system (OS) kernels. In many em-
bedded systems, the programming environment offers little support for resource
sharing and safety. Often, the software consists of a single, monolithic applica-
tion that is special-purpose and well-tested, and not supported by hardware-
assisted memory isolation, privileged instructions, or the like. This is true not
only for special-purpose signal-processors, but also for reconfigurable comput-
ing, such as FPGAs. Increasingly, however, embedded hardware allows for more
flexible application domains. The network processor (NP) is an example of this
trend [Coo02Mic99]. It may contain on-chip a general-purpose control processor
and a set of independent processing engines all running in parallel (an example is
shown in Figure 2]). The engines, commonly known as microengines (MEs), run
their own micro-applications and share the resources on the board (for instance,
buses, memories, data streams, etc.).

In practice, however, the code running on NPs still consists of a single mono-
lithic application (albeit with various parallel components). The reason that NPs
are not really shared by multiple programs is not that it would not be beneficial
to applications. On the contrary, there are systems that could exploit such func-
tionality to their profit, if only it existed. For example, plugged into a router,
an NP board could forward packets on most of its MEs, while using the remain-
ing ones to run user code (e.g. a monitoring application, or a filter). As a more
concrete example, the EU SCAMPI project develops a monitoring platform for
high-speed links that aims to allow multiple monitoring applications to be active
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simultaneously on the same network card [SCAOI]. The real reason why such ar-
chitectures are not shared is that there are simply no appropriate mechanisms
for doing so. For example, the time-sharing techniques developed for general-
purpose operating systems such as UNIX are not appropriate, as they are too
heavy-weight.

In this paper we describe the details of a solution known as OKE that pushes
the burden of resource sharing in environments without explicit hardware sup-
port for this purpose all the way to the compiler. The focus is on NPs and OS
kernels and a C-like language. In our terminology, the OKE part that is running
on host-like systems is known as HOKES (host OKE system), while POKES
(peripheral OKE system) is the part running on the MEs of the NP. Together,
they are able to provide a measure of safety to the system by restricting code
in its usage of processing time, memory and APIs. A complete HOKES imple-
mentation for the Linux kernel is available under the GNU Public License from
www.liacs.nl/"herbertb/projects/okel We have also started the POKES im-
plementation and will evaluate the overhead in the results section. Furthermore,
we maintain that the principles described in this paper may apply to other en-
vironments also. A high-level overview of an early version of HOKES was given
in [BS02]. This paper describes the implementation of the low-level mechanisms,
compiler support and NP-specific issues.

In Section 2] we describe the HOKES/POKES architecture. Section [3 ex-
plains how isolation and resource safety are subject to higher-level policies. In
Section [, we discuss the various mechanisms that we employ to provide resource
safety. In Section[d], we evaluate our work. Related work is discussed in Section [6]
and conclusions are drawn in Section [7]

2 Architecture

2.1 Processing Hierarchy

As shown in Figure 2] the architecture that we wish to program consists of a five-
level (Lg,L1,...,L4) processing hierarchy. In our case, it comprises one or more
host processors running Linux (with the usual kernel /userspace domains), and
one or more Intel IXP network processors, each containing a StrongARM control
processor running embedded Linux (also with kernel and userspace code) and a
set of microengines that run no OS whatsoever. Observe that, besides the PCI
distance and amount of available resources, there is very little to distinguish
between the combinations of levels L;/Lo and Ls/L4. Indeed, although they
probably will be used for different purposes, in our implementation they are
treated the same. The application granularity of Lg is assumed to be the ME,
so application foo runs on (at least) one ME, dedicated to foo.

In the implementation we have used a P4 1.8 GHz host processor and an Intel
IXP1200 NP running at 200 Mhz, with a StrongARM control processor, and 6
MEs with 4 hardware contexts each. The NP is mounted on an ENP2506 board
fitted with 2 1Gbps Ethernet ports and 256MB SDRAM and 8MB SRAM.



HOKES/POKES: Light-Weight Resource Sharing 53

code loader

NP = network processor
ME = microengine L4: host userspace
CREC = compilation L3: host kernel code
record
OKE = open kernel
environment

HOKES = host-like OKE ‘ ‘PCI
system

POKES = peripheral OKE : control processor userspac Network
system : control processor kernel processor

ESC = enviromment Intel TXP1200)
setup code

FEC = forward error

s LO mlcrocode on microengines
correction

garbage collector |  empfengen )

stack checking mierocode | [mi crocode mi crccésde
dynamic memory Pt

management microcode | [ microcode | [microcode
PC = pointer checks SRAM
MT = multithreading | | e

protection | Tt M E E FIFO SDRAM
TP = processing time
protection 1

POKES GigE GigE

Fig. 1. Glossary Fig. 2. Processing hierarchy and HOKES/POKES domains

%)
e}
wonon

2.2 Software

The problem of efficient resource sharing in this hierarchy is difficult, especially
for levels Ly, L1 and L3 which concern environments without hardware support
for isolation. Worse, we cannot apply traditional OS approaches, as these are
too heavy-weight (in particular for the MEs). Instead, we have developed new
abstractions for code isolation that push, to a large extent, resource control all
the way to the compiler. In our software model, given the appropriate (and ex-
plicit) privileges, application code is allowed to run anywhere in the processing
hierarchy. However, what such code is allowed to do is limited by static and dy-
namic checks that may control any resource, including memory and bus access,
processing time, stack space, etc. The generic solution for any of the levels in
the hierarchy is known as the Open Kernel Environment (OKE). The implemen-
tation of OKE on a host-like system, i.e. a system running a general-purpose
operating system, such as the Pentium and StrongARM in Figure [Z, is known
as HOKES. The microengines on the NP do not run any OS whatsoever and
hence require a somewhat different approach to achieve the same goal. This is
known as a peripheral OKE system, or POKES. For the evaluation of HOKES
we will use the implementation on the actual host processor (Pentium), as it is
more convenient for performing measurements and data collection than the em-
bedded StrongARM. For POKES, however, we have no choice other than using
the microengines directly.

In order to make programming safe, efficient, and familiar to programmers,
we extended and modified the Cyclone programming language, which itself is
a dialect of C (retaining the C ‘look and feel’) [IMGT02]. The result is known
as OKE-Cyclone. The trust management used in the compilation and loading
process is based on KeyNote [BETK99] and described in detail in [BS02].

The idea is that a code loader explictly grants users the right to load code of
a specific type, where ‘type’ means: ‘subject to a set of restrictions on resource
usage’. For this purpose, they request a compiler to compile their code according
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Fig. 3. User (a) compiles and (b) loads code using RPC from a remote site

to this type. A type is defined by so-called ‘environment-set-up code’, or ESC,
that is associated with a user’s program (and which instruments the code and
checks whether specific conditions on resource usage hold) and is instantiated
by the user by parameterisation. For example, the ESC may specify that the
maximum amount of heap that can be used is 1 MB, while the parameterisation
may indicate that the real maximum to be used for this code is only 0.5 MB.
ESC will not normally be written by the users themselves, but defined once
and for all by the authority that wants to restrict a specific group of users in
a specific way. For example, there could be an ESC for ‘students in a course of
embedded software’. The compiler compiles the code with the ESC specified and
then generates and signs a proof stating that this code was compiled with these
restrictions by this compiler. The exact steps are the following(see Figure B):

— To a (possibly remote) compile-server we submit (1) our source, and (2) the
‘type’, or ESC, to which the object code should comply.

— This trusted compile-server, known as bygwyn, first creates a combined trans-
lation unit that incorporates the ESC and our source code.

— Bygwyn then calls the OKE-Cyclone compiler to generate object code using
custom language constructs to enforce safety (and isolation).

— Bygwyn returns the object code (an OKE module) and a signed compilation
record (CREC) that vouches for the code’s compliance to the ESC.

— Users may then submit the object code, the CREC and ESC to an OKFE
code loader (CL) at a site where the code should be executed.

— The CL uses the CREC to check whether the (1) object code matches the
given ESC, (2) the compiler that signed the CREC is trusted, and (3) there
is sufficient resource capacity to accommodate the request. It also checks the
users’ credentials to see if they are allowed to load code corresponding to
this ESC. If none of the checks fail, the code is loaded.

3 Safety Policy (ESC)

In essence, an ESC is policy code that is prepended to, and sets up a compile-
time environment for, the user-supplied code. For example, it defines run-time
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support code and explicitly declares the permissible API, restricting the code to
just this API, by taking away the ability to (1) declare/import new APIs, (2)
access the “private” parts of the ESC, and (3) perform privileged (unsafe) oper-
ations. ESCs are parameterised by the user to include, limit or remove certain
capabilities. For example, users may specify that they have no need for dynamic
memory, so that the support code that would otherwise be needed can be re-
moved (yielding more efficient code). An ESC also has a component specifying
parameter limitations. For default parameter values that may be overwritten by
users with the appropriate credentials, this includes the range of valid values. It
may also include a FINALLY keyword to indicate that this parameter may not be
overwritten by users. This permits one to specify for instance that some users
might be allowed to specify that they need up to 1 MB of dynamic memory, while
others might be allowed to specify only 0.5 MB (or may not even be allowed to
use heap memory at all). Apart from the ESC, these limitations are expressed
in the users’ credentials.

When user code is compiled with a given policy (ESC), the trusted compile-
server creates a translation unit that consists of (1) parameterisation of the
ESC (in the form of macro definitions), (2) ESC, and (3) user code. This is
processed by the OKE-Cyclone compiler to generate compliant object code. The
OKE assumes a closed world, allowing for whole program analysis to optimise
away dynamic checks that are only needed in an open world. This does not
mean that modules consisting of multiple components cannot be composed. As
long as the APIs are declared in the ESC, users can build larger programs by
explicitly clicking together a score of modules. Even so, the OKE is especially
useful for applications in restricted areas (e.g. kernels and embedded systems)
and, therefore, the modules are often fairly small (i.e. contained in a single unit).

4 Language Features for Safety

Given the trust mechanism, we still need to ensure that code complies with a
given safety policy at compile time. The following issues must be addressed if we
want to enable users to run applications in any environment in a safe manner:

memory protection in the spatial domain (bounds checking);

memory protection in the temporal domain (references to freed memory);
stack overrun protection;

processing time restriction;

API restrictions;

hiding of sensitive data;

removing/disabling misbehaving code.

N ok LN

4.1 HOKES/POKES Spatial Pointer Safety

Cyclone is strongly typed and provides pointer safety in the following ways.
Firstly, it provides bounded pointers that are statically tagged with a ‘valid
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length’ or number of elements that must exist in the memory the pointer points
to. These pointers are either NULL or point to at least the number of elements
indicated by their ‘valid length’. Conversions between these pointers are checked
statically. Secondly, Cyclone provides non-nullable pointers, that can be stati-
cally proven to be non-NULL. Unlike ‘normal’ C pointers, non-nullable pointers
do not need dynamic checks when they are dereferenced. Converting pointers
to non-nullable pointers before using them in a loop, allows programmers to
remove dynamic NULL-checks from inner loops. Thirdly, Cyclone also supports
‘normal’ C pointers, e.g. pointers with bounds that are only known at run-time
and which incur run-time checks on all accesses.

4.2 HOKES/POKES Temporal Pointer Safety

Bounds checking solves the problem of spatial pointer safety, but not that of
temporal pointer safety, such as returning the address of local variable. Cyclone
solves this by including region information in pointer types |[GM.IT02|. The mech-
anism statically tags every pointer type with an identifier of the region of the
memory it points to. A pointer that is tagged to point to a region foo is only
capable of pointing to memory in region foo or in region bar that outlives foo,
i.e., a region whose memory is guaranteed to exist when foo goes out of scope.
In addition, foo’s memory can store only pointers to memory that outlives foo
(because otherwise a “shorter-lived” region might disappear during the life of
foo, leaving a dangling pointer in foo). When the address of a local variable of
function foo is taken, the result will be a pointer into the region of foo’s local
variables. Any attempt to return it, or store it globally, will lead to region er-
rors at compile time. Region tags can be explicitly specified by the programmer
to express certain exceptional situations, but in C-like code the default region
tags usually suffice (i.e., the code looks and feels like C, but has invisible safety
enforcement). The region system is not used within the dynamic memory heap,
which is normally garbage collected.

The Cyclone regions work well for Cyclone-only programs, but there are
safety issues when interoperating with explicitly memory-managed languages
such as C, as is the case, for instance, in HOKES. When a module holds a pointer
to a kernel memory block that is explicitly memory managed, the memory block
may be released, leaving the pointer dangling. For HOKES, we have therefore
implemented Linux support for delayed freeing, ensuring that any memory re-
leased by the kernel is not immediately reused, but instead placed on a kill list,
a list of blocks that still need to be “physically released”.

In addition, we have written a HOKES garbage collector (GC) from scratch.
We have placed the GC under user control, so that users may explicitly request a
GC round (e.g. to clean up their own heap memory), or postpone it indefinitely.
However, just prior to becoming active, every HOKES module which may have
pointers to kernel memory always initiates a GC round (this is known at compile
time). GC takes O(n), where n is the number of memory blocks allocated by the
module. During garbage collection, all memory on the module’s heap that can
no longer be reached will be released.
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During a module’s garbage collection phase the HOKES detects whether
or not a module holds pointers to ‘freed’” memory from the explicitly memory-
managed region and acts appropriately by nullifying the pointers or by termi-
nating the module (if the pointers are non-nullable). Once we have verified that
no module holds pointers to a ‘freed” memory block, the memory block is also
physically freed. Currently, the released memory blocks are physically released
even earlier, immediately after all modules have deactivated. This puts some
restrictions on the programming model, because modules cannot safely stay ac-
tive for very long times without exhausting the kernel’s memory resources. We
don’t think this limitation is inherent in the approach, it is only caused by the
simplicity of the current implementation. A more important limitation is that
kernel memory cannot currently contain pointers back to memory controlled by
HOKES’s GC, because the GC cannot detect the kernel’s references. All memory
shared by HOKES and the kernel must be explicitly managed by the kernel.

We stress that delayed freeing is only needed for those modules that can
actually hold pointers to kernel memory. This is a property that is checked at
compile time: programs that do not contain any pointers tagged “kernel region”
cannot point to explicitly memory-managed kernel memory. In other words,
when considering a free for a chunk of kernel memory, there is no need to wait
for modules to become inactive if they are guaranteed not to have pointers to
this memory anyway.

Our current GC implementation uses a mark-and-sweep GC algorithm and is
precise (it assumes strong typing and does not need to assume that all memory
potentially contains pointers). The GC is supported by automatically generated
code based on whole program analysis, which is done in the front end of the OKE-
Cyclone compiler. The compiler detects which types of memory can be allocated
by a module (by enumerating the types of all new and malloc expressions in
the program) and generates marking functions for every type it encounters. A
marking function for a type defines how a memory block of the type can be
scanned for pointers, it contains a call to a function of the GC for every pointer
in the type. The memory allocation calls in the module are then modified to pass
to the memory subsystem pointers to the marking functions corresponding to the
allocated type. Whenever the memory subsystem wants to find out which other
memory blocks are referenced by a given memory block, it calls the marking
function associated with the block and the marking function will call the GC
with the addresses of all the other blocks referenced in this block.

POKES has no GC and currently does not even support truly dynamic mem-
ory. It is assumed that all memory accessible to MEs is statically declared.
Region-based protection is still used, but in a more restricted version (e.g. to
guard against common programming errors). As we shall see in[£8] the memory
may well be shared between MEs.

4.3 HOKES/POKES Language Restrictions

Although regions and pointer tags provide pointer safety, they provide no access
restrictions for APIs and unsafe language features. To be able to restrict explic-
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itly access to unsafe language features and APIs, we added the construct forbid
to the language. Using this construct, it is possible to restrict access to features
like extern "C" (which would allow users to import C APIs they don’t have ac-
cess t0), extern "C include" (a Cyclone construct that allows for the inclusion
of unsafe C code). In addition to that, forbid namespace enables us to forbid
access to a complete namespace to all the code following this declaration. This
allows an ESC to declare private helper functions and to import APIs in a private
namespace, and to remove this namespace from the user code’s view afterwards,
leaving only the permissible APIs. In HOKES, unauthorised interaction with
other modules is prevented by opening a random namespace for the user code.
Because HOKES uses Cyclone’s exception mechanism to interrupt misbehaving
code in a safe manner, it is not safe for HOKES modules to catch certain types of
exceptions. To prevent this we created the construct forbid catch, that allows
exception access control at exception type granularity.

4.4 HOKES/POKES Wrapping: APIs and Entry Points

Upon entry from the environment into code that is part of a HOKES or POKES
module, some entry/exit code needs to be executed, e.g. to perform HOKES
garbage collection or catch any exceptions thrown from the module. We realised
that it would be very useful indeed to be able to pass function pointers to external
code so that such code may call these functions directly. However, to do so safely,
we need to be able to wrap each of these functions. For this purpose, we created a
new construct, wrap extern, that automatically wraps every exported (extern)
function with wrapping code specified by the wrap extern declaration. At the
same time, we prevent taking the address of functions that were not declared
extern, so function pointers to non-extern, unwrapped functions cannot exist.
In restrospect, our decision to bind the concept of “potential entry point” to
the keyword “extern” has turned out to be inconvenient, because it forces the
addition of entry/exit code even to functions that are never used outside of the
module, but are called through function pointers.

The structure of the OKE also does not allow an ESC to make an external
API directly accessible to an application. The reason is related to timeouts, a
subject we will discuss in Section 7l Moreover, when an API is potentially
unsafe, e.g. if it returns explicitly memory-managed memory directly or if it
has weak parameter checking, extra work is needed to make Cyclone and the
external API interoperate safely. In these situations, the APIs are wrapped by
the ESC.

4.5 HOKES/POKES Protection of Sensitive Data

When data is shared between programs, we often want only certain fields of a
structure to be shared, while others should not be exposed. In network moni-
toring, for instance, it may not be permissible for applications to find out which
websites a user visits. To prevent this, the IP address of a packet is often scram-
bled (anonymised). However, scrambling takes time, even if the application is
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Dynamic call graph:
application of checkpoints at runtime
int D() {
return 0;

int C() { 6
return D();

int B() {
if (cond)
return C();
else return A();

int AQ {
return B(); @ = checkpoint

Fig. 4. Dynamic call graph: all functions take 2 units of stack (granularity = 6)

perfectly safe and does not even attempt to access the sensitive field. To address
this, we created a new type modifier locked in OKE-Cyclone. The value of a
locked variable cannot be used in calculations and cannot be converted to any
other type, and is therefore rendered unusable at zero run-time overhead. An
ESC can declare certain fields of structures locked to prevent user code from
accessing them. The fact that a field is locked does not imply that the field
cannot be written! The Cyclone language already has a construct to express
this, const. In fact, locked non-const fields provide the interesting possibility
to enforce a certain ‘dataflow’, that is, if a module is supposed to create a certain
data structure to achieve it’s task and one of the fields of this data structure is
declared locked, then it can only fill this field using a source of locked data
that the ESC provides: it is not possible to cast an existing non-locked value
to a locked value.

4.6 HOKES Stack Overrun Protection

Unfortunately, HOKES stack overruns are hard to prevent without dynamic
checking (in POKES this is not a problem as the MEs do not support a stack).
However, we do have the advantage of having whole program analysis at our
disposal, and use this to reduce the amount of checks. Stack overrun protection
is configured by two variables, the bound and the granularity. The bound defines
the amount of stack space that a program is allowed to use, while the granularity
defines the maximum distance (measured in stack space) between checks in the
program.

The process is illustrated in Figure @ (it is assumed that for each function
call the required stack space is 2 units). The OKE-Cyclone compiler analyses
the entry points and the code’s call graph to determine good locations for the
checkpoints that satisfy the granularity constraint. For example, consider the
set of (partly recursive) function calls of Figure @ Suppose checkpoints were
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placed at the entry points of A() and the entry point of D() only (and not in
the other two functions). Now, whenever A() is called, it is possible to check
whether enough stack space exists to reach each of the following checkpoints. In
the figure, bent arrows denote the distance between checkpoints, while straight
arrows represent the call graph. A check is needed whether there is enough stack
to store all of A’s local variables (in the general case: in the example there are no
local variables), make a function call to B, store all local variables in B() on the
two (different) paths to the next function calls (either A() or C()) and finally to
make these calls. In case of a call to C(), we repeat this process until we have
reached a checkpoint, i.e. we check whether there is enough stack to call DQ).
In other words, at the entrypoint of A() we need a total of at least 6 units of
stack space. Even though no checkpoints were added in B() or C() at all, we are
ensured that whenever either of these functions is called, there will be enough
stack space to proceed to the next checkpoint.

Discussion. In the current implementation it is not possible for the programmer
to directly control the locations of the checkpoints, but as this can be added fairly
easily, it is expected to be in the next HOKES release. Right now, checkpointing
is done by the compiler which tries to balance bound and granularity (minimising
the number of checkpoints, while not placing them too far away from each other).
For safety, we assume that all calls to imported functions may result in calls to
all entry points into the code, while this is usually not the case. Performance
would benefit if the ESC could specify whether an imported function can result
in a callback or not.

4.7 HOKES Processing Time Protection

On many host systems that HOKES targets, processor time is a resource that
must be protected. To prevent user code from getting stuck in an endless loop or
to use up all processor time for too long, we had a choice between two solutions.
The first involves the addition of dynamic checks in backward jumps, which in-
curs considerable run-time overhead and was therefore not used in HOKES. The
second involves a limited amount of OS and hardware dependency, exploiting
the timer interrupt in Linux. The implication is that for every new OKE envi-
ronment, either a new method should be invented or dynamic checks should be
used. For example, in the next section we will show that for POKES we adopted
a very different solution to limit processing time.

HOKES uses the platform’s timer interrupt to check for timeouts. The
HOKES timers are checked on returning from a timer interrupt, i.e. after all
truly time-critical tasks have been handled, but before returning control to the
interrupted code. When a timeout flag is detected, HOKES jumps to a callback
function that was registered by the ESC. When appropriate, the callback throws
an exception to terminate the computation. The timeout mechanism takes into
account whether a modules is executing HOKES or OS code when the timeout
occurs. When executing system code, written in a different language, we cannot
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throw a Cyclone exception and rewind the stack at that point in time. Rather,
a flag is set to indicate to the ESC’s wrapper functions that they should not
return control to the user code but throw a timeout exception instead.

4.8 POKES Processing Time Protection

As each application runs on a separate processor, POKES processor time is not
considered to be a shared resource. Hence, there is no use for the timeout mech-
anisms discussed in the previous section. However, as throughput is essential,
packets have to be processed in time and memory is shared between the applica-
tions. So we rephrased the processing time constraints in terms of cycle budgets,
memory sharing and locking issues. In POKES, MEs are assumed to share a
single data stream and the memory in which the stream is stored is a shared
resource. If an application is not able to keep up with the arrival rate of the
data, the backlog of data-to-process grows and the throughput drops. This is
particularly bad in NPs where the goal is precisely to keep up with line speed
and which have only a small cycle budget per packet (or set of packets).

Processing time protection in the current POKES is closely tied to the ap-
plication framework, which reserves a single ME for receiving packets from the
network and storing them in memory. All other MEs are available to the appli-
cations. The ESC for this framework provides for each ME a ‘main’ loop which
prefilters packets and makes them available to the ME hardware contexts. Given
the appropriate credentials, programmers may ‘plug in’ application code in this
loop (with POKES restrictions) and load the complete program on the ME.

The packet fetch ME dedicates a single thread (known as ‘mop-up’) to deal-
ing with tardy applications. Whenever an ME is falling behind too much (it has
not processed enough packets in a given amount of time), the mop-up terminates
it. We consider this to be the NP equivalent of timeouts. The ME only posts a
kill request, the actual termination is done by the StrongARM. The packet fetch
that we implemented places packets in a circular buffer spread over SRAM and
SDRAM. The actual packets are stored in SDRAM, while buffer control struc-
tures are kept in SRAM. For example, a bit field per microengine per buffered
packet is used to indicate whether a ME is ‘done’ with this packet. Applica-
tions may choose to process every packet or only a percentage of the packets.
However, for all packets in the buffer they have to set their ‘done’ flag in time.
In the same structure we also keep bit fields to implement readers/writers locks
(with readers’ preference) and fields indicating whether the packet has been fully
received.

Packets are written in 64 byte chunks and applications do not have to wait
for the packets to be received in their entirety: as soon as the first chunk of bytes
has arrived, they may start processing. The point is that they need to process
the packets within the cycle budget. This is enforced by the mop-up. At some
distance from the writing position the mop-up thread explicitly removes packets
from the circular buffer. If the mop-up finds that, for any ME, the ‘done’ bit is
not set, it means the corresponding application has not completed the processing
of this packet. In other words, the application is too slow and will be terminated.



62 H. Bos and B. Samwel

By varying the distance between mop-up and receive, we may limit or extend
the cycle budget for sets of packes available to applications.

Finally, we extended the default Intel device driver to provide memory map-
ping of all the IXP’s SDRAM all the way to the host applications running in
userspace. MEs may pass a reference to a packet to a queue destined for host
applications, which prompts these applications to process the packet further on
the host (accessing the required data from across the PCI bus).

Discussion: A POKES Compiler. Although there is currently no full com-
piler support for POKES, all mechanisms have been implemented and evaluated
in isolation by handcrafting the code exactly like it will be generated by the com-
piler. Furthermore, we are in the process of implementing a compiler for POKES
that will be rather simple in that it generates microengine C, an Intel-proprietary
dialect of C with ME programming extensions. The current compiler is capable
of producing ANSI C, so the translation to microengine C is fairly straightfor-
ward, requiring mainly 2 things: (1) as the storage class for all variables can
be explicitly specified in microengine C, the compiler needs to be extended with
storage class specifiers, and (2) we need to deal with the presence of many intrin-
sic functions in microengine C (but as these intrinsics have the same appearance
as function calls, they are easy to support).

5 Evaluation

5.1 HOKES: Full Kernel-Based Monitoring and Transcoding

HOKES has been evaluated in various kernel experiments in network transcod-
ing. The most interesting example applications are (1) transcoding with increas-
ing packet size, adding forward error correction (FEC) to packet payloads, and
(2) transcoding with decreasing packet size (resampling audio packets to con-
tain only 50% of the original data).They were implemented directly in a single
module that attaches itself to a Linux netfilter hook. The ESC is responsible
for removing the appropriate IP packets from the netfilter framework, casting
the packet structure to the corresponding types in OKE-Cyclone and passing
it to the module (ensuring that the appropriate fields are made const and/or
locked). It is also responsible for transmitting packets again.

For both cases, Table 2] shows the results for both the HOKES kernel code
and the exact same implementation in C (also running in the kernel). In brackets
the relative overhead is mentioned. Because the overhead varies with the packet
size (more data needs to be processed), we listed both the overhead for minimum
sized and maximum sized packets. A lot of the overhead, especially in the audio
resampling transcoder, consists of initial costs. After that, in the loop of the
transcoder, there is hardly any overhead. For this reason the difference between
optimal C code and the HOKES solution is smaller, percentage-wise, for larger
packets.
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Table 1. Overhead of various aspects of OKE mechanism

Test | Aspect measured Result
SC; |init time at entry point ~ 1 cycle
SC: |additional time to process checkpoint code 5-10 cycles
SCs3 |code size increase 16 instr. at entrypoint
15 instr. at other checkpoints
PC, |overhead per normal (C-style) pointer dereference ~ 1 cycle
PC; |code size increase 3 instr.
(commonly only 2 executed)
MT, |overhead at entry point 35 cycles
MT; |code size increase at entry point 15 instr.
TP, |overhead at entry point 68 cycles
TP, |extra overhead for calling kernel from HOKES module 10 cycles
TP3 |code size increase per entry point 24 instr.
GCy|overhead for turning GC on, but not using it 10 cycles (for check)
GCs5 |overhead for user requesting GC round with nothing to do |98 cycles
GCg |overhead for GC round for checking 1 non-collectible pointer|73 cycles
GCy |overhead for GC round for checking 1 collectible pointer 440 cycles
GCg|time to sweep a block 10-41 cycles (plus cost of kfree)

5.2 HOKES Micro-Measurements

Given the appropriate privileges, an ESC may be parameterised to ‘turn off’
specific OKE mechanisms (e.g. a module may be compiled without the GC,
and/or without stack checks, etc). If such parameters are not explicitly declared
as FINAL, they may be overwritten by users with the appropriate credentials,
allowing them to determine what runtime support is included in the compilation.
This conveniently allows us to test the overhead of many of our mechanisms in
isolation. In this section we measure the runtime overhead of various aspects of:
stack checking (SC), garbage collection (GC), dynamic memory management
(DM), pointer checks (PC), overhead incurred by spinlocks to prevent multiple
threads from accessing the same module at the same time (MT), and processing
time protection (TP). For each of these items we measure various aspects, as
summarised in Table [I]

All speed measurements are in cycles and were conducted on an Intel P4
running a Linux 2.4.20 kernel and are fast-path values (i.e. without initial cache
misses and inaccurate branch predictions and without any misbehaviour in the
code that would cause it to be terminated). After startup, in the applications of
Section BT the fast-paths are always taken as the system was used solely used
for packet transcoding. All code was compiled to object code using gcc-2.9.5.
We suspect that using gcc-3.2 performance will be better as the abstraction
penalty (putting all components in function calls, etc.) in gcc-3.2 is less severe
(e.g. because its support for inlining has improved). We should stress than in
POKES the overheads (and indeed the mechanisms) for GC, TP and SC do not
exist.
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Table 2. Total HOKES overhead Table 3. POKES bounds check overhead

Program min.pkt |max.pkt Experiment |Unchecked |POKES
(us) (p8) code (cycles)|(cycles)
FECc 1.3 18 I[TCPSYN |80 85 (6%)
FECHOKES 1.5 (15%) 19 (6%) 2 UDP,pOI‘t 60 70 (17%)
resamplec 1.3 8 3|String_scan  [430 520 (20%)
resamplegorrs|1.8 (38%)|8 (~0%) 4|DiffServ 65 70 (8%)

5.3 POKES: Monitoring and Transcoding in a Network Processor

POKES was evaluated using the application framework of Section L8 As mem-
ory is allocated statically and processors are dedicated, the only true overhead
incurred by POKES is caused by memory bounds checks. We tested four appli-
cations, all running on their own MEs:.

1. TCP SYN detection: denial of service attacks are often caused by sending
many TCP SYN packets, so we count the number SYNs per time unit.

2. UDP port detection: this application detects any packets destined for UDP
ports belonging either to Id Software (Doom), or to SunRPC.

3. Scanning for a string: for intrusion detection it is often needed to scan a
packet for potentially harmful content (e.g. /bin/perl. In our example, we
scan the first 16 bytes of the payload for the string.” /bin”.

4. Set DiffServ field: in this application we write a byte in the DiffServ field.

Although simple, all tasks derive from real-world applications. The through-
put that can be achieved without any application running was close to 700 Mbps,
on a 1 Gbps card, and we were able to sustain this load also with all applications
running.

The average overhead caused by the additional memory bounds checking
for the various applications is summarised in Table B The large overhead for
application 3 is caused by its frequent memory accesses during the string search.
Each of these is checked, leading to the highest absolute and relative overhead:
20%. At maximum rate (700 Mbps), the cycle budget per packet is significantly
less than 520 cycles: roughly 200. The only reason why we were able to keep up
was that we hide latency by using multiple hardware threads (a new thread starts
scanning a new packet, whenever the current thread is waiting for a memory
access to complete).

6 Related Work

There are several OSs that specifically target embedded systems and we do not
intend to cover all of them in detail. Most relevant to our work are embedded
Linux and VxWorks AE [Win0I]. Embedded Linux is just like ordinary Linux
but tailored to embedded processors and it is what we currently run on the NP’s
general purpose control processor. VxWorks (which can also be used on this
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processor) is a real-time OS that is widely adopted in the embedded industry
to control hardware. Moreover, it provides more than just CPU protection. For
example, it is able to use the MMUs of modern microprocessors to provide parti-
tioning and protection of memory in a flexible manner (“dial-in protection”). It
differs from our work in that we attempt to provide isolation to systems without
having to rely on such hardware assists.

In research labs, we have also seen a number of general-purpose OSs that
can be safely extended (e.g.Nemesis [LMBT96], ExoKernels, [EKO94], and SPIN
[BCE™95]). Of these SPIN, which makes use of language-specific safety proper-
ties to ensure that applications do not interfere with each other, is most similar
to our work. Unfortunately, all of these systems are research-oriented and not
widely used, certainly not in embedded systems. Our aim is to provide isolation
mechanisms that can be applied in a popular OS (notably Linux), and even in
systems without OS support whatsoever (notably the MEs of an NP).

Previous attempts at providing software-based isolation include interpreted
solutions(e.g. BPF [MJ93]), and native code solutions like Software Fault Iso-
lation (SFI) [WLAGY93] and Proof Carrying Code (PCC) |[NL96]. We do not
consider interpreted solutions suitable for high-throughput systems. Instead, it
is our explicit goal to open up lower levels of the processing hierarchy to fully
optimised code. SFI uses run-time checks to enforce safety. Not only are such
checks costly , they also only take into account memory isolation (e.g. bounds
checking), and not control isolation (e.g. branch checking). PCC provides code
safety by supplying a proof of correctness, so that the loading site may check the
correctness of code prior to loading it. The problem here is that generating proofs
is a complex task which, to date, cannot be fully automated. Other approaches
that allow programmers to load code in the Linux kernel are SILK [SPB*02] and
FLAME |AIM™02|. SILK differs from our work in that it does not provide safety,
and FLAME in that it is limited to monitoring functionality. RBClick described
in [PLO3]| is similar to OKE, but differs in that all checks are completely static.

7 Conclusions

In this paper we have described the low-level mechanisms and compiler support
for the Open Kernel Environment (OKE) which provides light-weight support
for resource sharing and isolation in a processing hierarchy consisting of host
processors and network processors. We have discussed both host side (HOKES)
and network processor side (POKES). Policies are used to restrict a user’s code
in terms of access to resources. Whether or not users are granted access to re-
sources is determined by their credentials. At the same time, the OKE targets
performance by focusing on fully optimised code. Experimental results in the
fields of monitoring and transcoding show that in Linux the overhead ranges
from roughly 5 to 40 percent, and experimental results on Intel IXP1200 net-
work processors show overheads of up to 20 percent. The OKE is currently a
component in the operating system support for the EU SCAMPI project.
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Abstract. Since the first results published in 1973 by Liu and Layland
on the Rate Monotonic (RM) and Earliest Deadline First (EDF) algo-
rithms, a lot of progress has been made in the schedulability analysis of
periodic task sets. Unfortunaltey, many misconceptions still exist about
the properties of these two scheduling methods, which usually tend to
favor RM more than EDF. Typical wrong statements often heard in tech-
nical conferences and even in research papers claim that RM is easier to
analyze than EDF, it introduces less runtime overhead, it is more pre-
dictable in transient overload conditions, and causes less jitter in task
execution. Since the above statements are either wrong, or not precise,
it is time to clarify these issues in a systematic fashion, because the use
of EDF allows a better exploitation of the available resources and signifi-
cantly improves system’s performance. This paper compares RM against
EDF under several aspects, using existing theoretical results or simple
counterexamples to show that many common beliefs are either false or
only restricted to specific situations.

1 Introduction

Before a comprehensive theory was available, the most critical control applica-
tions were developed using an off-line table-driven approach (timeline schedul-
ing), according to which the time line is divided into slots of fixed length (minor
cycle) and tasks are statically allocated in each slot based on their rates and
execution requirements. Although very predictable, such a technique is fragile
during overload conditions and it is not flexible enough for supporting dynamic
systems [24].

Such problems can be solved by using a priority-based approach, according
to which each task is assigned a priority (which can be fixed or dynamic) and the
schedule is generated on line based on the current priority value. In 1973, Liu
and Layland [23] analyzed the properties of two basic priority assignment rules:
the Rate Monotonic (RM) algorithm and the Earliest Deadline First (EDF)
algorithm. According to RM, tasks are assigned fixed priorities that are pro-
portional to their rate, so the task with the smallest period receives the highest
priority. According to EDF, priorities are assigned dynamically and are inversely
proportional to the absolute deadlines of the active jobs.

Assuming that each task is characterized by a worst-case execution time C;
and a period T;, Liu and Layland showed that the schedulability condition of
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68 G.C. Buttazzo

a task set can be derived by computing the processor utilization factor U, =
>, Ci/T;. Clearly, if U, > 1 no feasible schedule exists for the task set with
any algorithm. If U, < 1, the feasibility of the schedule depends on the task set
parameters and on the scheduling algorithm used in the system.

The Rate Monotonic algorithm is the most used priority assignment in real-
time applications, because it is very easy to implement on top of commercial
kernels that do not support explicit timing constraints. On the other hand, im-
plementing a dynamic scheme, like EDF', on top of a priority-based kernel would
require to keep track of all absolute deadlines and perform a dynamic mapping
between absolute deadlines and priorities. Such an additional implementation
complexity and runtime overhead often prevents EDF to be implemented on top
of commercial real-time kernels, even though it would increase the total processor
utilization.

At present, only a few research kernels support EDF as a native scheduling
scheme. Examples of such kernels are Hartik [8], Shark [15], Erika [14], Spring
B3], and Yartos [17]. A new trend in some recent operating system is to provide
support for the development of a user level scheduler. This is the approach
followed in MarteOS [27].

In addition to resource exploitation and implementation complexity, there
are other evaluation criteria that should be taken into account when selecting
a scheduling algorithm for a real-time application. Moreover, there are a lot of
misconceptions about the properties of these two scheduling algorithms, that for
a number of reasons penalize EDF more than it should be. The typical motiva-
tions that are usually given in favor of RM state that RM is easier to implement,
it introduces less runtime overhead, it is easier to analyze, it is more predictable
in transient overload conditions, and causes less jitter in task execution.

In the following sections we show that most of the claims stated above are
either false or do not hold in the general case. Although some discussion of the
relative costs of RM and EDF appear in [35], in this paper the behavior of these
two algorithms is analyzed under several perspectives, including implementation
complexity, runtime overhead, schedulability analysis, robustness during tran-
sient overloads, and response time jitter. Moreover, the two algorithms are also
compared with respect to other issues, including resource sharing, aperiodic task
handling, and QoS management.

2 Implementation Complexity

When talking about the implementation complexity of a scheduling algorithm,
we have to distinguish the case in which the algorithm is developed on top of a
generic priority based operating system, from the case in which the algorithm is
implemented from scratch, as a basic scheduling mechanism in the kernel.
When considering the development of the scheduling algorithm on top of a
kernel based on a set of fixed priority levels, it is indeed true that the EDF
implementation is not easy, nor efficient. In fact, even though the kernel allows
task priorities to be changed at runtime, mapping dynamic deadlines to pri-
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orities cannot always be straightforward, especially when, as common in most
commercial kernels, the number of priority levels is small. If the algorithm is
developed from scratch in the kernel using a list for the ready queue, then the
only difference between the two approaches is that, while in RM the ready queue
is ordered by decreasing fixed priority levels, under EDF it has to be ordered
by increasing absolute deadlines. Thus, once the absolute deadline is available
in the task control block, the basic kernel operations (e.g., insertion, extraction,
getfirst, dispatch) have the same complexity, both under RM and EDF.

An advantage of RM with respect to EDF is that, if the number of priority
levels is not high, the RM algorithm can be implemented more efficiently by
splitting the ready queue into several FIFO queues, one for each priority level.
In this case, the insertion of a task in the ready queue can be performed in
O(1). Unfortunately, the same solution cannot be adopted for EDF, because
the number of queues would be too large (e.g., equal to 232 if system time is
represented by four byte variables).

Another disadvantage of EDF is that absolute deadlines change from a job
to the other and need to be computed at each job activation. Such a runtime
overhead is not present under RM, since periods are typically fixed. However, the
problem of evaluating the runtime overhead introduced by the two algorithms is
more articulated, as discussed in the next section.

3 Runtime Overhead

It is commonly believed that EDF introduces a larger runtime overhead than
RM, because in EDF absolute deadlines need to be updated from a job to the
other, so slightly increasing the time needed to execute the job activation prim-
itive. However, when context switches are taken into account, EDF introduces
less runtime overhead than RM, because it reduces the number of preemptions
that typically occur under RM.

The example illustrated in Figure [l shows that, under RM, to respect the
priority order given by periods, the high priority task 73 must preempt every
instance of 75, whereas under EDF preemption occurs only once in the entire
hyperperio. For larger task sets, the number of preemptions caused by RM
increases, thus the overhead due to the context switch time is higher under RM
than EDF.

To evaluate the behavior of the two algorithms with respect to preemptions,
a number of simulation experiments have been performed using synthetic task
sets with random parameters.

Figure 2l shows the average number of preemptions introduced by RM and
EDF as a function of the number of tasks. For each point in the graph, the av-
erage was computed over 1000 independent simulations, each running for 1000
units of time. In each simulation, periods were generated as random variables

! The hyperperiod is defined as the smallest interval of time after which the schedule
repeats itself and it is equal to the least common multiple of the task periods.
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Fig. 1. Preemptions introduced by RM (a) and EDF (b) on a set of three periodic tasks.
Adjacent jobs of 7 are depicted with different colours to better distinguish them.

with uniform distribution in the range of 10 to 100 units of time, whereas exe-
cution times were computed to create a total processor utilization of 0.9.

As shown in the plot, each curve has two phases: the number of preemptions
occurring in both schedules increases for small task sets and decreases for larger
task sets. This can be explained as follows. For small task sets, the number of
preemptions increases because the chances for a task to be preempted increase
with the number of tasks in the system. As the number of tasks gets higher, how-
ever, task execution times get smaller in the average, to keep the total processor
utilization constant, hence the chances for a task to be preempted reduce. As
evident from the graph, such a reduction is much more significant under EDF.

In another experiment, we tested the behavior of RM and EDF as a function
of the processor load, for a fixed number of tasks. Figure [3] shows the average
number of preemptions as a function of the load for a set of 10 periodic tasks.
Periods and computation times were generated with the same criterion used in
the previous experiment, but to create an average load ranging from 0.5 to 0.95.

It is interesting to observe the different behavior of RM and EDF for high
processor loads. Under RM, the number of preemptions constantly increases
with the load, because tasks with longer execution times have more chances to
be preempted by tasks with higher priorities. Under EDF, however, increasing
task execution times does not always imply a higher number of preemptions,
because a task with a long period could have an absolute deadline shorter than
that of a task with smaller period. In certain situations, an increased execution
time can also cause a lower number of preemptions.

This phenomenon is illustrated in Figure[d], which shows what happens when
the execution time of 73 is increased from 4 to 8 units of time. When C3 =
4, the second instance of 75 is preempted by 7, that has a shorter absolute
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Fig. 2. Preemptions introduced by RM and EDF as a function of the number of tasks.
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Fig. 3. Preemptions introduced by RM and EDF on a set of 10 periodic tasks as a
function of the load.

deadline. If C3 = 8, however, the longer execution of 73 (which has the earliest
deadline among the active tasks) pushes 7o after the arrival of 71, so avoiding
its preemption. Clearly, for a higher number of tasks, this situation occurs more
frequently, offering more advantage to EDF. Such a phenomenon does not occur
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under RM, because tasks with small period always preempt tasks with longer
period, independently of the absolute deadlines.

6 12 18
—
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T3 - - ‘
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(a)
T T T T T T
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T
0 2 4 6 8 10 12 14 16 18 20

Fig. 4. Under EDF, the number of preemptions may decrease when execution times
increase: in case (a), where C3 is small, 72 is preempted by 71, but this does not occur
in case (b), where 73 has a higher execution time.

4 Schedulability Analysis

The basic schedulability conditions for RM and EDF proposed by Liu and Lay-
land in [23] were derived for a set I" of n periodic tasks under the assumptions
that all tasks start simultaneously at time ¢t = 0, relative deadlines are equal
to periods, and tasks are independent (that is, they do not have resource con-
straints, nor precedence relations). Under such assumptions, a set of n periodic
tasks is schedulable by the RM algorithm if

f:Ui <n(2Y"—1). (1)
i=1

The schedulability bound of RM is a function of the number of tasks, and it
decreases with n. We recall that for large n the bounds tends to In2 ~ 0.69.
Under EDF, a task set is schedulable if and only if Z?Zl U; <1.

In [21], Lehoczky, Sha, and Ding performed a statistical study and showed
that for task sets with randomly generated parameters the RM algorithm is
able to feasibly schedule task sets with a processor utilization up to about 88%.
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However, this is only a statistical result and cannot be taken as an absolute
bound for performing a precise guarantee test.

A more efficient schedulability test, known as the Hyperbolic Bound (HB),
was proposed by Bini et al. in [6]. This test has the same complexity as the Liu
and Layland one, but improves the acceptance ratio up to a limit of /2 for large
n. According to this method, a set of periodic tasks is schedulable by RM if

n

[[wi+1) <2 (2)

i=1

For RM, the schedulability bound improves when periods have harmonic
relations. A common misconception, however, is to believe that the schedulability
bound becomes 1.00 when the periods are multiple of the smallest period. This
is not true, as can be seen from the example reported in Figure Bl

S . . - .
o e | em | wm

T
0 2 4 6 8 10 12 14 16 18 20 22 24

Fig. 5. A task set in which all periods are multiple of the shortest period is not sufficient
to guarantee a schedulability bound equal to one.

Here, tasks 75 and 73 have periods T, = 8 and T3 = 12, which are multiple of
T, = 4. Since all tasks have a computation time equal to two, the total processor
utilization is 1 1 1 11
=—4+-4+-=—~0091
U 2 + 1 + 6= 12 0.917

and, as we can see from the figure, the schedule produced by RM is feasible.
However, it easy to see that increasing the computation time of any task by a
small amount 73 will miss its deadline. This means that, for this particular task
set, the utilization factor cannot be higher than 11/12.

The correct result is that the schedulability bound becomes 1.00 only when
any pair of periods is in harmonic relation. As an example, Figure[f shows that,
if T3 = 16, then not only Ty and T3 are multiple of 77, but also T3 is multiple of
T5. In this case, the RM generates a feasible schedule even when C3 = 4, that is
when the total processor utilization is equal to 1.00.

In the general case, exact schedulability tests for RM yielding to necessary
and sufficient conditions have been independently derived in [I8J2T2]. Using
the Response Time Analysis (RTA) proposed in [2], a periodic task set (with
deadlines less than or equal to periods) is schedulable with the RM algorithm if
and only if the worst-case response time of each task is less than or equal to its
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Fig. 6. When any pair of periods is in harmonic relation the schedulability bound of
RM is equal to one.

deadline. The worst-case response time R; of a task can be computed using the
following iterative formula:

R =¢;
RE=D 3
k i
RY =it 3 {T. c;. ®)
j:D;j<D; J

where the worst-case response time of task 7; is given by the smallest value of
ng) such that Rl(k) = Rl(k*l). It is worth noting, however, that the complexity
of the exact test is pseudo-polynomial, thus it is not suited to be used for online
admission control in applications with large task sets. To solve this problem, an
approximate fesibility test with a tunable complexity has been proposed by Bini
and Buttazzo in [T].

Under EDF, the schedulability analysis of periodic tasks with relative dead-
lines less than periods can be performed using the Processor Demand Criterion
proposed by Baruah, Howell, and Rosier [5]. According to this method, a set of
tasks is schedulable by EDF if and only if

n
L+T;,—D;
VL > 0, — | ;<L 4
x [ e a

As the response time analysis, this test has also a pseudo-polynomial com-
plexity. It can be shown that the number of points in which the test has to be
performend can be significantly restricted to those L equal to deadlines less than
a certain value L*, that is:

VL eD, D={dy:di<min(L*,H)}
where H = lem(Ty,...,T,) is the hyperperiod and
I > i Ui(T; — D)
1-U '

In conclusion, if relative deadlines are equal to periods, exact schedulabilty
analysis can be performed in O(n) under EDF, whereas is pseudo-polynomial
under RM. When relative deadlines are less than periods, the analysis is pseudo-
polynomial for both scheduling algorithms.
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5 Robustness During Overloads

Another common misconception about RM is to believe that, in the presence of
transient overload conditions, deadlines are missed predictably, that is, the first
tasks that fail are those with the longest period. Unfortunately, this property
does not hold under RM (neither under EDF), and can easily be confuted by the
counterexample shown in Figure [l In this figure, there are four periodic tasks
with computation times Cy = 2, Cy = 3, C3 = 1, C4y = 1, and periods T} = 5,
Ty =9, Ty = 20, T, = 30. In normal load conditions, the task set is schedulable
by RM. However, if there is a transient overload in the first two instances of task
71 (in the example, the jobs have an overrun of 1.5 time units), the task that
misses its deadline is not the one with the longest period (i.e., 74), but 7.

|
. s s

0 9 18 27
deadline miss

m | m

T
4 ! ‘
T T T T T T T T T T T T T Tt

Fig. 7. Under overloads, only the highest priority task is protected under RM, but
nothing can be ensured for the other tasks.

So the conclusion is that, under RM, if the system becomes overloaded, any
task, except the highest priority task, can miss its deadline, independently of
its period. The situation is not better under EDF. The only difference between
RM and EDF is that, under RM, an overrun in task 7; cannot cause tasks with
higher priority to miss their deadlines, whereas under EDF any other task could
miss its deadline.

The problem caused by execution overruns can be solved by enforcing tem-
poral isolation among tasks through a resource reservation mechanism in the
kernel. This issue has been investigated both under RM and EDF and it is
discussed in Section [7]

6 Jitter

In a feasible periodic task system, the computation performed by each job must
start after its release time and must complete within its deadline. Due to the
presence of other concurrent tasks that compete for the processor, however, a
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task may evolve in different ways from instance to instance; that is, the instruc-
tions that compose a job can be executed at different times, relative to the release
time, within different jobs. The maximum time variation (relative to the release
time) in the occurence of a particular event in two consecutive instances of a
task defines the jitter for that event. So, for example, the start time jitter of a
task is the maximum time variation between the relative start times of any two
consecutive jobs. If s; . denotes the start time of the k'" job of task 7;, then the
start time jitter (STJ;) of task 7; is defined as

S’TJZ = m]?x ‘Si,k-&-l — S¢7k|. (5)

Similarly, the response time jitter is defined as the maximum difference between
the response times of any consecutive jobs. If R;; denotes the response time of
the k" job of task 7;, then the response time jitter (RT.J;) of task 7; is defined
as

RTJi = m]?X ‘Ri,k+1 — Ri,k|~ (6)

In real-time applications, the jitter can be tolerated when it does not degrade the
performance of the system. In many control applications, however, a high jitter
can cause instability or a jerky behavior of the controlled system [25], hence it
must be kept as low as possible.

Another misconception about RM is to believe that the fixed priority assign-
ment used in RM reduces the jitter during task execution, more than under EDF.
This is false, as it is shown by the following example. Consider a set of three
periodic tasks with computation times Cy = 2, Cy = 3, 3 = 2, and periods
Ty =6, Ty = 8, T3 = 12. For this example we consider the response time jitter,
as defined by equation (@). Figure [§ illustrates that, under RM, the three tasks
experience a response time jitter equal to 0, 2, and 8, respectively. Under EDF,
the same tasks have a response time jitter equal to 1, 2, and 3, respectively.
Hence, under RM, the jitter experienced by task 73 is much higher than that
given under EDF.

Notice that this example does not prove that EDF always introduces less
jitter than RM, but just confutes the common belief that RM outperforms EDF
in reducing jitter.

7 Other Issues

7.1 Resource Sharing

If tasks share mutually exclusive resources, particular care must be used for
accessing shared data. In fact, if critical sections are accessed through classical
semaphores, then tasks may experience long delays due to a phenomenon known
as priority inversion, where a task may be blocked by a lower priority task
for an unbounded amount of time. The problem can be solved by adopting
specific concurrency control protocols for accessing critical sections, such as the
Priority Inheritance Protocol (PIP) or the Priority Ceiling Protocol (PCP), both
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Fig. 8. Response time jitter introduced under RM (a) and under EDF (b).

developed by Sha, Rajkumar and Lehoczky in [28]. For the reason that both
PIP and PCP are well known in the real-time literature and were originally
deviced for RM, some people believe that only RM can be predictably used and
analyzed in the presence of shared resources. However, this is not true, because a
number of protocols also exist for accessing shared resources under EDF, such as
the Dynamic Priority Ceiling (DPC) [12], the Stack Resource Policy (SRP) [3],
and other similar methods specifically developed for deadline-based scheduling

algorithms [1635].

7.2 Aperiodic Task Handling

When real-time systems include soft aperiodic activities to be scheduled together
with hard periodic tasks, RM and EDF show a significant difference in achiev-
ing good aperiodic responsiveness. In this case, the objective is to reduce the
aperiodic response times as much as possible, still guaranteeing that all periodic
tasks complete within their deadlines.

Several aperiodic service methods have been proposed under both algorithms.
The common approach adopted in such cases is to schedule aperiodic requests
through a periodic server, which allocates a certain amount of budget Cj, for
aperiodic execution, in every period Ts. Under RM, the most used service mech-
anisms are the Deferrable Server [20J34], and the Sporadic Server [29], which
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have good responsiveness and easy implementation complexity. Under EDF, the
most efficient service mechanism in terms of performance/cost ratio is the Total
Bandwidth Server (TBS), proposed by Spuri and Buttazzo in [30/32].

The superior performance of EDF-based methods in aperiodic task handling
comes from the higher processor utilization bound. In fact, the lower schedula-
bility bound of RM limits the maximum utilization (Us = Cs/T;) that can be
assigned to the server for guaranteeing the feasibility of the periodic task set.
As a consequence, the spare processor utilization that cannot be assigned to
the server is wasted as a background execution. This problem does not occur
under EDF, where, if U, is the processor utilization of the periodic tasks, the
full remaining fraction 1 — U, can always be allocated to the server for aperiodic
execution.

A different approach used under RM to improve aperiodic responsiveness is
the one adopted in the Slack Stealing algorithm, originally proposed by Lehoczky
and Thuel in [22]. The main idea behind this method is that there is no benefit in
completing periodic tasks much before their deadlines. Hence, when an aperiodic
request arrives, the Slack Stealer steals all the available slack from periodic tasks
(pushing them as much as possible towards their deadlines) and uses the slack
to execute aperiodic requests as soon as possible. Although the Slack Stealer
performs much better than the Deferrable Server and the Sporadic Server, it
is not optimal, in the sense that it cannot minimize the response times of the
aperiodic requests.

Tia, Liu, and Shankar [36] proved that, if periodic tasks are scheduled using a
fixed-priority assignment, no algorithm can minimize the response time of every
aperiodic request and still guarantee the schedulability of the periodic tasks. In
particular, the following theorems were proved in [36]:

Theorem 1 (Tia-Liu-Shankar). For any set of periodic tasks ordered on a
given fized-priority scheme and aperiodic requests ordered according to a given
aperiodic queueing discipline, there does not exist any valid algorithm that min-
imizes the response time of every soft aperiodic request.

Theorem 2 (Tia-Liu-Shankar). For any set of periodic tasks ordered on a
given fized-priority scheme and aperiodic requests ordered according to a given
aperiodic queueing discipline, there does mot exist any on-line valid algorithm
that minimizes the average response time of the soft aperiodic requests.

Notice that Theorem [ applies both to clairvoyant and on-line algorithms,
whereas Theorem[2 only applies to on-line algorithms. These results are not true
for EDF, where otpimal algorithms have been found for minimizing aperiodic
response times. In particular, the Improved Total Bandwith server (ITB) [10]
assigns an initial deadline to an aperiodic request according to a TBS with a
bandwidth U; = 1 — U,. Then, the algorithm tries to shorten this deadline
as much as possible to enhance aperiodic responsiveness, still maintaining the
periodic tasks schedulable. When the deadline cannot be furtherly shortened,
it can be used to schedule the task with EDF, thus minimizing its response
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time. The algorithm that stops the deadline shortening process after IV steps is
denoted as TB(NN). Thus, TB(0) denotes the standard TBS and TB* denotes
the optimal algorithm which continues to shorten the deadline until its minimum
value.

Figure [ shows the performance of the Slack Stealer against TB(0), TB(1),
TB(3), and TB* as a function of the aperiodic load, when the periodic utilization
is U, = 0.85. The periodic task set has been chosen to be schedulable both
under RM and EDF. As can be seen from the plots, the Slack Stealer performs
better than the standard TBS. However, just one iteration on the TBS deadline
assignment, TB(1), dominates the Slack Stealer.

Periodic load = 0.85

14 T T T T T T T
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Fig. 9. Performance of the TB(N) against the Slack Stealer.

7.3 Resource Reservation

The problem caused by execution overruns can be solved by enforcing tem-
poral isolation among tasks through a resource reservation mechanism in the
kernel. This issue has been investigated both under RM and EDF and several
approaches have been proposed in the literature. Under RM, the problem has
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been investigated by Mercer, Savage and Tokuda [26], who proposed a capac-
ity reserve mechanism that assigns each task a given budget in every period
and downgrades the task to a background level when the reserved capacity is
exhausted.

Under EDF, a similar mechanism has been proposed by Abeni and Buttazzo,
through the Constant Bandwidth Server [I]. This method also uses a budget to
reserve a desired processor bandwidth for each task, but it is more efficient in that
the task is not executed in background when the budget is exhausted. Instead
a deadline postponement mechanism guarantees that the used bandwidth never
exceeds the reserved value.

Resource reservation mechanisms are essential for preventing task interfer-
ence during execution overruns, and this is particularly important in application
tasks that have highly variable computation times (e.g., multimedia activities).
In addition, isolating the effects of overruns within individual tasks allows re-
laxing worst case assumptions, increasing efficiency and performing much better
quality of service control.

8 Conclusions

In this paper we compared the behavior of the two most famous policies used
today for developing real-time applications: the Rate Monotonic (RM) and the
Earliest Deadline First (EDF) algorithm. Although widely used, in fact, there are
still many misconceptions about the properties of these two scheduling methods,
mainly concerning their implementation complexity, the runtime overhead they
introduce, their behavior during transient overloads, the resulting jitter, and
their efficiency in handling aperiodic activities. For each of these issues we tried
to confute some typical misconception and tried to clarify the properties of the
algorithms by illustrating simple examples or reporting formal results from the
existing real-time literature. In some cases, specific simulation experiments have
also been performed to verify the overhead introduced by context switches and
the effectiveness in improving aperiodic responsiveness.

In conclusion, the real advantage of RM with respect to EDF is its sim-
pler implementation in commercial kernels that do not provide explicit support
for timing constraints, such as periods and deadlines. Other properties typically
claimed for RM, such as predictability during overload conditions, or better jitter
control, only apply for the highest priority task, and do not hold in general. On
the other hand, EDF allows a full processor utilization, which implies a more effi-
cient exploitation of computational resources and a much better responsiveness of
aperiodic activities. These properties become very important for embedded sys-
tems working with limited computational resources, and for multimedia systems,
where quality of service is controlled through resource reservation mechanisms
that are much more efficient under EDF. In fact, most resource reservation algo-
rithms are implemented using service mechanisms similar to aperiodic servers,
which have better performance under EDF.
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Finally, both RM and EDF are not very well suited to work in overload con-
ditions and to achieve jitter control. To cope with overloads, specific extensions
have been proposed in the literature, both for aperiodic [9] and periodic [19/11]
load. Also a method for jitter control under EDF has been addressed in [4] and
can be adopted whenever needed.
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Abstract. We present a method of translating discrete-time Simulink models to
Lustre programs. Our method consists of three steps: type inference, clock infer-
ence and hierarchical bottom-up translation. In the process, we formalise typing
and timing mechanisms of Simulink. The method has been implemented in a pro-
totype tool called S2L. The tool has been used to translate part of an industrial
automotive controller provided by Audi.

1 Introduction

Model-based design has been established as an important paradigm in the development
of embedded systems today. The main principle of the paradigm is to use models all along
the development cycle, from design to implementation. Using models, rather than, say,
building prototypes, is essential for keeping the development costs manageable. How-
ever, models alone are not enough. They need to be accompanied by powerful reasoning
tools: simulation, verification, synthesis, code generation, and so on. Automation here
is the key: high system complexity and short time-to-market make model reasoning a
hopeless task, unless it is largely automatised.

In previous work [4] we have proposed a design approach in three layers (Simulink,
Lustre, TTA) and sketched how passing from one layer to another can be automatised.
In this paper, we focus on the first two layers, Simulink and Lustre. We describe in detail
a technique for translating discrete-time Simulink models into Lustre programs. In the
process, we formalise important parts of the semantics of Simulink, such as typing and
timingE]

The motivation for using Simulink as a high-level design model comes from the fact
that this language has become a de-facto standard in many application domains, such
as automotive control. We assume that the designer uses Simulink blocks to design a
controller. The designer can benefit from Simulink’s simulator and graphical capabilities

* Matlab, Simulink and Stateflow are Registered Trademarks of MathWorks, Inc. SCADE and
Simulink Gateway are Registered Trademarks of Esterel Technologies, SA. This work has been
supported in part by European IST projects “NEXT TTA” under project No IST-2001-32111
and “RISE” under project No IST-2001-38117.

"It can be claimed that “Simulink has no semantics”. We take a different view, namely, that
Simulink has many semantics (depending on user-configurable options), they are not formal,
but can be defined as “what is given by the simulator” (e.g., what is observed in terms of
inputs/outputs).

R. Alur and . Lee (Eds.): EMSOFT 2003, LNCS 2855, pp. 84-09] 2003.
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to check the correctness of the controller and measure its performance, in closed-loop
with a plant, also modelled in Simulink.

As the first implementation step, we propose the translation of the Simulink model
into the synchronous language Lustre [9]. There are a number of reasons motivating this
choice. Lustre has been conceived primarily as a programming language, in particular
for critical applications, and has several features desirable in such applications, such as
formal semantics, strong typing and modularity. A number of formal validation tools
exist for Lustre, such as the model-checker Lesar [[17], the tester Lurette [18], plus a
number of other tools for simulation, static-analysis and controller synthesis. Regarding
implementation, a number of techniques and tools exist for generating C code from
Lustre programs. In particular, SCADE, the graphical version of Lustre commercialised
by Esterel Technologies, is endowed with a DO178B-level-A code generator which
allows it to be used in highest criticality applications. SCADE has been used in important
European avionic projects (Airbus A340-600, A380, Eurocopter) and is also becoming
a de-facto standard in this field.

Simulink, on the other hand, started purely as a simulation environment and lacks
many desirable features of programming languages. Simulink has a multitude of seman-
tics (depending on user-configurable options), informally and sometimes partially docu-
mented. Although commercial code generators exist for Simulink (Real-time workshop
from Mathworks, TargetLink from dSpace) these present major restrictions. For exam-
ple, TargetLink does not generate code for blocks of the “Discrete” library of Simulink,
but only for blocks of the dSpace library, and currently handles mono-periodic systems.
Another issue not addressed by these tools is the preservation of semantics. Indeed, the
relation between the behaviours of the generated code and those of the simulated model
is unclear. Often, speed and memory optimisation is given more attention than semantic
consistency.

In the rest of the paper, we present our translation method. Section[Zlcontains a more
technical discussion of the main differences between Simulink and Lustre and states
the main goals and limitations of our translation. In Section[3] we give a short descrip-
tion of Lustre. We assume that the reader is more or less familiar with Simulink (see
http://www.mathworks . comwww.mathworks.com). Important Simulink features are
discussed in the corresponding sections of the paper. Sections B 5] and ] present the
translation method, which consists of three steps: type inference, clock inference and
hierarchical translation. The algorithms have been implemented in a prototype tool. The
tool has been used to translate an industrial Simulink model, provided by Audi. For
reasons of space, this is not presented here and can be found in [3].

Related Work. [22] report on an approach to co-simulate discrete controllers mod-
elled in the synchronous language Signal [8] along with continuous plants modelled in
Simulink. 6] present tools for co-simulation of process dynamics, control task execution
and network communication in a distributed real-time control system. [20] use a model-
checker to verify a Simulink/Stateflow model from the automotive domain, however,
they translate their model manually to the input language of the model-checker.

A number of approaches are based in extending Simulink with libraries of prede-
fined blocks and then using Simulink as a front-end or simulator. The hybrid-system
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model-checker CheckMate uses such an approach [[19/7]. [[13] extend Simulink with
the capability of expressing designs in the time-triggered language Giotto. [1] translate
hybrid automata into Simulink and use its advanced numerical integration algorithms
and user interface to perform simulation.

[LO] report on translating Simulink to the SPI model, a model of concurrent processes
communicating with FIFO queues or registers. The focus seems to be the preservation of
value over-writing which can occur in multi-rate systems when a “slower” node receives
input from a “fast” one.

[[L1]] report on MAGICA, a type-inference engine for Matlab. The focus is on deriving
information such as whether variables have real or imaginary values, array sizes for non-
scalars, and so on.

[21]] gives a formal semantics to Stateflow models using communicating pushdown
automata. [16] presents the data model of Simulink and Stateflow as a UML class
diagram.

2 The Goals of the Translation

Simulink and Lustre are models manipulating signals and systems. Signals are functions
of time. Systems take as input signals and produce as output other signals. In Simulink,
which has a graphical language, the signals are the “wires” connecting the various blocks.
In Lustre, the signals are the program variables, called flows. In Simulink, the systems are
the built-in blocks (e.g., adders, gains, transfer functions) as well as composite blocks,
called subsystems. In Lustre, the systems are the various built-in operators as well as
user-defined operators called nodes.

In the sequel, we use the following terminology. We use the term block for a basic
Simulink block (e.g., adder, gain, transfer function) and the term subsystem for a com-
posite Simulink block. We will use the term system for the root subsystem. We use the
term operator for a basic Lustre operator and the term node for a Lustre node.

’ \ Simulink \ Lustre

Signals “wires” flows
Systems|adder, gain, unit delay, ..., subsystems|+, pre, when, current, ..., nodes

2.1 Differences of Simulink and Lustre

Both Simulink and Lustre are dataflow-like languagesﬂ They both allow the represen-
tation of multi-periodic sampled systems. However, despite their similarities, they also
differ in many ways:

— Lustre has a discrete-time semantics, whereas Simulink has a continuous-time se-
mantics. It is important to note that even the “Discrete library” Simulink blocks
produce piecewise-constant continuous-time signalsE]

2 The foundations of data-flow models were laid by Kahn [12]. Various such models are studied
in [1411515].

3 Thus, in general, it is possible to feed the output of a continuous-time block into the input of a
discrete-time block and vice-versa.
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— Lustre has a unique, precise semantics. The semantics of Simulink depends on
the choice of a simulation method. For instance, some models are accepted if one
chooses variable-step integration solver and rejected with a fixed-step solver.

— Lustre is a strongly-typed language with explicit types for each flow. In Simulink,
explicit types are not mandatory, although they can be set (e.g., using the data type
converter block, or an expression such as single(1.2) for the constant 1.2 of type
single).

— Lustre is modular in certain aspects, while Simulink is not, in the sense that a
Simulink model may contain implicit inputs (cf.[5.2).

— Hierarchy in Simulink is present both at the definition and at the execution levels.
In Lustre, the execution graph is hierarchical (nodes calling other nodes), whereas
the definition of nodes is not.

2.2 Translation Goals and Limitations

The ultimate objective of the translation is to automatise the implementation of embedded
controllers as much as possible. We envisage a tool chain where controllers are designed
in Simulink, translated to Lustre, and implemented on a given platform using the Lustre
C code generator and a C compiler for this platform.

We only translate the discrete-time part of a Simulink model. Concretely, this means
blocks of the “Discrete” library (such as “Unit-delay”, “Zero-order hold”, “Discrete
filter” and “Discrete transfer function”), generic mathematical operators such as sum,
gain, logical and relational operators, other useful operators such as switches, and, finally,
subsystems or triggered subsystems. Discrete-time Simulink encompasses also blocks,
like the “Read” and “Write” blocks, which exhibit side effects: their behaviour then
depends on complex characteristics of the Simulink simulation algorithm and look poorly
deterministic. As their use can be considered quite unsafe, they are not translated.

Of course, controllers can be modelled in continuous-time as well. This is typically
done in control theory, so that analytic results for the closed-loop system can be provided
(e.g., regarding its stability). Analytical results can also be provided using the sampled-
data control theory.

In any case, the implemented controller must be discrete-time. How to obtain this
controller is a control problem which is clearly beyond the scope of this paperﬂ

Other goals and limitations of our translation are the following.

(1) We aim at a translation method that preserves the semantics of Simulink. This
means that the original Simulink model and the generated Lustre program should have
the same observable output behaviour, given same inputs, modulo precisely defined
conditions. Since Simulink semantics depends on the simulation method, we restrain
ourselves only to one method, namely, “solver: fixed-step, discrete” and “mode: auto”.
We also assume that the Lustre program is run at the time period the Simulink model was
simulated. Thus, an outcome of the translation must be the period at which the Lustre
program shall be run (see also Section [3).

* According to classical text-books [2], there are two main ways of performing this task: either
design a continuous-time controller and sample it or sample the environment and design a
sampled controller.
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(2) We do not translate S-functions or Matlab functions. Such functions are often
helpful. On the other hand, they can also create side-effects, which is something to be
avoided and contrary to the “functional programming” spirit of Lustre.

(3) As the Simulink models to be translated are in principle controllers embedded in
larger models containing both discrete and continuous parts, we assume that for every
input of the model to be translated (i.e., every input of the controller) the sampling time
is explicitly specified. This also helps the user to see the boundaries of the discrete and
the continuous parts in the original model.

(4) In accordance with the first goal, we want the Lustre program produced by
the translator to type check if and only if the original Simulink model “type checks”
(i.e., is not rejected by Simulink because of type errors). However, the behaviour of
the type checking mechanism of Simulink depends on the simulation method and the
“Boolean logic signals” flag (BLS). Thus, apart from the simulation method which must
be set as mentioned in (1), we also assume that BLS is on. When set, BLS imposes that
inputs and outputs of logical blocks (and, or, not) be of type boolean. Not only this is
good modelling and programming practice, it also makes type inference more precise
(see also Section H)) and simplifies the verification of the translated Simulink models
using Lustre-based model-checking tools. We also set the “algebraic loop” detection
mechanism of Simulink to the strictest degree, which rejects models with such loops.
These loops correspond to cyclic data dependencies in the same instant in Lustre. The
Lustre compiler rejects such programs.

(5) For reasons of traceability, the translation must preserve the hierarchy of the
Simulink model as much as possible. Since Lustre has a textual language and nodes are
declared sequentially rather than nested one inside another, the way to preserve hierarchy
is by suitable naming.

(6) Current limitations of our tool are that it only handles scalar Simulink signals
and does not translate “virtual blocks” such as “Mux”.

It should also be noted that Simulink is a product evolving in time. This evolution
has an impact on the semantics of the tool. For instance, earlier versions of Simulink
had weaker type-checking rules. We have developed and tested our translation method
and tool with Simulink 4.1 (Matlab 6 release 12). All examples given in this report refer
to this version as well.

3 A Short Description of Lustre
A Lustre program essentially defines a set of equations:

Tr1 = fl(l‘l, ey T, U, ,’U,m)

Tp = fn(xla vy Ty U, 7um)

where x; are internal or output variables, and u; are input variables. The variables in
Lustre are also called flows. A flow is a partial function  : N — V, where N is the
set of natural numbers and V. is the domain of . N models logical time, counted in
instants, 1 = 0,1,2, ....
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The functions f; are made up of usual arithmetic operations, control-flow operators
(e.g.,if then else), plus a few more operators, namely, pre, —>, when and current.

pre is used to give memory (state) to a program. More precisely, pre(x) defines a
flow y, such that the value of y at instant ¢ is equal to the value of z at instant ¢ — 1 (at
1 = 0, the value of y is undefined).

-> initialises a flow. If z = x->y, then the value of z is equal to the value of z
for ¢ = 0 and equal to the value of y for ¢ > 1. The operator —> is typically used to
initialise a flow obtained using pre. For example, a counter is defined by the equation
x = 0->(pre(z) + 1).

when is used to sample a flow: x when b, where z is a flow and b is a boolean flow
defined at the same instants as x, defines a flow y which is defined only at instants ¢
where b(i) = t (where t is the boolean value “true” and f is the boolean value “false”).
For these instants, y(i) = =(7).

current is used to extend the instants where a sampled flow y is defined. If y =
x when b and z = current(y) then z is defined at all instants where « is defined. At all
instants ¢ where y is defined, z(i) = y(¢). At instants where y is undefined, z keeps its
previous value.

Structure is given to a Lustre program by declaring and calling Lustre nodes, in much
the same way as, say, C functions are declared and called. Here is an example:

node A(b: bool; i: int; x: real) returns (y: real);
var j: int; z: real;

let j = if b then 0 else i;

z = B(j, x);

y = if b then pre(z) else C(z);
tel.

A is a node taking as inputs a boolean flow b, an integer flow ¢ and a real flow = and
returning a real flow y. A uses internal flows j and z (with usual scope rules). The body
of A is declared between the 1let and tel keywords. A calls node B to compute z and
node C' to compute y (conditionally). Nodes B and C' are declared elsewhere.

4 Type Inference

4.1 Types in Lustre

Lustre is a strongly typed language, meaning that every variable has a declared type and
operations have precise type signatures. For instance, we cannot add an integer with a
boolean or even an integer with a realP| Each flow has a type. Basic types in Lustre are
bool, int and real.

4.2 Types in Simulink

In Simulink, types need not be explicitly declared. However, Simulink does have typing
rules: some models are rejected because of type errors. The objective of the type inference
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Table 1. Types of some Simulink blocks.

Constant,, : o, € SimNum
Adder : a X --- X a = a,a € SimNum
Gain : a — a,a € SimNum
Relation : o X o — boolean, o € SimNum
Switch : a X B X a — a,a, 3 € SimNum
Logical Operator : boolean X - - - X boolean — boolean
Discrete Transfer Function : double — double
Zero-Order Hold, Unit Delay : o« — o, € SimT
Data Type Converter, : 3 — o, a, 3 € SimT
InPort, OutPort : o — o, € SimT

step is to find the type of each Simulink signal, which will then be used as the type of
the corresponding Lustre flow.

Basic “data types” in Simulink are: boolean, double, single, int8, uint8, int16, uint16,
int32, uint32. Informally, the type system of Simulink can be described as follows. By
default, all signals are double, except when: (1) the user explicitly sets the type of a
signal to another type (e.g., by a Data Type Converter block or by an expression such as
single(23.4)); or (2) a signal is used in an operation which demands another type (e.g.,
all inputs and outputs of Logical Operator blocks are boolean. A type error occurs when
incompatible types are used in an operation (e.g., trying to add a boolean or trying to
input an explicitly defined int8 into a Discrete Transfer Function block).

We can formalise the above type system as follows. First, denote by SimT the set of
all Simulink types and let SimNum = SimT — {boolean}. Then, the type system of
Simulink can be seen as a standard type system with type classes (SimT, SimNum,
{boolean}). Every Simulink block has a (polymorphic) type, given in Table [Il.

4.3 Type Inference

The type inference algorithm is a standard fix-point computation on the lattice shown in
Figure 1. 1 is the undefined type and error means type error (model rejected).

The fix-point is computed on a set of equations derived according to Table 2. In
the table, 21, ¥2, ..., y are variables of the Simulink model and z7, 21, ..., 4T are their
corresponding types (which must be inferred by the fix-point computation). For each
Simulink equation, the table gives the corresponding type equations. The order < and
the sup operator are for the lattice of Figure 1. For example, double < single and
sup(double, boolean) = error. In the “Switch” block, x5 is the input deciding (based
on a threshold) whether the output y will be set to 21 or x3. Thus, the type of x5 does
not influence the types of x1, x3, ¥.

> Predefined casting operators such as int2real can be used in the latter case.
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error
_—
single -+ uint32

/ boolean
double
\ /
€

Fig. 1. The type lattice

Table 2. Type inference equations.

Simulink equation Type equations

y = Adder(z1, ..., zx) yT =] = =2aF = sup(double,y™,z1,...,x7 )
y = Constant,, yT =if yT < athen « else error

y = Data Type Converter,, (x) yT =ify7 < o then « else error

y = Unit Delay(x) 2T =47

y = Zero-Order Hold(z) o =47

y = Transfer Function(x) yT = 2T = if yT < double then double else error

y = Relation(x1,x2) z1 =z = sup(double, z1,22),y" = boolean

y = Logical(z1, ..., k) yI' =a2f =... = 2 = boolean

y = Switch(z1, x2, x3) 2] = 2% =47 =sup(a],z],y")

The right-hand sides of equations in Table[2] define a monotonic function in the type
lattice. However, we can notice that the equations are not always oriented from inputs to
outputs. Thus, it can be the case that several equations apply to the same variable, one
when the variable acts as an output and some other ones when it acts as an input. This
is not a conventional fix-point system of equations. However we can easily turn it to a
conventional one; if several equations apply to the same variable:

$T=61

2l =e,

these equations are replaced by the single one:

T =sup(er, ..., en)
Thus a least fix-point exists. Computing it takes O(n?) time, where n is the number of
signals in the model. Indeed, there can be at most n equations (one for each basic block,
each block having at least one output signal) of n variables. The fix-point is reached in
O(n) iterations. In each iteration, at most n equations are examined. Examining each
equation takes O(n) time.
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Once the inference of Simulink types is performed, these types are mapped to Lustre
types as follows: boolean is mapped to bool; intS8, uint8, intl16, uint16, int32 and uint32
are mapped to int; single and double are mapped to real; L is mapped to real. The latter
case is consistent with the fact that the default type in Simulink is double. Note that the
type of some signals may indeed remain undefined (L) until the end. For example, this
is the case of a system consisting of a single “unit-delay” block.

5 Clock Inference

5.1 Time in Lustre

As mentioned in Section[3], Lustre time is logical and is counted in discrete instants.
Logical time means there is no a-priori notion of instant duration or time elapsing
between two instants. Associated with each Lustre flow x is a boolean flow b,,, called
the clock of x, and specifying the instants when z is defined: x is defined at instant ¢ iff
b, (i) = t. For example, if = is defined at i = 0, 2,4, ... then b, =t ftf ---.

Input variables are by definition defined at every instant: their clock is called the basic
clock, represented by the boolean flow true =t t ---. “Slower” clocks are obtained
from the basic clock using the when operator. For example, if in is an input then the
flow z defined only at even instants can be generated by the following Lustre code:

cli_2
X

true -> not pre(cli_2) ;
in when cl1_2 ;

Clocks can be seen as extra typing information. The compiler ensures that the Lustre
program satisfies a set of constraints on clocks, otherwise the program is rejected. For
example, in the expression x + y, « and y must have the same clock, which is also the
clock of the resulting flow. The set of these constraints and how to calculate clocks is
called clock calculus. A simplified version of this calculus is shown in Table[3l

Table 3. Clock calculus of Lustre.

expression e clock(e) constraints
input basic
x4y clock(x) clock(z) = clock(y)
pre(x) clock(x)
x when b b clock(z) = clock(b), b boolean
current(x)|clock(clock(z))

It is worth mentioning that the Lustre compiler checks clock correctness in a
syntactic, not semantic manner. Indeed, finding whether two boolean flows are se-
mantically equivalent is an undecidable problem. Therefore, in an expression such as
(x when b) + (y when '), b and " must be identical for the expression to clock-check.
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5.2 Time in Simulink

Discrete-time Simulink signals are in fact piecewise-constant continuous-time signals.
These signals can have associated timing information, called “sample time” and consist-
ing of a period and an initial phase. Sample times may be set in blocks such as input
ports, unit-delay, zero-order hold or discrete transfer functions. The sample time of a
signal is derived from the block producing the signal and specifies when the signal is
updated. A signal = with period 7 and initial phase 6 is updated only at times km + 6, for
k =0,1,2, ..., that is, it remains constant during the intervals [kw + 6, (k + 1)7 + 0).
Sample times also serve as an extra type system in Simulink: some models are rejected
because of timing errors. An interesting example is shown in Figure 2l The sample times
of inputs “In1” and “In2” are set to 2 and 3, respectivelyE] This model is rejected by
Simulink. However, if the “Gain” block (a simple multiplication by 1) is removed, then
the model is accepted! The explanation is given at the end of this section]]

: y
In1 z
.2
Unit Delay1 *
+ outt
+

1

In2 z

Unit Delay2 +

—DD—) + out2

Gain

Fig. 2. A Simulink model producing a strange error.

Another timing mechanism of Simulink is by means of “triggers”. Only subsystems
(not basic blocks) can be triggered. A subsystem A can be triggered by a signal = (of
any type) in three ways, namely, “rising, falling” or “either’, which specify the time the
trigger occurs depending on the direction with which = “crosses” zero. The sample time
of blocks inside a triggered subsystem cannot be set by the user: it is “inherited’ from
the sample time 7' of the triggering signal. The sample times of the input signals must
be all equal to T'. The sample time of all outputs is 7.

Timing in Simulink is not as modular as in Lustre, in the following sense. Lustre
nodes do not have their own time: they are only activated at instants where their inputs
are active. Consequently, a node B called by a node A cannot be active at instants when
A is not active. This is true for triggered subsystems in Simulink as well. However,

8 Unless otherwise mentioned, we assume that all phases are 0.
" Despite some Reviewers’ remarks, the same anomaly persists when using Matlab Version
6.5.0.180913a Release 13 and Simulink version 5.0.1 (R13) dated 19-Sep-2002. But it only

CLT3

happens when setting simulation parameters to “fixed step”, “auto”.
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Simulink allows a block inside a (non-triggered) subsystem to have any sample time,
possibly smaller than the parent subsystem. Thus, the block can be active while its parent
system is inactive. This can be considered a useful mechanism which allows so-called
“oversampling”. However, when used in conjunction with the “enabling” mechanism,
it can give birth to real monsters whose behaviour is hardly understandable. The basic
reason is that an extra, implicit input: the “absolute simulation time” — appears to flow
through every block (but the triggered ones), even when this block is not enabled. We
consider this a non-modular feature of Simulink

Another difference lies in how changes of timing are performed in the two languages.
In Lustre, this can only be done using the when and current operators. In Simulink, the
sample time of a signal can be changed using the “unit-delay” block or the “zero-order
hold” block. In order to do this, however, the following rules must be obeyedﬁ

1. “When transitioning from a slow to fast rate, a Unit Delay running at the slow rate
must be inserted between the two blocks. When transitioning from a fast to a slow
rate, a Zero Order Hold running at the slow rate must be inserted between the two
blocks.”

2. “Illegal rate transition found involving Unit Delay block ... When using this block to
transition rates, the input must be connected to the slow sample time and the output
must be connected to the fast sample time. The Unit Delay must have a sample time
equal to the slow sample time and the slow sample time must be a multiple of the
fast sample time. Also, the sample times of all destination blocks must be the same
value.”

3. “lllegal rate transition found involving Zero Order Hold block ... When using this
block to transition rates, the input must be connected to the fast sample time and
the output must be connected to the slow sample time. The Zero Order Hold must
have a sample time equal to slow sample time and the slow sample time must be a
multiple of the fast sample time. Also, the sample times of all source blocks must be
the same value." 19

The second rule explains why the model of Figurelis rejected when the “Gain” block
is present and accepted otherwise. Indeed, after computing the sample times according
to the method described in the following section, we find that the output of “Unit Delay
2” has sample time 3. This output is “fed” to the “Gain” block, which also has sample
time 3, and to the left-most “Adder” block, which has sample time 1 (the GCD of 2 and
3). This violates the second rule above.

8 Still, we are able to translate such models in Lustre, by calling the parent node with the “faster”
clock (on which the child block will run) and passing as parameter the “slower” clock as well.

® These rules are quoted from error messages produced by the Simulink tool.

10" The third rule may seem strange since it implies that a zero-order hold block can have more
than one inputs. In fact, this happens when the input to this block comes from a “Mux” block,
thus, encoding a vector of signals.
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5.3 Clock Inference

The objective of clock inference is to compute the period and phase of each Simulink
signal and use this information (1) when creating the corresponding Lustre flows and
(2) for defining the period at which the Lustre program must be run.

The clock inference algorithm is based on a fix-point computation on a lattice rep-
resenting the sample times. The lattice is defined to be ST = (Q x Q) U {L}, where Q
is the set of non-negative rational numbers (of finite precision). A pair (7, 6) represents
the sample time with period 7 and initial phase 6. | represents the undefined sample
time. The order in this lattice is defined as follows:

(7‘&'1,91) S (7‘(’2,92) = 3&.7‘(’1 = KTy AN (91 = 92 V ((92 =0A EI/\91 = /\71'2)) (1)

The formula is slightly complicated because of the phases. If both phases are zero, then
the order reduces to m; being a multiple of 75 (x and A are integers). Naturally, we also
set L < (m,0), for all (m,0) € ST. For example, (8,2) < (4,2) < (2,0) < (1,0), but
(4,1) and (2, 0) are incomparable.

The order < formalises the term “multiple” in the three Simulink rules quoted in
Section[5.2] Thus, sample time s; is a “multiple” of sample time s means s; < sa.

The sup operator in this lattice corresponds essentially to a GCD (greatest common
divisor) operation, complicated by the presence of phases. The precise definition is given
in the lemma below.

Lemma 1. Let (7;,0;) € ST, fori = 1,2. Then (7,0) = sup((m1, 61), (72, 02)) exists
and is equal to:

_ [ ged(my,72), ifh =0, g 01 if0i=0;
"\ ged(my, w2, 01, 02), otherwise "1 0, otherwise

For example,

sup((2,0), (3,0)) = (
sup((12,6), (12,0)

sup((12,3), (6,3)) = (6, 3)
sup((12,3), (12,4)) = (1,0)

N~—

I
— =
\.@ .
O ~—
=

The fix-point is computed on a set of equations derived according to Table [ In
the table, x1, xo, ... are variables of the Simulink model and xlc, xg, ... are their corre-
sponding sample-times. The equation for “Triggered” refers to the out-most triggered
subsystem: we do not need to infer sample times inside a triggered subsystem, since they
are all of type “inherited”. The equation for “DTL” refers to blocks of the “Discrete”
library. The user can set the sample time of such blocks, denoted st in the table. The
default value of st is —1, meaning the sample time is “inherited” from the input.

Monotonicity ensures existence of a least fix-point. Although ST is an infinite lattice,
the fix-point computation terminates. This is because there is a finite number of sample
times in a given model. If the smallest fractional part among these sample times is 10~%
then it can be shown that the sample time (10~%, 0) is above all others according to the
order < defined above, thus acts as a “top” element for the given model.

Once the sample times are calculated, a number of rules need to be verified. First,
we must verify a strange restriction of Simulink, which forbids sample times (7, #) with
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Table 4. Clock inference equations.

Simulink equation Sample time equations

y = Adder(z1, ..., k) y© =sup(z?, ..., z%)

(Y1, yr) = Triggered(s, w1, .., wx)|sC =yf = =y =af = =af
y = DTLs(x) y© =if st = —1 then 2 else st

0 > m. If such a sample time is produced during the inference procedure, Simulink
seems to apply the following procedure: (1) if # mod m = 0 (where mod is the modulo
operator) then change 6 to # mod 7 (note that this preserves the < order); (2) otherwise,
reject the model.

Then, the three Simulink rules given in Section[3.2]are checked. This can be done
following the structure of the model. For example, in a block F' with input  and output
y, if 2¢ < y© (i.e.,  is “slower” than y), we must verify that z is the output of a
unit-delay block, according to the first rule. In the opposite case, where y¢ < z©, I/
must be a zero-order hold block, according to the same rule.

6 Translation

The type and clock inference steps are independent and can be performed in any order.
Once this is done, the translation itself is performed, in a hierarchical manner. The
Simulink model is organised as a tree, where the children of a subsystem (or system) are
the subsystems (or blocks) directly appearing in it. The translation is performed following
this hierarchy in a bottom-up fashion (i.e., starting from the basic blocks). Since the
Lustre node declarations are not hierarchical, in order to preserve the Simulink hierarchy,
we name each Lustre node with the corresponding path of names in the Simulink tree.
For example, if a subsystem B contained in a subsystem A will be translated to a Lustre
node called “NameofA_B” where “NameofA” is the name of the Lustre node for A.

Simple Simulink blocks (e.g., adders, multipliers, the % transfer function) are trans-
lated into basic Lustre operators. For example, an adder is simply translated into + and
Z is translated to the Lustre expression init ->pre x where init is the initial
value specified in the dialog box of the unit delay.

More complex Simulink blocks (e.g., discrete filters) are translated into Lustre nodes.
For example, the discrete transfer function #fﬂ is translated into the Lustre node{']
node Transfer_Function_3(E: real) returns(S: real);
var Em_1, Em_2, Sm_1, Sm_2: real;
let S = 1.0%Em_1+2.0%Em_2-3.0%Sm_1-1.0%Sm_2 ;

Em_1 = 0.0 -> pre(E) ;
Em_2 = 0.0 -> pre(Em_1) ;
Sm_1 = 0.0 -> pre(S) ;
Sm_2 = 0.0 -> pre(Sm_1) ;

' This translation comes very directly from the translation of the Z expression, by usual algebraic
manipulations.
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tel.

A Simulink subsystem is translated into a Lustre node, possibly containing calls to
other nodes. The Lustre node has the same inputs and outputs as the Simulink subsystem,
plus, sometimes, the clock of some of its inputs (this is done for modularity). Here is
an example of such a translation. Consider the Simulink model shown in Figure 3 with
subsystems A and B. The Lustre code generated for this example is as shown below:

node A(A_inl, A_in2, A_in3 : real) returns (A_outl, A_out2 : real);
let A_outl = B(A_inl , A_in2);

A_out2 = ...
tel.

node B(B_inl, B_in2 : real) returns (B_out : real);

An example where it is necessary to pass clock information as input to the Lustre node
is given in [3].

Simulink signals are mapped into Lustre flows. When a block changes the sample
time of a signal, the appropriate when and current operations need to be applied. This
must also be done for triggered subsystems, as well as in cases where a subsystem
receives input signals with different sample times.

For example, consider a “Zero-Order-Hold” block and assume that the sample time
of input x is 1 and the sample time set to the zero-order hold block is 2. Then, the sample
time of the output y is also 2 and the generated Lustre code is as follows:

cli_2
y

true -> not pre(cli_2) ;
X when cll1_2 ;

B In2 A_Outd

A In3 A Qut2

Fig.3. Simulink system A with subsystem B.

We implemented the algorithms described above in a prototype tool, called S2L. The
tool is written in Java. It takes as input a Simulink model (“.mdl” file) and produces a
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Lustre program (“.Ius” file) or an error message in case the input model contains type or
timing errors. S2L uses an intermediate representation of the Simulink model, in XML.
This is done to facilitate evolution of the tool as the syntax of the “.mdl” file changes.

7 Conclusions

We have presented a method for translating a discrete-time subset of Simulink models
into Lustre programs. The translation is done in three steps: type and clock inference,
followed by a hierarchical bottom-up translation. We have implemented the method in a
tool called S2L and applied it to a controller used in Audi cars. The interest of our tool is
that it opens the way to the use of formal and certified verification and implementation
tools attached to the Lustre tool chain. Also, in the process of translation, we formalised
(for the first time, to our knowledge) the typing and timing mechanisms of Simulink.

Perhaps the most significant drawback of our approach is its dependency on syntax
and semantics of Simulink models. New versions of Simulink appear as often as every six
months and sometimes major changes are made with respect to previous versions. This
situation seems difficult to avoid given the relative “monopoly” of Simulink/Stateflow in
the control design landscape. Another weakness of our tool is its incompleteness: several
unsafe constructs of Simulink are not translated. Yet this can be seen as the price to pay
for having a sound translation.

We are currently enhancing the capabilities of S2L. Features such as “masked” sub-
systems are already handled. We are now studying the translation of some “virtual”
blocks such as “Mux”. We are also currently studying the translation of Stateflow. State-
flow presents a number of semantic problems, such as behaviour depending on how the
model is graphically drawn, or non-termination of a simulation step. Our first goal is to
identify a subset of Stateflow avoiding these problems.
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Abstract. In this paper, we address a set of research problems regarding loop-
intensive applications. The first problem consists of minimizing variables’
lifetime under timing constraints. Any variable that is alive for more than one
iteration must be saved by for instance storing it into a register. The second
problem is derived from the first one, and consists of balancing variables’
lifetime for a target total number of registers and under timing constraints. For
the third problem, we focus on minimizing variables’ lifetime in the context of
software pipelining in the case of one loop as well as nested loops. We provide
methods to solve these three problems, and show that a set of them have
polynomial run-time. Once these methods are used, one may need to solve the
problem of generating the transformed code and reducing its size. We provide
algorithms to solve this fourth problem. Designers face these problems during
hardware-software co-design, and in designing embedded systems as well as
system-on-chip. Solving these problems is also useful in low power design. We
exercise some of these methods on known benchmarks, and provide obtained
numerical results that show their effectiveness.

We solve these problems using techniques related to retiming, an algorithm
originally developed for hardware optimization.

1 Introduction

Loops are found in many real applications. This kind of applications can be found in
the domain of image processing as well as in the domain of digital signal processing.
For instance, an image is represented as a two dimensional array where each cell of the
array is used to store one pixel of the image. Processing the image then transforms to
doing some processing on the array using for instance “for” loops to access the array’s
elements.

Multimedia applications are another example of loop-intensive real applications.
These applications require a high processor speed. Since some of them are portable
applications, reducing their power consumption is required to increase the battery life.
Note that prolonging battery life (for portable systems) is became a product
differentiator in the market.

Loop-intensive applications can be classified as computational intensive, data
intensive, or computational-and-data intensive applications. There are three ways to
implement these applications: hardware, software or hardware-and-software
implementations. To satisfy performance requirements, hardware implementations are

R. Alur and I. Lee (Eds.): EMSOFT 2003, LNCS 2855, pp. 100116, 2003.
© Springer-Verlag Berlin Heidelberg 2003
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the most targeted for the first and third classes, and imply a high design cost. Due to
the low cost of the implementation and the ease of changing it, software
implementations are targeted whenever they can satisfy the performance requirements.
For all these three ways of implementing loop-intensive applications, there is a need
for some optimizations as shown by Fig. 1 from [2].

One common optimization to these three kinds of implementations is the
minimization of variables’ lifetime. A variable is alive from the time it is produced
until the last time it is used. For the case of software implementations for instance, a
variable that is alive for long time may be transferred from the register where it is
stored to the main memory if the number of simultaneous alive variables is greater than
the number of the available registers; this implies an increase of run-time as well as
power consumption due to the transfer between registers and the main memory. The
size of memory has an implicit impact on both performance and power consumption.
Also, it has an impact on the cost in dollars for the case of hardware implementations.
The total size of memories must be reduced in the case of embedded systems as well
as of system-on-chip. Sometimes, there is more than one way to minimize variables’
lifetime for a target total size of memories. In this case, one needs to chose the way that
may allow to increase performance and/or to reduce power consumption.

Algorithmic Description

v

| Optimizations |
Partitionning
Hardware Software

Synthesis Compilation

Fig. 1. Loop optimizations in the co-design flow.

In this paper, we address four research problems related to the minimization of
variables’ lifetime in loop-intensive applications. We first address the problem of
minimizing variables’ lifetime under timing constraints. We then investigate the
problem of balancing variables’ lifetime for a target total number of registers and under
timing constraints. These two problems can be seen as platform independent, and
hence approaches to solve them allow a source-to-source code transformation. Besides
these two problems, we address the problem of minimizing variables’ lifetime in the
context of software pipelining in the case of one loop as well as nested loops. The latter
problem is platform dependent. We provide methods to solve these three problems, and
show that a set of them have polynomial run-time. Once these methods are used, one
may need to solve the problem of generating the transformed code and reducing its
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size, which is useful for memory-size-constrained systems such as system-on-chip and
embedded systems. We provide algorithms to solve this fourth problem. We exercise
some of these methods on known benchmarks. Obtained numerical results show that
the sum of variables’ lifetime can be reduced by factors as high as 33.33%.

Basic retiming has been proposed in [1] as an optimization technique for
synchronous sequential circuits. This technique changes the location of registers in the
design in order to achieve one of the following goals: (i) minimizing the clock period,
(i) minimizing the number of registers, or (iii) minimizing the number of registers for
a target clock period.

There is a relation ship between a register in the context of hardware
implementations and an iteration in the context of software implementations. In the
context of software implementations, moving for instance one register from the inputs
of an operator to its outputs transforms to (i) delaying by one iteration the
consummation of the result produced by this operator, and (i) advancing by one
iteration the consummation of the operands of that operator. Based on this relation
ship, we exploit basic retiming to develop the methods for solving the four presented
problems above. Using basic retiming to optimize loops is not new as we will present
later in the paper. However, it is the first time that basic retiming is used in this paper
to solve these problems that are to the best of our knowledge not addressed by any other

paper.

2 Preliminaries
2.1 Cyclic Graph Model

In this paper, we are interested in “for”-type loops as the one in Fig. 2 (a). We assume
that the body of the loop is constituted by a set of computational and/or assignment
instructions only (i.e., no conditional or branch instruction like for instance if-then-else
is inside the body).

We model a loop by a directed cyclic graph G = (V, E, d, w), where V is the set of
instructions in the loop body, and E is the set of edges that represent data dependencies.
Each vertex v in V has a non-negative integer execution delay d(v) € N. Each edge
e, ,€E, from vertex u e V to vertex ve V, has a weight w(e, )€ N, which means
that the result produced by u at any iteration i is consumed by v at iteration
(i+ w(em D)

Fig. 2 presents a simple loop and its directed cyclic graph model. For Fig. 2 (b), the
execution delay of each instruction S, is specified as a label on the left of each node of
the graph, and the weight w(e, ) of each arc e, ,€ E is in bold. For instance, the
execution delay of §; is 10 and the value 2 on the arc eg ¢ means that instruction S,
at any iteration i uses the result produced by instruction §, at iteration (i —2).
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main () {
int a[U], b[U], c[U], d[U], e[U], i;

for (i=2; i<= U; i++) {

Syralil =1 +d[i];
Sy bli] =1 + a[i-2];
S3: c[i] =bli] * elil;
Sy dli] =2 * clil;
Ss:efi]l =1+ c[i-2];
}
(a) Simple loop. (b) Directed cyclic graph model.

Fig. 2. A simple loop and its directed cyclic graph model.

We also address perfect nested “for”’-type loops in this paper. For this kind of nested
loops, no computational or assignment instructions must be between two successive
“for”-type nested loops. All the instructions must be in the body of the innermost loop
of the nest. We assume that this body does not contain conditional or branch instruction
like if-then-else for instance. This kind of nested loops can be modeled as we did for
the case of one loop. The weight of each arc in the graph transforms to a vector with a
dimension equal to the number of loops in the nest. For an example of perfect nested
“for”-type loops and its cyclic graph model, the reader is referred to [8].

2.2 Introduction to Basic Retiming

A synchronous sequential design can be modeled as a directed cyclic graph as we did
for loops in Section 2.1. Instructions become computational elements of the design,
edges become wires, and wie, ,)s become the number of registers on the wire between
uandv.

Let G = (V, E, d, w) be a synchronous sequential digital design. Basic retiming (or
retiming for short in this paper) r [1] is defined as a function r: Vv — 7z, which
transforms G to a functionally equivalent synchronous sequential digital design
G, = (V,E,d,w,) - The set Z represents natural integers.

The weight of each edge €y in G, is defined as follows:

wr(eu’ V)= w(eu’v) +r(v)—r(u), ‘v’eu’ ,EE. (1)

Since the weight of each edge in G, represents the number of registers on that edge,
then we must have:

w(e, ,)20,Ve, €E. 2)

Any retiming , that satisfies Equation (2) is called a valid retiming. From expressions
(1) and (2) one can deduce the following inequality:

r(u)—r(v)sw(e, ), Ve, ,€ E. 3)

Let us denote by P(u,v) a path from node u to node v in V. Equation (1) implies
that for every two nodes u and v in V, the change in the register count along any path
P(u,v) depends only on its two endpoints:
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w,.(P(u, v)) = w(P(u,v)) +r(v) —r(u), Vu,ve V, 4)
where:

WP ) = T, W) 5)

Let us denote by d(P(u,v)) the delay of a path P(u,v) from node u to node v.
d(P(u, v)) is the sum of the execution delays of all the computational elements that
belong to P(u, v).

A 0-weight path is a path such that w(P(u,v)) = 0. The minimal clock period of a
synchronous sequential digital design is the longest O-weight path. It is defined by the
following equation:

I = Maxy, , . yid(P(u,v)) | (W(P(u,v)) = 0)}. (6)
Two matrices called W and D are very important to the retiming algorithms. They
are defined as follows [1]:

W(u,v) = Min{(w(P(u,v)))}, Yu,ve V, and (7)
D(u,v) = Max{d(P(u,v)) | w(P(u,v)) = W(u,v)}, Vu,ve V. (8)

The matrices W and D can be computed as explained in [1].

One application of retiming is to minimize the clock period of synchronous
sequential digital designs. For instance, by thinking on Fig. 2 (b) as a synchronous
sequential design, the clock period of that design is IT = 60, which is equal to the sum
of execution delays of computational elements v,_; (.e.,
IT = 60 = d(v,) +d(vs) +d(v,) +d(v,)). However, we can obtain IT = 30 if we apply
the following retiming vector {2, 1, 1,2, 0} to the vector of nodes {1,2,3,4,5} in G.
The retimed graph G, is presented by Fig. 3.

Fig. 3. A retimed graph with IT = 30 .

For the purpose of this paper, we extract from [1] the following theorem, which is
also proved in [1].

Theorem 1 : Let G = (V, E, d, w) be a synchronous digital design, and let T1 be a positive
real number. Then there is a retiming r of G such that the clock period of the resulting retimed
design G, is less than or equal to 11 if and only if there exists an assignment of integer value
r(v) to each node v in V such that the following conditions are satisfied: (1)
r(u) —r(v)<swl(e, ), Veu’ve E, and (2)
r(u)—r(v) <W(u,v)—1,Vu,ve V such that D(u,v)>II. a
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Once a retiming defined on Z is computed for solving a target problem, it can then
be transformed to a non-negative retiming without impact on the solution of the
problem. Indeed, let m = Min{r(v),Vve V}. Then the function g defined as
g(v) = r(v)-m, VYve V, is a non-negative retiming (i.e., g takes non-negative
values). In the rest of the paper, we consider non-negative retiming only.

3 Minimizing the Sum of Variables’ Lifetime under Timing
Constraints

In this section, we focus on minimizing the sum of the lifetime of all variables in the
loop’s body of unidimensional loops under a target latency constraint. This latency is
defined here as the time required to execute, using unlimited number of computational
elements, all the instructions of the loop’s body at any iteration of the loop. We denote
by IT the target latency. We represent the loop by a directed cyclic graph G as
introduced in Section 2.1.

Assume that we want IT = 60 for the simple loop in Fig. 2. In this case, we have
that variables produced by instructions S, and S, are alive for two iterations. The sum
of variables’ lifetime in this case is 4 iterations, and hence 4 registers are required to
store these variables. Can one reduce the sum of variables’ lifetime while still having
IT = 60? The response is yes if we do not have constraints on the number of
computational elements. Indeed, by thinking on G as a synchronous digital design, a
retiming vector {2,0,0,2,0} can be applied to obtain a sum of variables’ lifetime
equal to two. The resulted retimed graph is presented by Fig. 4. In this case, only
variable produced by S; is alive for 2 iterations, which now requires 2 registers
compared to 4 previously.

Fig. 4. Retiming Fig. 2 (b) using the retiming vector {2°0°0’2°0} .

By applying retiming on the graph modeling the loop, it is then possible to reduce
the sum of variables’ lifetime while still having a target latency IT. But, can this be
always possible? If yes, how one can derive an algorithm to do it?

The response to the first question is yes, and our focus in the rest of this section is
to provide an algorithm as a response to the second question. The proposed algorithm
take the form of a mathematical linear program.

By thinking on G as a synchronous digital design and on IT as its clock period, one
can derive from Theorem 1 the following theorem that will be used to derive the
mathematical linear program.
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Theorem 2 : Let G = (V, E, d, w) be a synchronous digital design, and let T1 be a positive
real number. Then there is a retiming r of G such that the clock period of the resulting retimed
design G, is less than or equal to T1 if and only if there exists an assignment of non-negative
integer values to r(v) and b(v) for each node v in V such that the following conditions are
satisfied: (1) b(u) +r(u)—r(v)2w(e, ), ‘v’eu’ JEE, (2)
r(v)—r(u)Z—w(eu’ W) Veu’ve E, and (3)
r(v)—r(u)21-W(u,v), Yu,v e V such that D(u, v) > II. a

Proof: It can be easily derived from Theorem 1. Inequality (1) can always be
satisfied by first applying Theorem 1.

The second and third inequalities of Theorem 2 are the same as in Theorem 1. But,
what is the objective from its first inequality? It allows to reduce the lifetime of the
variable produced by the instruction at the node u by reducing the variable upper bound
b(u).

The system of inequalities of Theorem 2 may have an infinite number of possible
solutions (regarding the unknown variables b(v) and r(v) ). Hence, to find a solution
that allows to minimize the sum of the lifetime of variables in the loop’s body, one can
constraint this system by minimizing the objective function:

>0, ©)

which leads to the Integer Linear Program (ILP) constituted by (10)-(14).

Theorem 3 : The ILP (10)-(14) has always a solution, and its optimal solution can be found in
polynomial run-time.
a
Proof: If Theorem 1 applies, then Theorem 2 applies too. In this case, ILP (10)-(14)
has always a solution since Theorem 2 applies. It can be optimally solved in
polynomial run-time. Indeed, The right hand sides of inequalities (11)-(13) are always
integers. From linear programming theory [12], we know that if the constraint matrix
A of an ILP is totally unimodular and if the right hand sides of inequalities (as (11)-
(13) in our case) are integers then the ILP and its relaxation obtained by ignoring the
constraints integers (ignoring (14) in our case) have the same optimal solution. This
relaxed ILP is a linear program, and hence it can be solved optimally in polynomial
run-time by using for instance methods [13][14]. The constraint matrix A of ILP (10)-
(14) is totally unimodular since it satisfies the following theorem from [15].

Theorem 4 : A matrix X is totally unimodular if and only if for every square eulerian submatrix

Y of X, we have that the sum of the entries of Y divides by 4.
a

Minimize(z‘VE Vb(v)) (10)

Subject to:
b(u) +r(u)—r(v)zw(e, ), Ve, €E (11)

u, v
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r(v)—r(u)z-w(e, ), Ve, € E (12)
r(v) —r(u)=21-W(u,v),Yu,ve V such that D(u, v)>I1 (13)
b(v) and r(v) are non-negative integers, Vve V (14)

4 Balancing the Lifetime of Variables for a Target Sum of
Variables’ Lifetime and Timing Constraints

Again, a loop is modeled as a directed cyclic graph G as introduced in Section 2.1. In
this section, we address a problem derived from the one targeted in Section 3. The
problem consists in balancing the lifetime of variables under a target latency IT (as we
defined in Section 3) while keeping the sum of variables’ lifetime less than or equal to
a target value say B. One can fix B to the minimal value of the objective function in (9)
by solving (10)-(14). The problem can be viewed as the problem of maximizing the
number M of edges of non-zero weight in G under a target latency I1 while satisfying

zve Vb(v) <B.

Is it important to solve this problem? It is important for instance in the case of
hardware implementations that require reduction of power consumption. Indeed, an
edge of non-zero weight means we have at least one register on that edge. Having
registers distributed on the output of many computational elements allows to reduce
the power consumption due to switching activities. In the case of software
implementations, it allows to reduce the length of critical (or pseudo critical) paths, and
hence to increase the number of instructions that can simultaneously be executed.

Let us give an example to show how solving this problem can help in optimizing
some figures of merit. Let us use Fig. 2. Assume that we want (i) IT = 30 and (ii)
Zy . vb(v) < 3. By thinking again on G as a synchronous digital design and applying
retiming on it, we can obtain Fig. 3, which satisfies both (i) and (ii). In the case of
hardware implementations, Fig. 3 is preferable since, besides reducing the switching
activities, it allows to apply supply voltage scaling for node 5 that is off critical paths;
hence, to reduce power consumption.

How to solve the problem? To solve it, we again use basic retiming and provide an
integer linear program as we did in Section 3. Although ILPs are NP-hard in general,
we show that this ILP can be solved in polynomial run-time as we did in Section 3.

After retiming G, let G, be the resulted retimed graph. For every arc ¢, , in G,
let m(e, ) be a 0-1 unknown variable defined as follows. m(e, ) takes the value 1 if

we, )21, and 0 otherwise. Based on the definition of me, ) ‘s and Inequality (2),
we then have:
OSm(eu’v)Sl,Veu’ve E, and (15)

me, ) <w. (e, ), Veu, LJEE. (16)

Using Equation (3), we can transform (16) to:
m(e, ) +r(u)-r(v)sw(e, ), Ve, €E. (17)

u, v
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From Theorem 2, we can derive the following theorem that we will use to derive a
method to solve the problem.

Theorem 5 : Let G = (V, E, d, w) be a synchronous digital design, and let T1 be a positive
real number and B a non-negative integer. Then there is a retiming r of G such that the clock
period of the resulted retimed design G, is less than or equal to I1 if and only if there exists an
assignment of non-negative integer values to r(v) and b(v) for each node v in 'V, and 0/1 value

m(eu) ,) to each arc e,, inkE such that the following conditions are satisfied: (1)
0<m(e, )<, Veu’ve E, (2) m(euyv)+r(u)—r(v)£w(eu’v), ‘v’eu’ve E, (3)
r(u)—r(v)<W(u,v)—1,Vu,ve V such that D(u,v)>1I, (4)

b(u) +r(u)—r(v)= w(eu’ W) Veu, L€ E and (5) 2 Vb(v) <B.
ve D
Proof: It is omitted due to space limitation, but can be easily derived from Theo-

rem 1.
|

The number of edges of non-zero weight in G, is:

M = zewe e, ). (18)

The system of Inequalities in Theorem 5 may have many possible solutions. To
have a solution that maximizes M, one can add formula

Maximize(ze < gmie, v)) (19)
to that system as well as integrality constraints on the unknown variables. The resulted
system is an Integer Linear Program (/LP), and given by (20)-(27).

Theorem 6 : The ILP (20)-(27) has always a solution, and its optimal solution can be found in
polynomial run-time. a

Proof: It is omitted due to space limitation, but can be derived as we did for the case
of Theorem 3.

a
Maximize(zewe e, V)) (20)
Subject to:
-m(e, )<0,Ve, €E (21)
m(e, V<1, Ve, €E (22)
me, ) +r()-r(v)<wie, ), Ve, € E (23)
r(u) = r(v) S W(u, v) =1, Yu, ve V such that D(u, v)> 11 (24)

=b(u)-r(u)+r(v)s-w(e, ), Ve, € E (25)

u, v
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Y b0sB (26)

m(e, ), b(v) and r(v) are non-negative integers, Ve, € E,VveV 27

5 Transformed-Code Generation and Reduction of Its Size

For software implementations, the approaches for solving the problem of Section 3 or
4 constitute a source-to-source code transformation. The size of the transformed code
is not unique. It depends on the retiming used. In this section, we show how to obtain
this transformed code, and why the size of this code is not unique. We also provide a
method to find a retiming that allows to obtain a code with a small size.

The transformed code is constituted by three parts: Prologue, Loop, and Epilogue.
The Prologue is the segment of the original code that must be executed before a
repetitive processing appears that corresponds to the Loop. The Epilogue is the
segment of the original code that cannot be executed by the Loop and the Prologue.

In Section 3, we showed that tg minigize the sum of variables’ lifetime for the loop
in Fig. 2, the retiming vector can be applied on Fig. 2 (b). For this vector
of retiming, the code for the transformed loop as well as its directed cyclic graph are
given on Fig. 5.

main () {
int a[U], b[U], ¢[U], d[U], e[U], i;

/* Prologue */

S,:b[2] =1 +a[0];

S3: c[2] = b[2] * e[2];

Ssie[2] =1 +¢[0];

S,:b[3]=1+a[l];

S3: c[3]1=b[3] * e[3];

Ssie[3]=1+c[1];

/* New Loop */

for (i=4; i<=U; i++) {
Sy ali-2] =1 +d[i-2];
S,: bli] =1 + a[i-2];
S3: c[i] = bi] * e[i];
Sy d[i-2] =2 * c[i-2];
Ss:eli] = 1 +cli-2]; 20

}

/* Epilogue */

SpzalU-1]=1+d[U-1]; b) Directed cyclic graph model for (a).

84 d[U-1]1=2 * c[U-1]; ( ) y grap ( )

S;:a[U] =1 +d[U];

S, d[U] =2 *c[U];

}

(a) Code after retiming.

Fig. 5. Source code after application of a retiming on a loop.

Let M = Max{r(v), Vve V}. With the help of Fig. 5, one can then easily double-
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check that the Prologue, the new Loop and the Epilogue for the transformed loop can
be obtained by the algorithm PLE below.

From algorithm PLE, one can deduce that the sizes of the prologue and the epilogue
as well as the number of iterations of the new loop depend on M. The value of M
depends on the retiming used and is not unique. Indeed, for instance, to minimize the
sum of variables’ lifetime for the loop in Fig. 2, we have shown in Section 3 that the
retiming vector {2,0,0,2,0} can be applied on Fig. 2 (b). But, the retiming vector
{2+x,0+x,0+x,2+x 0+x} canalso be applied to obtain the same sum of variables’
lifetime, where x is a non-negative integer. For the first vector, we have M = 2, and
for the second one we have M = 2 +x. The last retiming vector is then not a good
choice and can lead to completely unroll the loop if x = U-2. To determine a
retiming that leads to a small value of M, one may need to add an upper bound M, on
the retiming value for each computational element as described by (28).

r(v)sM,, Vve V. (28)

Inequality (28) can then be added to the constraints of the ILPs (10)-(14) and (20)-
(27) to produce a retiming with a small M. Let ILP(M,,) be one of these ILPs once (28)
is incorporated into its constraints. Of course the right value for M, has to be
determined. Finding the smallest value for M, and solving ILP(M,,) can be done using
the algorithm Solve_ILP(M,) below.

Algorithm: PLE

/* The index i of the original loop is in [L, U]. */
1- Prologue Generation M = Max{r(v),Vve V}
L. I3
1.2(Vhﬂe(i<(L+M)) -
1.2.1 Yye vV lf((i +r(v)) < (L+ M) ) then Generate a copy of v at iteration i as it was in the
original loop’s body.
122 = j4+1
2- New Loop Generation
2.1 The index of the new loops is in [L + M, U]
2.2 TItsbody: Vv € V, generate a copy of v where the index of each array in v of the original loop’s
body has now to be decreased by 7(v) .
3- Epilogue Generation

31l =U+1
3.2Wh11e(’5(vu”“”/) ‘ <y
3.2.1 Ve Lif ( (i=r(v)) < ) then Generate a copy of v by evaluating its expression

. derived from 2.2.
=i+1

322
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Algorithm: Solve_ILP(M,,)
1- Solve ILP(M,) without considering (28). Put the solution in S, and the value of the objective
function in OptimalVal.

2- Using Sy,do M, , . = Max{r(v),Vve V}.

3-LetM, =M, and M, , =0.
4- while (M, #M,, ) do
41 M, = M,,;,+M, )/ 2

4.2 IfILP(M,) has a solution S and the value of the objective functionis < OptimalVal
then do So =S and M =M, elsedoM,;, =M,.

max

5- Solve ILP(M,). If it doesn’t have a solution then use So as a solution.

6 Minimizing Variables’ Lifetime in Case of Software Pipelining

Software pipelining is a loop scheduling technique. It allows to increase the instruction
level parallelism, which is useful for processors such as VLIW and superscalar
processors. This instruction level parallelism is increased by reducing the difference of
the start times of each two successive iterations of the loop. For an introduction to
software pipelining and to its related techniques, the reader is referred to [7].

Software pipelining of single loop has been widely addressed in the literature [7].
Modulo scheduling is one of the approaches proposed for software pipelining. It is a
periodic function s : Nx V — Q that determines the start time for each instruction of the
loop’s body. This function is defined as follows:

s (v) = 50(v)+P -k, Vke N,Vve V, (29)

where s(v) is the start time of the first instance of the instruction v, and P is the
period of s. Let C be the set of directed cycles in the directed cyclic graph modeling
the loop. Based on data dependency constraints only, the minimum value of P is the
inverse of the value in (30). This value can be computed in polynomial run-time, since
(30) is an instance of a Minimum-Cost-to-Time Ratio Cycle Problem [10]. In the
sequel, we assume that P is given.

Min, C((Zew cwiey, V))/(ZVVG Vand e, , € Cd(u))). G0

Since software pipelining reduces the difference of the start times of each two
successive iterations of the loop, it then increases the number of required registers to
store alive variables. Our objective in the rest of this section is to show how to reduce
the number of required registers for modulo scheduling.

Using the graph G modeling the loop, let v be any one of the successors of u. The
result of the instruction u of iteration say & that is started at time S,(x) will be
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available at time (S,(u) + d(u)) . This result must still be alive until the start time of v
at iteration (k+w(e, ). Hence, the relative lifetime # (u) of this result is:

t(u) = Skt (e, “)(v)—(sk(u) +d(u)), Vke N, ‘v’eu’ve E. 31

Of course, we have:
t,(u)20, Ve, €E. (32)

Using (29), we can then rewrite (31) as follows:
t,(u) = so(v) =so(u)+P-w(e, )-d(u), Ve, €E. (33)

By considering all the successors of u, the lifetime #(x) of any result of operation
u then satisfies the following:

t(u)21,(u), Ve, € E. (34)

From (32), (33) and (34), we can derive the following system of inequalities (35)
and (36):
t(u) +so(u) =so(v)2P-wle, )—-d(u), Ve, €E (35)

so(v) = sg(u) 2d(u)~P-w(e, ), Ve, € E (36)

To find a modulo schedule that minimizes the sum of variables’ lifetime, one then
can solve the linear program (38)-(40). The number of registers required for each result
produced by u is:

T(u) = [t(u)/P|,Yue V. 37
Hence, linear program (38)-(40) allows to determine a schedule that reduces the
required number of registers.

By dividing all the expressions (38)-(40) by P, replacing ((T(u))/P) by T(u) , and
adding integrality constraints on 7(u) , we obtain an MILP to determine a schedule that
minimizes the required number of registers. MILPs cannot be in general solved with
polynomial run-time. But, they can be solved with a small run-time when the size of
the formulation is small. However, when P = 1 and all execution delays are integers,
then one can prove as done for Theorem 3 that the MILP can be solved in polynomial
run-time.

Minimize(zlvE Vt(v)) (38)

Subject to:
H(u) +so(u) =so(v)2P-w(e, ,)-d(u), Ve, € E 39)
so(v)—so(u)Zd(u)—P~w(eu’v), Veu’ve E (40)

Although software pipelining can be extended to nested loops by applying it on one
loop at each time, modulo scheduling has been used in the case of perfect nested loops
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[8] to do software pipelining on all the loops of the nest in the same time. This modulo
scheduling is as (29) but P and k become vectors. To determine the value of P, a
linear program is proposed in [8]. This linear program computes also the start time of
the first instance of each instruction v in the loop’s body.

In the case of modulo scheduling for perfect nested loops, is it possible to minimize
the sum of variables’ lifetime? The response is yes, and our objective in the rest of this
section is to show how it can be done.

A perfect nested loop can be modeled as we did for the case of one loop. The weight
w(e, ) of each arc transforms to a vector W(e, ) (see [8] for more details). Without
loss of generality, we assume that all components of W(e, ) are non-negative
integers.

Basic retiming has been extended to the multidimensional case. Multidimensional
retiming R has been used to reduce the length of critical paths in the case of perfect
nested loops [11]. For this kind of retiming, (1) transforms to:

W,(e, ) = W(e, ,)+R(v)-R(u), Ve, € E, (41)

and (2) transforms to:
W.(e, ,)20,Ve, €E, 42)

where o means lexicographically non-negative, which is required to exclude the
case of consuming a result of an operation before this result becomes available. Since
we assume that all the components of W(e, ) are non-negative integers, then instead
of (42) we require in this paper that a valid multidimensional retiming must satisfy the
following condition: all the components of W (e, ) are non-negative integers. We

represent this condition by:
Wr(eu, >0, Veu’ LEE. 43)

The system of inequalities (35) and (36) holds for the case of modulo scheduling in
the case of perfect nested loop. When a multidimensional retiming is applied on the
nested loops, this system transforms to (44)-(46):

t(u) +so(u) =so(v) 2P - W (e, ) —d(u), Veu, LEE (44)
so(v) = sg(u) Z2d(u)—P-W,(e, ), Veu, LEE 45)
Wr(eu, D> 0, Veu, LEE (46)

For a given vector P that can be computed using the linear program in [8], to find
a modulo schedule that minimizes the number of registers, one can then solve the
MILP constituted by (48)-(52) and derived from (44)-(46), where:

cle, ) = P-We, )-du), Ve, €E. 47)

This MILP also applies to the case of one loop only.
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Minimize(E‘vE Vl(v)) 48)

Subject to:
t(u) +so(u) —so(v) + P- (R(u) =R(v)) 2 c(e, ), Veu) ,EE 49)
so(v) =sg(u) + P+ (R(v) —=R(u)) 2—c(e, ), Veuyv e E (50)
R(v)~R(u) + W(e, ) »0, Ve, €E 51)

t(v) and all the components of R(v) are non-negative integers, Vve V  (52)

7 Related Work

An approach to minimize variables’ lifetime without timing constraints has been
proposed in [2]. An exact algorithm is proposed for one loop, and extended to address
heuristically the case of nested loops. The disadvantages of this approach is that it can
transform the loop body to an other one where the instructions can no longer be
executed in parallel. Hence, it can increase the execution time. This approach does not
address the problem of generating the transformed code as well as how to reduce its
size. The transformed code by this approach is not useful for low power design, since
it can generate non-balanced paths. Having non-balanced paths increases power
consumption due to switching activities.

An approach to address a version of the problem of balancing variables’ lifetime
under timing constraints has been recently proposed in [3], and exploited in an
algorithm [3] for reducing dynamic power consumption for sequential designs.

The problem of reducing code size when software pipelining is used to optimize
loops is addressed in [4] and [5]. These papers have presented an approach based on
retiming for this problem in the case of one loop only.

Code transformation regarding memories in the context of hardware and software
has been investigated in [6] and [9].

8 Experimental Results

For any loop, let B and M be the sum of variable’s lifetime and the number of zero-
weight arcs, respectively. For the original loop, we denote B and M as B, and M,,
respectively. We denote by B* the value of (10), and by M* the number of zero-weight
arcs once (20)-(27) is solved. We define RD1(%) and RD2(%) as follows:

RD1(%) = ((B,—B*)/B,)x 100, and

RD2(%) = ((My—M+*)/M,) x 100 .
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We have shown with the help of examples how it is important to solve the problems
reported in this paper. Our objective in this section is to experimentally measure the
values of RDI1(%) and RD2(%) using some known benchmarks. For these
benchmarks, we think on the cyclic graph modeling some circuits such as the
correlator from [1] and circuits from ISCAS’89 benchmarks [17] as they are cyclic
graphs modeling loops. The name of circuits used for this experiment are given in the
first row of Table 1.

Rows 2 and 3 of this table report the values of RD1(%) and RD2(%) , respectively.
To obtained these values, we solve the ILPs (10)-(14) and (20)-(27), respectively. For
each circuit, the ILPs are automatically generated by a module we coded in C++, and
solved using [16]. For each ILP, the value of IT is fixed to its minimal possible value
found by applying a retiming for minimal clock period on the corresponding circuit.
For ILP (20)-(27), we first solve ILP (10)-(14), and then fix B in (27) to the value of
(10).

As Table 1 reports, it is possible to obtain values as high as 33.33% and 28.57% for
RD1(%) and RD2(%) , respectively.

Table 1. Assessment of the approaches for the first two problems.

Circuit [All |Second |Fifth |Four |Polyn |Second |Corre |S344 |S641 |S713|S1238 |S1423
Name |Pole [Avenh-|Order |[Aven- [-om [Order |lator
Lat- |aus Wave |haus |Divid [IIR
ice Filter |Digital |Filter |er

Filter Filter
RD1(%)| 33.33 0.00 0| 12.50| 20.00( 20.00 20| 0.00|15.79] 15.0| 0.00| 0.00
RD2(%)| 0.00( 27.27 9.3| 17.65| 28.57 0.0 0| 13.4| 8.72| 7.6 137| 3.23

9 Conclusions

Many real applications are loop-intensive. Since many of them require high speed
processing, low power or both of two, minimizing variables’ lifetime is required when
implementing these applications as hardware, software or hardware-and-software.
Such a minimization is also useful for system-on-chip design and embedded systems.

In this paper, we have addressed three problems related to minimizing variables’
lifetime in loop-intensive applications. We have proposed methods to solve these
problems and showed that a set of them have polynomial run-time. We have also
devised algorithms to the problem of deriving the code as well as reducing its size after
application of these methods.
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Abstract. We present a formalism for specifying component interfaces
that expose component requirements on limited resources. The formal-
ism permits an algorithmic check if two or more components, when put
together, exceed the available resources. Moreover, the formalism can be
used to compute the quantity of resources necessary for satisfying the
requirements of a collection of components. The formalism can be in-
stantiated in several ways. For example, several components may draw
power from the same source. Then, the formalism supports compatibility
checks such as: can two components, when put together, achieve their
tasks without ever exceeding the available amount of peak power? or,
can they achieve their tasks by using no more than the initially available
amount of energy (i.e., power accumulated over time)? The correspond-
ing quantitative questions that our algorithms answer are the following:
what is the amount of peak power needed for two components to be put
together? what is the corresponding amount of initial energy? To solve
these questions, we model interfaces with resource requirements as games
with quantitative objectives. The games are played on state spaces where
each state is labeled by a number (representing, e.g., power consump-
tion), and a play produces an infinite path of labels. The objective may
be, for example, to minimize the largest label that occurs during a play.
We illustrate our approach by modeling compatibility questions for the
components of robot control software, and of wireless sensor networks.

1 Introduction

In component-based design, a central notion is that of interfaces: an interface
should capture those facts about a component that are necessary and sufficient
for determining if a collection of components fits together. The formal notion
of interface, then, depends on what “fitting together” means. In a simple case,
an interface exposes only type information about the component’s inputs and
outputs, and “fitting together” is determined by type checking. In a more ambi-
tious case, an interface may expose also temporal information about inputs and
outputs. For example, the temporal interface of a file server may specify that the
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open_file method must be called before the read_file method is invoked. If a
client, instead, calls read_file before open_file, then an interface violation oc-
curs. In [2], we argued that temporal interfaces are games. There are two players,
Input and Output, and an objective, namely, the absence of interface violations.
Then, an interface is well-formed if the corresponding component can be used in
some environment; that is, player Input has a strategy to achieve the objective.
Moreover, two interfaces are compatible if the corresponding components can be
used together in some environment; that is, the composition of the two games is
well-formed, and specifies the composite interface.

Here, we develop the theory of interfaces as games further, by introducing
interfaces that expose resource information. Consider, for example, components
whose power consumption varies. We model the interface of such a component as
a control flow graph whose states are labeled with integers, which represent the
power consumption while control is at that state. For instance, in the thread-
based programming model for robot motor control presented in Section 5, the
power consumption of a program region depends on how many motors and other
devices are active. Now suppose that we want to put together two threads, each
of which consumes power, but the overall amount of available peak power is
limited to a fixed amount A. The threads are controlled by a scheduler, which
at all times determines the thread that may progress. Then the two threads are
A-compatible if the scheduler has a strategy to let them progress in a way so that
their combined power consumption never exceeds A. In more detail, the game
is set up as follows: player Input is the scheduler, and player Output is the com-
position of the two threads. At each round of the game, player Input determines
which thread may proceed, and player Output determines the successor state in
the control flow graph of the scheduled thread. In this game, in order to avoid a
safety violation (power consumption greater than A), player Input may not let
any thread progress. To rule out such trivial schedules, one may augment the
safety objective with a secondary, liveness objective, say, in the form of a Biichi
condition, which specifies that the scheduler must allow each thread to progress
infinitely often. The resulting compatibility check, then, requires the solution of
a Biichi game: the two threads are A-compatible iff player Input has a strategy
to satisfy the Biichi condition without exceeding the power threshold A.

The basic idea of formalizing interfaces as such Biichi threshold games on
integer-labeled graphs has many applications besides power consumption. For
example, access to a mutex resource can be modeled by state labels 0 and 1,
where 1 represents usage of the resource. Then, if we choose A = 1, two or more
threads are A-compatible if at any time at most one of the threads uses the
resource. In Section 5, we will also present an interface model for the clients
of a wireless network, where each state label represents the number of active
messages at a node of the network, and A represents the buffer size. In this
example, the A-compatibility check synthesizes not a scheduling strategy but a
routing protocol that keeps the message buffers from overflowing.

A wide variety of other formalisms for the modeling and analysis of resource
constraints have been proposed in the literature (e.g., [7I8J9I11]). The essential
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difference between these papers and our work is that we pursue a compositional
approach, in which the models and analysis techniques are based on games.
Once resource interfaces are modeled as games on graphs with integer labels,
in addition to the boolean question of A-compatibility, for fixed A, we can also
ask a corresponding quantitative question about resource requirements: What is
the minimal resource level (peak power, buffer size, etc.) A necessary for two or
more given interfaces to be compatible? To formalize the quantitative question,
we need to define the value of an outcome of the game, which is the infinite
sequence of states that results from playing the game for an infinite number of
rounds. For Biichi threshold games, the value of an outcome is the supremum
of the power consumption over all states of the outcome. The player Input (the
scheduler) tries to minimize the value, while the player Output (the thread set)
tries to maximize. The quantitative question, then, asks for the inf-sup of the
value over all player Input and Output strategies.

The threshold interfaces, where an interface violation occurs if a power
threshold is exceeded at any one time, provide but one example of how the
compatibility of resource interfaces may be defined. We also present a second
use of resource interfaces, where a violation occurs when an initially available
amount A of energy (given, say, by the capacity of a battery) is exhausted. In
this case, the value u of a finite outcome is defined as the sum (rather than
maximum) over all labels of the states of the outcome, and player Input (the
scheduler) wins if it can keep A — u nonnegative forever, or until a certain task
is achieved. Note that in this game, negative state labels can be used to model
a recharging of the energy source. Achieving a task might be modeled again by
a Biichi objective, but for variety’s sake, we use a quantitative reward objec-
tive in our formalization of such energy interfaces. For this purpose, we label
each state with a second number, which represents a reward, and the objective
of player Input is to obtain a total accumulated reward of A. The boolean A-
compatibility question, then, asks if A can be obtained from the composition of
two interfaces without exceeding the initial energy supply A. The corresponding
quantitative resource-requirement question asks for the minimum initial energy
supply A necessary to achieve the fixed reward A. Dually, a similar algorithm
can be used to determine the maximal achievable reward A given a fixed initial
energy supply A. In particular, if every state offers reward 1, this asks for the
maximum runtime of a system (in number of state transitions) that a scheduler
can achieve with a given battery capacity.

The paper is organized as follows. Section 2 reviews the definitions needed
for modeling temporal (resourceless) interfaces as games and Section 3 adds re-
sources to these games: we introduce integer labels on states to model resource
usage, and we define boolean as well as quantitative objective functions on the
outcomes of a game. As examples, we define four specific resource-interface the-
ories: threshold games without and with Biichi objectives, and energy games
without and with reward objectives. For these four theories, Section 4 gives al-
gorithms for solving the boolean A-compatibility and the quantitative resource-
requirement questions. These interface theories are also used in the two case
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studies of Section 5, one on scheduling embedded threads for robot control, and
the other on routing messages across wireless networks.

2 Preliminaries

An interface is a system model that represents both the behavior of a com-
ponent, and the behavior the component expects from its environment [2]. An
interface communicates with its environment through input and output vari-
ables. The interface consists of a set of states. Associated with each state is
an input assumption, which specifies the input values that the component is
ready to accept from the environment, and an output guarantee, which speci-
fies the output values that the component can generate. Once the input values
are received and the output values are generated, these values cause a transi-
tion to a new state. In this way, both input assumptions and output guarantees
can change dynamically. Formally, an assume-guarantee (A/G) interface [3] is a
tuple M = (VE,V° Q, 4, ¢, ¢°, p) consisting of:

— Two finite sets V? and V° of boolean input and output variables. We require
that Vin Ve = 0.

— A finite set @ of states, including an initial state § € Q.

— Two functions ¢’ and ¢° which assign to each state ¢ € Q a satisfiable
predicate ¢'(q) on V¢, called input assumption, and a satisfiable predicate
#°(q) on Ve, called output guarantee.

— A function p which assigns to each pair ¢, ¢" € @ of states a predicate p(q, ¢')
on ViUV?, called the transition guard. We require that for every state ¢ € Q,
we have (1) (6'(a) A 6°(0)) = Vyeqpla,d') and (2) Ay req((p(a.q') A
0(q,4")) = (¢ = ¢"”)). Condition (1) ensures nonblocking; condition (2)
ensures determinism.

We refer to the states of M as Q,s, etc. Given a set V' of boolean variables,
a valuation v for V is a function that maps each variable x € V to a boolean
value v(x). A valuation for V¢ (resp. V°) is called an input (resp. output) valu-
ation. We write V¢ and V° for the sets of input and output valuations.

Interfaces as Games. An interface is best viewed as a game between two
players, Input and Output. The game G = (Q,q,7%,7°,0) associated with
the interface M is played on the set @ of states of the interface. At each state
q € Q, player Input chooses an input valuation v’ that satisfies the input assump-
tion, and simultaneously and independently, player Output chooses an output
valuation v° that satisfies the output guarantee; that is, at state ¢ the moves
available to player Input are v'(q) = {v € V! | v = ¢%(¢q)}, and the moves
available to player Output are v°(q) = {v € V° | v = ¢°(q)}. Then the game
proceeds to the state ¢’ = §(q, v, v°), which is the unique state in @ such that
(v* W°) = plg,q"). The result of the game is a run. A run of M is an infinite
sequence T = qo, (v8, 1), q1, (vi,v9),q2, ... of alternating states gx € Q, input
valuations v,i € V¢, and output valuations vy € V°, such that for all £ > 0, we
have (1) vl € v*(gx) and v¢ € 7v°(qx), and (2) gr+1 = 5(qk, vi,v?). The run = is
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wnitialized if qo = ¢. A Tun prefix is a finite prefix of a run which ends in a state.
Given a run prefix 7, we write last(r) for the last state of 7.

In a game, the players choose moves according to strategies. An input strategy
is a function that assigns to every run prefix  an input valuation in v*(last(r)),
and an output strategy is a function that assigns to every run prefix 7 an output
valuation in v°(last(m)). We write X* and X° for the sets of input and output
strategies. Given a state ¢ € @), and a pair ¢’ € X% and ¢° € X° of strategies, the
outcome of the game from q is the run out(q, 0%, 0°) = qo, (v, vg), q1, (vi,v9), . ..
such that (1) g0 = ¢ and (2) for all k& > 0, we have v, = o%(qo,...,qr) and
UZ = UO(qu (06708)7(]17 s 7qk)

The size of the A/G interface M is taken to be the size of the associated
game G yy: define [M| =37 o [v*(q)]-17°(q)|- Since the interface M is specified
by predicates on boolean variables, the size |M| may be exponentially larger
than the syntactic description of M, which uses formulas for ¢!, ¢°.

Compatibility and Composition. The basic principle is that two interfaces
are compatible if they can be made to work together correctly. When two in-
terfaces are composed, the outputs of one interface may be fed as inputs to the
other interface. Thus, the possibility arises that the output behavior of one in-
terface violates the input assumptions of the other. The two interfaces are called
compatible if the environment can ensure that no such I/O violations occur. The
assurance that the environment behaves in a way that avoids all I/O violations
is, then, the input assumption of the composite interface. Formally, given two
A/G interfaces M and N, define V° = VG UV and VI = (Vi U Vi) \ Ve.
Let Q = Qu x Qn and § = (Gar, G )- For all (p,q), (0, q¢) € Qum x Qn, let

¢°(p,q) = (63,(p) A d34(q)) and p((p, q), (0',4')) = (par(p;P") A pn(g:q'))- The
interfaces M and N are compatible if (1) Vi NVG = 0 and (2) there is a function

1" that assigns to all states (p, q) € Q a satisfiable predicate on V' such that:

For all initialized runs (po,qo), (v, vs), (p1,q1), (vi,v9),... of the A/G
interface (V?,VO,Q,qA,i/)ﬂ(b",p) and all k& > 0, we have (vl W) |
(&0 (Pe) A Dy (a))- (1)

If M and N are compatible, then the composition M||N = (VI V° Q,q, ¢, ¢°, p)
is the A/G interface with the function ¢’ that maps each state (p,q) € Q to a
satisfiable predicate on V' such that for all functions ¢" that satisfy the condi-
tion (1), and all (p,q) € Q, we have ¥*(p,q) = ¢'(p, q); i.e., the input assump-
tions ¢ are the weakest conditions on the environment of the composite interface
M]||N which guarantee the input assumptions of both components. Algorithms
for checking compatibility and computing the composition of A/G interfaces are
given in [3]. These algorithms use the game representation of interfaces.

3 Resource Interfaces

Let Zoo = Z U {£o0}. A resource algebra is a tuple A = (L, ®, ©) consisting of:

— A set L of resource labels, each signifying a level of consumption or produc-
tion for a set of resources.
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— A binary composition operator &: L? — IL on resource labels.
— A walue function ©: LY — Z.,, which assigns an integer value (or infinity)
to every infinite sequence of resource labels.

A resource interface over A is a pair R = (M, \) consisting of an A/G interface
M=1{,,Q,q,-, ) and a labeling function A: Q — L, which maps every state
of the interface to a resource label. The size of the resource interface is |R| =
|M| + > ,colM@)], where [£] is the space required to represent the label ¢ € L.
The runs of R are the runs of M, etc. Given a run 7 = qo, (vj, v8), q1, (vi, %), ...,
we write A(m) = A(qo), A(q1),... for the induced infinite sequence of resource
labels. Given a state ¢ € @, the value at g is the minimum value that player
Input can achieve for the outcome of the game from ¢, irrespective of the moves
chosen by player Output: val(q) = inf,ic s Supgoe o O(A(out(q, 0%, 0°))). The
state g is A-compliant, for A € Zoo, if val(q) < A. We write Q% C @ for the
set of A-compliant states. The resource interface R is A-compliant if the initial
state ¢ is A-compliant, and the value of R is val(g).

Given two resource interfaces R = (Mg, Ar) and S = (Mg, Ag) over the
same resource algebra A, define \: Qr x Qg — L such that \(p,q) = A\r(p) &
As(q). The resource interfaces R and S are A-compatible, for A € Z, if (1) the
underlying A/G interfaces Mp and Mg are compatible, and (2) the resource
interface (Mg| Mg, A) over A is A-compliant. Note that A-compatibility does not
require that both component interfaces R and S are A-compliant. Indeed, if R
consumes a resource produced by S, it may be the case that R is not A-compliant
on its own, but is A-compliant when composed with S. This shows that different
applications call for different definitions of composition for resource interfaces,
and we refrain from a generic definition. We use, however, the abbreviation
RIS = (M| Ms, \).

The class of resource interfaces over a resource algebra A is denoted R[A].
We present four examples of resource algebras and the corresponding interfaces.

Pure Threshold Interfaces. The resource labels of a threshold interface spec-
ify, for each state ¢, an amount A(q) € N of resource usage in ¢ (say, power
consumption). When the states of two interfaces are composed, their resource
usage is additive. The number A > 0 provides an upper bound on the amount
of resource available at every state. A state g is A-compliant if player Input can
ensure that, when starting from ¢, the resource usage never exceeds A. The value
at ¢ is the minimum amount A of resource that must be available at all states
for ¢ to be A-compliant. Formally, the pure threshold algebra A! is the resource
algebra with L' = N and &' = + and ©*(ng,ni,...) = supj nk. The resource
interfaces in R[A] are called pure threshold interfaces. Throughout the paper,
we assume that all numbers, including the state labels A(q) of pure threshold
interfaces as well as A, can be stored in space of a fixed size. It follows that the
size of a pure threshold interface R = (M, \) is equal to the size of the underlying
A/G interface M.
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Fig. 1. Games illustrating the four classes of resource interfaces.
Example 1. Figure shows the game associated with a pure threshold
interface. For simplicity, the example is a turn-based game in which player Input
makes moves in circle states, and player Output makes moves in square states.
The numbers inside the states represent their resource labels. The solid arrows
show the moves available to the players, and the dashed arrows indicate the
optimal strategies for the two players. Note that at the initial state A, state E
is a better choice than C for player Input in spite of having a greater resource
label. It is easy to see that the value of the game (at A) is 15. O

Biichi Threshold Interfaces. While pure threshold interfaces ensure the safe
usage of a threshold resource, they may allow some systems to never use the
resource by not doing anything useful. To rule out this possibility, we may aug-
ment the pure threshold algebra with a generalized Biichi objective, which re-
quires that certain state labels be visited infinitely often. A state ¢, then, is
A-compliant if player Input can ensure that, when starting from ¢, the Biichi
conditions are satisfied and resource usage never exceeds A. The formal defini-
tion of Biichi conditions within a resource algebra is somewhat technical. The
Biichi threshold algebra At is defined as follows, for a fixed set of labels L:

— LY consists of triples (n,a, 3) € N x 2¢ x 2%, where n € N indicates the
current level of resource usage, a C L is a set of state labels that each need
to be repeated infinitely often, and § C L is the set of state labels that are
satisfied in the current state.

- (na,p) @ (', ) = (n+n/;awa, fu ).

— We distinguish two cases, depending on whether or not the generalized Biichi
objective is violated: ©% ((ng, g, Bo), (n1,a1,31),...) = +oo if there is an
¢ € a9 and a k > 0 such that for all j > k, we have ¢ ¢ (3;; otherwise,

9“((710, ao, Bo), (n1, 01, B1),...) = SUPg>q k-

The resource interfaces in R[A%?] are called Biichi threshold interfaces. The num-
ber of Biichi conditions of a Biichi threshold interface R = (M, \) is |&|, where
& is the second component of the label A(G) for the initial state § of M.

Example 2. Figure shows a Biichi threshold game with a single Biichi
condition. The graph is the same as in Example[Il. The states with double borders
are Biichi states, i.e., one of them needs to be repeated infinitely often. Note that
the optimal output strategy at E has changed, because C is a Biichi state but H
is not. This forces player Input to prefer at A state F over E in order to satisfy
the Biichi condition. The value of the game is now 19. O
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Pure Energy Interfaces. The resource labels of an energy interface specify, for
each state ¢, the amount of energy A(¢q) € Z that is produced (if A(¢) > 0) or con-
sumed (if A(¢) < 0) at g. When the states of two interfaces are composed, their
energy expenditures are added. The number A > 0 provides the initial amount of
energy available. A state ¢ is A-compliant if player Input can ensure that, when
starting from ¢, the system can run forever without the available energy dropping
below 0. The value at ¢ is the minimum amount A of initial energy necessary
for ¢ to be A-compliant. Formally, the pure energy algebra A€ is the resource
algebra with L¢ = Z and ©° = + and ©°(do,d1,...) = —infr>0 Y o< ey dj-
The resource interfaces in R[A¢] are called pure energy interfaces. To character-
ize the complexity of the algorithms, we let the mazimal energy consumption of
a pure energy interface R = (M, \) be 1 if A(q) > 0 for all states ¢ € @, and
— mingeq A(g) otherwise.

Example 3. Figureshows a pure energy game. Player Input has a strat-
egy to run forever when starting from the initial state A with 9 units of energy,
but 8 is not enough initial energy; thus the game has the value 9. ad

Reward Energy Interfaces. Some systems have the possibility of saving en-
ergy by doing nothing useful. To rule out this possibility, we may use a Biichi
objective as in the case of threshold interfaces. For variety’s sake, we provide a
different approach. We label each state ¢ not only with an energy expenditure,
but also with a reward, which represents the amount of useful work performed
by the system when visiting q. A reward energy algebra specifies a minimum
acceptable reward A. A state ¢, then, is A-compliant if player Input can ensure
that, when starting from ¢ with energy A, the reward A can be obtained without
the available energy dropping below 0. For A € N, the A-reward energy algebra
"¢ is defined as follows:

— L™ = Z x N. The first component of each resource label represents an energy
expenditure; the second component represents a reward.

— {dyn) @™ (') = (d+d',n+ ).

— There are two cases: O)((do,no), (d1,n1),...) = +oo if 37,5 4n; <
A; otherwise, let k" = ming>o(Xg<j<pny = A) and define
O% ({do, o), (d1,m1), ... ) = —info<k<rs D << di-

The resource interfaces in R[A’Y] are called A-reward energy interfaces. The
mazximal energy consumption of a reward energy interface is defined as for pure
energy interfaces, with the proviso that only the energy (i.e., first) components
of resource labels are considered.

Example 4. Figure shows a A-reward energy game with A = 1. The num-
bers in parentheses represent rewards; states that are not labeled with paren-
thesized numbers have reward 0. The optimal choice of player Input at state A
is E, precisely the opposite of the pure energy case. If player Output chooses G
at E, then the reward 1 is won, and player Input’s objective is accomplished. If
player Output instead chooses H at E, then 4 units of energy are gained in the
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cycle A,E,H,A. By pumping this cycle, player Input can gain sufficient energy to
eventually choose the path A,C¢,D and win the reward 1. Hence the game has the
value 5. Note that this example shows that reward energy games may not have
memoryless winning strategies. a

4 Algorithms

Let A be a resource algebra. We are interested in the following questions:

Verification Given two resource interfaces R,S € R[A], and A € Z,, are R
and S A-compatible?

Design Given two resource interfaces R, S € R[A], for which values A € Z
are R and S A-compatible?

To answer these questions, we first need to check the compatibility of the under-
lying A/G interfaces My and Mg. Then, for the qualitative verification question,
we need to check if the resource interface R||S € R[A] is A-compliant, and for
the quantitative design question, we need to compute the value of R||S. Below,
for A € {A!, At A¢ A"} we provide algorithms for checking if a given resource
interface R € R[A] is A-compliant, and for computing the value of R. We present
the algorithms in terms of the game representation Gr = (Q,§,7%,7°,9) of the
interface. The algorithms have been implemented in our tool CHic [12].

Pure Threshold Interfaces. For n € N, let Q<, = {¢ € Q | A(q) < n}.
For A > 0, a pure threshold interface R is A-compliant iff player Input can
win a game with the safety objective of staying forever in Q<. Such safety
games can be solved as usual using a controllable predecessor operator CPre:
2@ — 29 defined for all X C Q by CPre(X) = {qg € Q | 3v' € v'(q).Vv° €
7°(q). 8(g,v*,v°) € X}. The set of A-compliant states can then be written as the
limit QY = limy_oc X of the sequence defined by Xy = @ and, for k > 0, by
Xk+1 = Q<a N CPre(Xy). This algorithm can be written in p-calculus notation
as QX = vX.(Q<a N CPre(X)), where v is the greatest fixpoint operator.

To compute the value of R, we propose the following algorithm. We introduce
two mappings Imaz: 2¢ — N and below: 2¢ — 29. For X C Q, let Imax(X) =
max{A(q) | ¢ € X} be the maximum label of a state in X, and let below(X) =
{g € X | Mgq) < lmaz(X)} be the set of states with labels below the maximum.
Then, define Xy = @ and, for k£ > 0, define Xj11 = vX. (below(Xy) N CPre(X)).
For k > 0 and ¢ € Xj \ Xi+t1, we have val(q) = Imax(Xy).

While it may appear that computing the fixpoint vX.(Q<a N CPre(X))
requires quadratic time (computing CPre is linear in |R|, and we need at most
|Q| iterations), this can be accomplished in linear time. The trick is to use a
refined version of the algorithm, where each move pair (v?,v°) is considered at
most once. First, we remove from the fixpoint all states ¢’ such that \(¢") > A.
Whenever a state ¢’ € ) is removed from the fixpoint, we propagate the removal
backward, removing for all ¢ € Q any move pair (v*,v°) € (v¢(q),7°(q)) such
that §(q,v*,v°) = ¢’ and, whenever (v¢,v°) is removed, removing also (v?, 9°) for
all 9° € 4°(q). The state ¢ is itself removed if all its move pairs are removed. Once
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the removal propagation terminates, the states that have not been removed are
precisely the A-compliant states. In order to implement efficiently the algorithm
for computing the value of a threshold interface, we compute Xy from Xy,
by removing the states having the largest label, and then back-propagating the
removal. In order to compute below(Xy) efficiently for all k, we construct a list
of states sorted according to their label.

Theorem 1. Given a pure threshold interface R of size n, and A € Z,, we
can check the A-compliance of R in time O(n), and we can compute the value
of R in time O(n -logn).

Biichi Threshold Interfaces. Given a Biichi threshold interface R, let A(§) =
(i, a,3), |a] = m, and & = {o1,00,...,am}. Let Bi = {g € Q | Aq) =
(n9,a?,89) and «; € B9} be the i-th set in the generalized Biichi objective, for
1 <i < m. We can compute the set of A-compliant states of R by adapting the
fixpoint algorithm for solving Biichi games [5] as follows. Given two sets Z,T C @
of states, we define Reach(Z,T) C @ as the set of states from which player Input
can force the game to T while staying in Z. Formally, define Reach(Z,T) =
limg o0 Wi, where Wy = 0 and Wiy = Z N (T U CPre(Wy)) for k > 0. Then,
for Z C Q and 1 < i < m, we compute the sets Y C @ as follows. Let
i’ = (¢ mod m)+ 1 be the successor of i in the cyclic order 1,2,... ,m,1,...
Let Yj = @Q, and for j > 0, let Y},, = Reach(Z, B" N CPre(}/ji/)). Intuitively,
the set in+1 consists of the states from which Input can, while staying in Z,
first reach B* and then go to YJZ/ For 1 < i < m, let the fixpoint be Y? =
lim; o Y} from Y, Input can reach B while staying in Z; moreover, once at B’,
Input can proceed to e, Hence, Input can visit the sets B', B2,... ,B™, B, . ..
cyclically, satisfying the generalized Biichi acceptance condition. Denoting by
GBiichi(Z,B',... ,B™) = Y' UY?2U...UY™, we can write the set of A-
compliant states of the interface as Q% = GBiichi(Q<a, B',... ,B™).

The algorithm for computing the value of a Biichi threshold interface can
be obtained by adapting the algorithm for A-compliance, similarly to the
case for pure threshold interfaces. Let Xg = @, and for k& > 1, let Xpy1 =
GBiichi(below(X},), BY,... ,B™). Then, for a state ¢ € X \ Xpi1, we have
val(q) = Imax(Xy).

Since the set Reach(Z,T) can be computed in time O(m - |R|), using again
a backward propagation procedure, the computation of the set of A-compliant
states of the interface requires time O(m - |R|?), in line with the complexity for
solving Biichi games. The value of Biichi threshold games can also be computed
in the same time. In fact, Y for iteration k + 1 (denoted Yi(k + 1)) can be
obtained from Y for k (denoted Y(k)) by Y¢(k + 1) = Yi(k) and, for j > 0,
by Vi, (k + 1) = Reach(X), N Y'(k), B N CPre(Y} (k + 1))). We then have
YVi(k +1) = lim; o Y/ (k + 1). Hence, for 1 < i < m, the sets Y*(0), Y*(1),
Y#(2), ... can be computed by progressively removing states. As each removal
(which requires the computation of Reach) is linear-time, the overall algorithm
is quadratic.
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Theorem 2. Given a Bichi threshold interface R of size n with m Bichi
conditions, and A € Zs, we can check the A-compliance of R and compute its
value in time O(n? - m).

Pure Energy Interfaces. Given a pure energy interface R, the value at state
q € Q is given by val(q) = inf,icxi SUP oc 50 {O (A out(q, o, 0°)))}. To compute
this value, we define an energy predecessor operator EPre: (QQ = Zoo) — (Q —
Zoo), defined for all f: Q — Zs and g € Q by

EPre(f)(g) = —A(g) + max{0, min —max f(d(g,v",v°))}.
viey(q) veer(q)

Intuitively, EPre(f)(q) represents the minimum energy Input needs for perform-
ing one step from ¢ without exhausting the energy, and then continuing with
energy requirement f. Consider the sequence of functions fo, f1,...: Q@ — Zeo,
where fy is the constant function such that fo(¢) = —oo for all ¢ € @, and
where fr11 = EPre(fy) for k > 0. The functions in the sequence are pointwise
increasing: for all ¢ € @Q and k > 0, we have fr(¢) < fr+1(q). Hence the limit
fe = limg_ o fi (defined pointwise) always exists. From the definition of EPre,
it can be shown by induction that f.(¢) = val(g). The problem is that the se-
quence fy, f1,... may not converge to f, in a finite number of iterations. For
example, if the game has a state ¢ with A(¢) < 0 and whose only transitions
are self-loops, then f.(q) = 400, but the sequence fo(q), f1(q), .. never reaches
+00. To compute the limit in finitely many iterations, we need a stopping cri-
terion that allows us to distinguish between divergence to +oo and convergence
to a finite value. The following lemma provides such a stopping criterion.

Lemma 1. For all states q of a pure energy interface, either val(q) = +oo or
val(q) < =3, comin{0, A(p)}.

This lemma is proved in a fashion similar to a theorem in [4], by relating the
value of the energy interface to the value along a loop in the game. Let v =
=2 e min{0, \(p)}. If fx(g) > v for some k > 0, we know that f.(q) = +oo.
This suggests the definition of a modified operator ETPre: (Q — Zs) — (Q —
Zso), defined for all f: Q — Z, and g € Q by

EPre(f)(q) if EPre(f)(q) <v*,

+00 otherwise.

ETPre(f)(q) = {

We have f. = limg_,o fx, where fo(¢) = —oo for all ¢ € Q, and fry1 =
ETPre(fy) for k > 0. Moreover, there is k € N such that f; = fr41, indi-
cating that the limit can be computed in finitely many iterations. Once f, has
been computed, we have val(q) = f.(q) and Q% = {q € Q | f.(¢q) < A}

Let ¢ be the maximal energy consumption of R. We have v < |Q|-£. Consider
now the sequence fo, f1,... converging to fi: for all k > 0, either fr11 = fx (in
which case f. = fi and the computation terminates), or there must be ¢ € @
such that fx(q) < fr+1(g). Thus, the limit is reached in at most v+ -|Q| < |Q|*-¢
iterations. Each iteration involves the evaluation of the ETPre operator, which
requires time linear in |R|.
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Theorem 3. Given a pure energy interface R of size n with mazimal energy
consumption £, and A € Z,, we can check the A-compliance of R and compute
its value in time O(n® - {).

Reward Energy Interfaces. Given a A-reward energy interface R and A € Z,
to compute Q% and val, we use a dynamic programming approach reminiscent
of that used in the solution of shortest-path games [6]. We iterate over a set of
reward-enerqy allocations £: Q — ({0,... , A} = Z). Intuitively, for f € &,
qg € Q,and r € {0,...,A4}, the value f(q)(r) indicates the amount of energy
necessary to achieve reward r before running out of energy. For ej,es € Z,
let Mxe(e,es) = max{ey,es} if max{e;,es} < v, and Mxe(e,es) = +00
otherwise. For r € N, let Mxr(r) = max{0,r}. For ¢ € Q, use A(¢) = (d(q),n(q)).
We define an operator FRPre: £ — &£ on energy-reward allocations by letting
g = ERPre(f), where g € £ is such that for all ¢ € Q we have g(q)(0) = 0, and
for all r € {0,... , A — 1},

9(a)(r) = Mxe(—d(q), ~d(q) + min max f((g,v',v°))(Mxx(r - n(q)))).

vieyt(q) voer?(a)

Intuitively, given an energy-reward allocation f, a state ¢, and a reward r,
ERPre(f)(q)(r) represents the minimum energy to achieve reward r from state
q given that the next-state energy-reward allocation is f. Let fy € & be de-
fined by fo(q)(r) = +oo, for ¢ € @ and r € {0,...,A}, and for k > 0, let
Jr+1 = ERPre(fy). The limit f, = limy_, o fi (defined pointwise) exists; in fact,
for all ¢ € Q and r € {0,... , A}, we have fr11(¢)(r) < fr(q)(r). For all ¢ € Q,
we then have val(q) = f.(q)(A), and ¢ € Q% if f.(q)(A) < A.

The complexity of this algorithm can be characterized as follows. For all
g € Q,r € {0,...,4}, and f € &, the energy f(q)(r) can assume at most
1+ovT <1+ £-|Q| values, where £ is the maximal energy consumption in R.
Since each of these values is monotonically decreasing, the limit f. is computed
in at most O(|Q|* - £ - A) iterations. Each iteration has cost |R| - A.

Theorem 4. Given a A-reward energy interface R of size n with maximal
energy consumption £, and A € Zo, we can check the A-compliance of R and
compute its value in time O(n3 - £ - A?).

5 Examples

We sketch two small case studies that illustrate how resource interfaces can be
used to analyze resource-constrained systems.

5.1 Distribution of Resources in a Lego Robot System

We use resource interfaces to analyze the schedulability of a Lego robot control
program comprising several parallel threads. In this setup, player Input is a
“resource broker” who distributes the resources among the threads. The system
is compatible if Input can ensure that all resource constraints are met.
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The Lego Robot. We have programmed a Lego robot that must execute vari-
ous commands received from a base station through infrared (ir) communication,
as well as recover from bumping into obstacles. Its software is organized in 5 par-
allel threads, interacting via a central repository. The thread Scan Sensors (S)
scans the values of the sensors and puts these into the repository, Motion (M)
executes the tasks from the base station, Bump Recovery (B) is executed when
the robot bumps into an object, Telemetry (T') is responsible for communication
with the base station and the Goal Manager (G) manages the various goals.
There are 3 mutex resources: the motor (m), the ir sensor (s) and the central
repository (¢). Furthermore, energy is consumed by the motor and ir sensor. We
model each thread as a resource interface; our model is open, as more threads
can be added later.

Checking Schedulability Using Pure Threshold Interfaces. First, we dis-
regard the energy consumption and consider the question whether all the mutex
requirements can be met. To this end, we model each thread i € {S, M, B, T, G}
as a threshold interface (M?, \?) with threshold value A = 1. The resource la-
beling A\ = (AL, AL, \Y) is such that A% (q) indicates whether, in state g, thread
i owns resource R. The underlying A/G interface M; has, for each resource
R € {m,c, s}, a boolean input variable gry, (abbreviated R in the figures) indi-
cating whether Input grants R to i. We also model a resource interface (M ¥, \F)
for the environment, expressing that bumps do not occur too often. This inter-
face does not use any resources, i.e. \Z(q) = 0 for all states ¢ and all resources R.
These resource interfaces are 1-compatible iff all mutex requirements are met [

Due to space limitations, Figure 2 only presents the A/G interfaces for Mo-
tion and Goal Manager; the others be modeled in a similar fashion. Also, rather
than with p(p, q), we label the edges p(p,q) A ¢*(p) A ¢°(q). The tread Motion
in Figure (2a) has one boolean output variable finy, indicating whether it has
finished a command from the base station. Besides the input variables gr, grM
and ¢grM discussed above, Motion has an input variable fr controlled by Scan
Sensors that counts the steps since the last scanning of the sensors. In the initial
location My, Motion waits for a command go from the Goal Manager. Its in-
put assumption is —=m A —¢, indicating that Motion needs neither the motor nor
the repository. When receiving a command, Motion moves to the location wait,
where it tries to get hold of the motor and of the repository. Since Motion needs
fresh sensor values, it requires fr < 2 to move on the next location; otherwise it
does not need either resource. In the locations goi, goo and gos, Motion executes
the command. It needs the motor and repository in go;, and the motor only in
gos and gos. If, in locations go; or gos, the motor is retrieved from Motion (input
—m A —¢, typically if Bump Recovery needs the motor), the thread goes back
to location wait. When leaving location gos, Motion sets finy; = T, indicating
the completion of a command. We let finy; = F on all other transitions. The
labeling AM for » € R is given by: AM(go1) = AM(go2) = AM(go3) = \M(goy).

! Note that the resource compliance of (Biichi) threshold games with multiple resource
labelings can be checked along the same lines as the resource compliance of threshold
games with single resource labelings.
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—-mA-CA fing =T

-mA-cA-go —-mA-cAfr>2

(a) Motion. (b) Goal manager.
Fig. 2. A/G interfaces modeling a Lego robot.

AM(g) = 0 in all other cases. (Note that A\%(q) is derivable from gr%, by con-
sidering edges leading to ¢.) The interface for Goal Manager (Figure(2b)) has
output variables go and snd through which it starts up the threads Motion and
Telemetry in location Gy and then waits for them to be finished. It does not use
any resources.

Checking Schedulability Using Biichi Threshold Interfaces. The thresh-
old interfaces before express safety, but not liveness: the resource broker is not
forced to ever grant the motor to Motion or Telemetry, in which case they stay
forever in the locations wait or wait; respectively. To enforce the progress of the
threads, we add a Biichi condition expressing that the locations Gy should be
visited infinitely often. Thus, each state is a state label and we define the location
labeling of thread G' by x%(q) = (A\“(q),{Go},{q}) and for i € {S,M, B, T, E}
by k%(q) = (\(q),0,0), where A’ is as before. Then all mutex requirements can
be met, with the state Gy being visited infinitely often, iff the resource interfaces
are 1-compatible.

Analyzing Energy Consumption Using Reward Energy Interfaces. En-
ergy is consumed by the motor and the ir sensor. We define the energy expense
for thread i at state ¢ as A\i(q) = 5%, (q) + 2XAi(q), expressing that the motor
uses 5 energy units and the ir sensor 2. Currently, the system will always run
out of energy because it is never recharged, but it is easy to add an interface
for that. To prevent the system from saving energy by doing nothing at all, we
specify a reward. A naive attempt would be to assign the reward to each location
in each thread and sum the rewards upon composition. However, suppose that
the reward acquired per energy unit is higher when executing Motion than when
executing Telemetry. Then, the highest reward is obtained by always execut-
ing Motion and never doing Telemetry. This phenomenon is not a deficit of the
theory, it is inherent when managing various goals. Since the latter is exactly
the task of the goal manager, we reward the completion of a round of the goal
manager. That is, we put A(Gp) = 1 and A\.(¢) = 0 in all other cases. Then all
mutex requirements can be met, while the system never runs out of power, iff
the threshold interfaces interfaces (as defined before) are 1-compatible and their
composition is O-compliant as an energy reward interface.
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5.2 Resource Accounting for the PicoRadio Network Layer

The PicoRadio [I] project aims to create large-scale, self-organizing sensor net-
works using very low-power, battery-operated piconodes that communicate over
wireless links. In these networks, it is not feasible to connect each node individ-
ually to a power line or to periodically change its battery. Energy-aware rout-
ing [10] strategies have been found necessary to optimize use of scarce energy
resources. We show how our methodology can be profitably applied to evaluate
networks and synthesize optimal routing algorithms.

A PicoRadio Network. A piconet consists of a set of piconodes that can
create, store, or forward packets using multi-hop routing. The piconet topology
describes the position, maximal packet-creation rate, and packet-buffer capacity
at each piconode, and capacity of each link. Each packet has a destination,
which is a node in the network. A configuration of the network represents the
number of packets of each destination currently stored in the buffer of each
piconode. A configuration that assigns more packets to a node than its buffer
size is not legal. The network moves from one configuration to another in a round.
We assume that a piconode always uses its peak transmission capacity on an
outgoing link as long as it has enough packets to forward on that link. Wireless
transmission costs energy. Each piconode starts with an initial amount of energy,
and can possibly gain energy by scavenging.

We are given a piconet with known topology and initial energy levels at each
piconode. We wish to find a routing algorithm that makes the network satisfy a
certain safety property, e.g., that buffer overflows do not occur (or that when-
ever a node has a packet to forward, it has enough energy to do so). A piconet
together with such a property represents a concurrent finite-state safety game
between player Packet Generator, and player Router. Each legal configuration of
the network is represented by a game state; the state ERROR represents all illegal
configurations. The guarded state transitions reflect the configuration changes
the network undergoes from round to round as the players concurrently make
packet creation and routing choices under the constraints imposed by the net-
work topology. The state ERROR has a self-loop with guard T and no outgoing
transitions. The initial state corresponds to the network configuration that as-
signs 0 packets to each node. The winning condition is derived from the property
the network must satisfy. If player Router has a winning strategy o, a routing al-
gorithm that makes the network satisfy the given property under the constraints
imposed by the topology exists and can be found from o; else no such routing
algorithm exists. We present several examples.

Finding a Routing Strategy to Prevent Buffer Overflows. Let A(¢.) =0
for each state ¢. that represents a legal configuration ¢, and let A(ERROR) = 1.
If the pure threshold interface thus constructed is A-compliant for A = 0, then
a routing algorithm that prevents buffer overflow exists and can be synthesized
from a winning strategy for player Router.

Finding the Optimal Buffer Size for a Given Topology. We wish to find
out the smallest buffer capacity (less than a given bound) each piconode must
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have so that there exists a routing algorithm that prevents buffer overflows. Let
Age) = max; Yy, ; Cij for all nodes ¢ and packet destinations j, where ¢;; is the
number of packets with destination j in node i in configuration c¢. The value of
the pure threshold interface thus constructed gives the required smallest buffer
size.

Checking if the Network Runs Forever Using Energy Interfaces. We
wish to find if there exists a routing algorithm Ay that enables a piconet to
run forever, assuming each piconode starts with energy e. Let e,. be the en-
ergy scavenged by a piconode in each round. Let A(g.) = es. — max; Zj (p-
min(c;;, 1;(r;(4)))), where g, i, j, and ¢;; are as above, p is the energy spent to
transmit a packet, [;(z) is the capacity of the link from node 4 to node x, and r;
is the routing table at node i; and A(ERROR) = —1. If the pure energy interface
thus constructed is A-compliant for A = e, then Ay exists and is given by the

Router strategy.

Finding the Minimum Energy Required to Achieve a Given Lifetime.
We wish to find the minimum initial energy e such that there exists a routing
algorithm A, that makes each piconode run for at least r rounds. Let A(gq.) =
(ec, 1), where e, is the energy label of configuration ¢. defined in the pure energy
interface above, and 1 is a reward; and A\(ERROR) = (—1,0). For A = r, the
value of the A-reward energy interface thus constructed gives e, and the Router
strategy gives A,.
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Abstract. Clocks in synchronous data-flow languages are the natural
way to define several time scales in reactive systems. They play a funda-
mental role during the specification of the system and are largely used
in the compilation process to generate efficient sequential code. Based
on the formulation of clocks as dependent types, the paper presents a
simpler clock calculus reminiscent to ML type systems with first order
abstract types a la Laufer & Odersky. Not only this system provides
clock inference, it shares efficient implementations of ML type systems
and appears to be expressive enough for many real applications.

1 Introduction

1.1 Synchronous Data-Flow Programming

Synchronous languages have been introduced to deal with real-time systems, that
is, systems requiring the ability to react to their environnement in bounded time
and memory. These languages introduce a discrete and logical notion of time.
In this logical time, events and the reaction of the system to their occurences
have to be simultaneous and instantaneous. This hypothesis of instantaneous
reaction, called the synchronous hypothesis, allow a concurrent but deterministic
description of systems and efficient compilation of programs into sequential code.

Several languages have been designed on top of the synchronous hypoth-
esis, imperative ones (ESTEREL [§]), graphical ones (ARGOs [18], SYNCCHA-
RTS [1], PTOLEMY [7]) or data-flow ones (LUSTRE [14], SiaNAL [3], LuCID SYN-
CHRONE [23I[T1]). Synchronous data-flow languages manage (possibly) infinite
sequences or streams as primitive values. Synchrony appears naturally in this
model: streams are time indexed sequences and at time n, every stream takes
its n'" value. Synchronous data-flow languages have proved to be well adapted
to the design of sampled systems.

LusTRE [I4] has been successfully used by several industrial companies to
implement safety critical systems in various domains like nuclear plants, civil
aircrafts, transport and automotive systems. All these developments have been
done using SCADE, a graphical environment based on LUSTRE and distributed
by Esterel Technologies [25].
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1.2 Clocks

Synchronous systems can be described as the parallel composition of several pro-
cesses [4]. Naturally, there arises a need to compose several processes computed
on different rates. Rates in synchronous data-flow programming find a natural
expression: the logical time defines the fastest possible rate in the system, called
the base clock. All the other rates, or clocks, are derived from the base clock.
The other clocks are slower than the base clock and are obtained by stating that
a stream, on a given instant of the logical time, can be either absent or present.
In the following example, x and y are two streams, and y is twice slower than x:

x[ 0123456 ...
vlo 1 2 3..

However, combining streams on different rates, such as x and y, can be tricky.
In general, some synchronisation mechanism using possibly unbounded memory
may be needed at run-time if such combinations are allowed [§]. Thus, data-flow
synchronous languages provide a static analysis, checking that all combination
of streams, even on different rates, can be evaluated without synchronisation
mechanism (i.e, buffering mechanism). This analysis is known as the clock cal-
culus.

Clocks have been originaly introduced in LUSTRE and SIGNAL. In this paper,
we focus our attention on the language LUCID SYNCHRONE. LUCID SYNCHRONE
is as an extension of LUSTRE with features from ML-like languages, while retain-
ing its fundamental properties: it is based on the same Kahn model [15]; it uses
clocks as a way to deal with several time scales in a real-time system and pro-
grams are compiled into finite memory transition systems. Moreover, it provides
powerfull extensions such as higher-order features, data-types, type and clock
inference. Being an extension of LUSTRE, the results presented in the paper can
be applied to LUSTRE as well. The language is used today by the SCADE team
at ESTEREL TECHNOLOGIES for the development of a new compiler of SCADE,
the industrial version of LUSTRE (see [12], for example).

1.3 Contribution

Previous works have shown that the clock calculus of LUSTRE could be defined as
a classical dependent type system [10]. This clock calculus has been implemented
in the first compiler of LUCID SYNCHRONE (in 1996) and has proved to be both
simple and expressive. It has served as a basis to implement a clock verifier
inside a compiler for SCADE at Esterel Technologies (in 2001). This compiler
has been used in experiments on real-size examples (more than 50000 lines of
code) and the dependent-based clock verifier appeared to be fast and satisfactory.
Finally, a shallow embedding of LUCID SYNCHRONE and its semantics into the
CoqQ [13] proof assistant has been realised, establishing a correctness proof of
the calculus [6].

Nonetheless, looking at real applications written in SCADE, we observed that
complex dependent clocks were not useful in many cases: most of the time,
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clocks are used locally in the so-called activation condition as a way to sample
a process and clock inference could be obtained with a simpler calculus. Thus,
this paper presents a new clock calculus which is expressive enough for most
applications found in SCADE. This calculus is based on classical Hindley-Milner
type systems [20] with a restricted form of existential types as proposed by
Laufer & Odersky [16]. This calculus shares efficient implementation techniques
of ML type systems, it provides higher-order features and clock inference which
is mandatory in a graphical environment such as SCADE.

Section ] gives an overview of this new calculus. Examples will be given in
LucIiD SYNCHRONE syntax f. Examples will be kept first order such that they
can be easily translated to LUSTRE syntax. In section B] we define a (higher-
order) synchronous data-flow kernel on which LUCID SYNCHRONE is based and
give it a Kahn semantics and a synchronous data-flow semantics. Section Hl is
devoted to the clock calculus presentation. Section [l illustrates its expressiveness
on some typical examples. In section[d, we discuss related works and we conclude
in section

2 Overview

As any synchronous data-flow language, LUCID SYNCHRONE is buit on top of
a host languageﬁ used for writting primitive computations overs streams. Pro-
grams are written in an ML syntax but every ground type and value imported
from the host language is implicitly lifted to streams. For example, int stands
for the type of sequence of integers, 1 stands for the constant stream of values
1; + adds point-wise its two input streams and if/then/else is the point-wise
conditional.

In the sequel we give on the right the graphical representation of some of the
primitives in SCADE.

1 1 1 1
X i) T X2
y Yo Y1 Y2 oo
X+y To+Yo X1 +Y1 T2+ Y2 ...
c t f t
if c then x else y To Y1 T9

Furthermore, pre (for “previous”) is an instant delay operator and -> is an
initialization operator. The first value of pre y is undefined and noted nilf. fby
is the initialised delay@ and satisfies x fby y = x -> prey.

1A tutorial of LUCID SYNCHRONE is available at
www-spi.lip6.fr/lucid-synchrone.html.

2 OcaML [I7] in the case of LUCID SYNCHRONE.

3 An initialisation analysis may check that the result of a program does not depend
on these nil values [12].

* The operator was first introduced in Lucip [2].
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X >y | ToYryz... — >
pre y nil yo y1 - .- % 1 z
x by y| @0 Yo y1 ... =

W

For example, we can compute the sum (such that, s, = X7 x;) of an input
sequence x buy writting:

let sum x = s where
rec s

X -> pre s + X
node sum : int -> int
node sum :: ’a -> ’a

and the function which computes the minimum and the maximum of an input
sequence:

let bounds x = (min, max) where
rec min = x -> if x < pre min then x else pre min
and max = x -> if x > pre max then x else pre max
node bounds : ’a -> ’a * ’a
node bounds :: ’a —-> ’a * ’a

The two bounds are initialised to x and are modified step by step according to
the current value of x. When this text is compiled, we obtain for each function a
declaration (called node as in LUSTRE), the type (“:”) and clock inferences (“::”).
For example, the clock ’a -> ’a states that the function sum is length preserv-
ing: it returns a value every time it receives an input. Clocks are introduced
below.

when is the down-sampling operator of LUSTRE which allows to extract a
sub-stream from a stream according to a condition, i.e. a boolean stream.

base

t
t

t t t ...
c f ft... [T
X o T] T2 T3 ... °
I—iEN s
x when c X1 xs ... % t -

base onc| f t f t ...

The sampling operator introduces clock types. These clock types specify time
behavior of stream programs.

The clock of a sequence s is a boolean sequence giving the instants where
s is defined. Among these clocks, the constant boolean sequence base denotes
the base clock of the system: a sequence on the base clock is present at every
instant. In the above diagram, the current value of x when c is present when x
and c are present and c is true. Since x and ¢ are on the base clock true, the
clock of x when c is noted base on c. Now the sum function can be used at a
slower rate by down-sampling its input stream:

let sc x ¢ = sum (x when c)
node sc : int -> clock -> int
node sc :: ’a => (_c0:’a) -> ’a on _cO
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sc has a function clock which follows its type structure. This clock says that
for any clock ’a, if the first argument x of the function has clock ’a and the
second argument named _cO has clock ’a, then the result is on clock ’a on _c0
(variables are renamed in the clock type to avoid name conflicts). An expression
on clock ’a on _cO is present when the clock ’a is true and the boolean stream
_c0 is present and true.

Now, the sampled sum can be instanciated with an actual clock. We first
define a periodic clock which is true one instant of ten.

(* a sampler that counts modulo n *)
let sample n = ok where
rec cpt = 0 -> if pre cpt = n - 1 then O
else pre cpt + 1
and ok = cpt = 0
node sample : int -> bool
node sample :: ’a -> ’a

(* defining a periodic 1/10 clock *)
let clock ten = sample 10

node ten : clock

node ten :: ’a

let sum_one_over_ten x = sc x ten
node sum_one_over_ten : int -> int
node sum_one_over_ten :: ’a -> ’a on ten

Thus, sum_one_over_ten x computes the sum of the sub-stream (Z10n)nemw-
Here, boolean streams used to sample a stream have to be first introduced with
the special construction let clock.

Programs must satisfy some clock constraints, as examplified on the follow-
ing:

let unbounded x = x + (x when ten)

> z + (z when ten)

s Ammcssanaa

This expression has clock ’b on ten, but is used with clock ’b.

which adds the stream x to the sub-sequence of x made by filtering nine item
over ten. Thus, it should compute the sequence (z,, + 10, )new which is clearly
not bounded memory. This is why this program is rejected when dealing with
real-time programming.

merge conversely allows slow processes to communicate with faster ones by
merging sub-streams into “larger” ones:

c ftft.. —

X To L1 ... 'c_

y Yo Y1 ... B =
merge C X y| Yo To Y1 L1 - - - 'v_ !
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The clock type of merge is:

let my merge c x y = merge c X y
node my_-merge : bool -> ’a -> ’a -> ’a
node my-merge :: (_c0:’a) -> ’a on _cO0 -> ’a on not _cO0 -> ’a

meaning that it combines complementary streams: when the second argument is
present, the third one is absent and conversely.

The following operator is a classical control engineering operator, available
in both the SCADE library and “digital” library of SIMULINK. This operator
detects a rising edge (false to true transition). The output becomes true as soon
as a transition has been detected and remains unchanged during number0fCycle
cycles. The output is initially false and a rising edge occuring while the output
is true is detected. In LUCID SYNCHRONE syntax, this is written:

let count down (reset, n) = cpt where
rec cpt = if reset then n else (n -> pre (cpt - 1))

let risingEdgeRetrigger rer_Input numberOfCycle = rer_Output where
rec rer Output = (0 < v) & (c or count)
and v = merge clk (count_down ((count,number0OfCycle) when clk))
((0 fby v) whenot clk)
and c = false fby rer_Output
and clock clk = ¢ or count
and count = false -> (rer_Input & pre (not rer_Input))

When a clock name is introduced with the let clock constructor, the name is
considered to be unique and does not take into account the expression on the
right-hand side of the 1let clock. Thus, the following program is rejected:

let clock ¢ = true in
let v = 1 when c¢ in
let clock ¢ = true in
let w = 1 when c in
vV +w
> v+
>
This expression has clock ’a on ?_cO, but is used with clock ’a on ?_.cl.

y =

We stop the introductory examples here. Other examples can be found in the
distribution [23]. Section [ will give more examples of programs accepted (and
rejected) with the proposed system. The main idea of this system is to replace
expressions in clocks by abstract names introduced with the particular construc-
tion 1let clock. This is in contrast with previous versions of LUCID SYNCHRONE
(as well as LUSTRE) where any boolean could be used to sample a stream. In
term of a type system, the resulted clock calculus corresponds to a standard
Hindley-Milner type system with a limited form of existential quantification as
proposed by Laufer & Odersky [16]: the let clock construction corresponds to
the access threw a let binding to a value belonging to an existential type.
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3 A Synchronous Kernel and Its Semantics

We present here the core language used in this paper. It is a higher-order func-
tional language over streams enriched with special operators for manipulating
these streams:
e ==1i|xz|oplee)lefbye
| e when e | e whenot e | merge e e e
|e(e) | Az.e|recx=e|letx=eine
| let clock x =e ine
| (e,e) | fst e|snd e
i u=true|false|0]...
op =+ ..

An expression e may be an immediate constant (i), a variable (z), a point-wisely
application of an operator to a tuple of inputs (op(e, e)) B, an application of an
initialised delay (£by) , an application of sampling operators (when and whenot)
or the combination operator (merge), an application (e(e)), an abstraction Ax.e,
a local definition (let = e in e), a local definition of a clock (let clock = =
e in e), a recursive expression (rec x = e), a pair (e, e) or an application of one
of the pair access functions (fst and snd).
Other classical operators can be derived from this kernel. For example:

if x then y else z = let clock ¢ = z in merge ¢ (y when ¢) (z whenot c)
T ->y = if true fby false then x else y
prezx = ml foy x

-> is the initialisation operator and pre (for “previous”) is the un-initialised
delay. nil denotes any value with the correct type.

3.1 Data-Flow Kahn Semantics

We first give our core language a classical Kahn semantics [15] on sequences [
Let T% be the set of finite or infinite sequences of elements over the set T
(T¥ = T* 4+ T°°). The empty sequence is noted € and z.s denotes the sequence
whose head is = and tail is s. Let < be the prefix order over sequences, i.e.,
x <y if z is a prefix of y. The ordered set (T%, <) is a cpo. If f is a continuous
mapping from sequences to sequences, we shall write fiz f for the smallest fix
point of f.

If Ty, Ty, ... are sets of scalar values (typically values imported from a host
language), we define the domain V' as the smallest set containing T;* and closed
by product and exponentiation.

For any assignment p (mapping values to variable names) and expressions e,
we define the denotation of an expression e by S,(e). We first give an interpre-
tation over sequences to every data-flow primitive and constant streams. Their
definition is given in figure [1

5 For simplicity, we only consider binary operators in this presentation.
5 This operator has been first introduced in Lucip [2].
" We keep here the original notation.
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i

op” (s1,s2)
op™ (v1.51,v2.52)

= 4"
eif s =€eor so —=¢

(v1 op va).0p¥ (s1, 52)

=€
v.Ys

£by” (c, ys)
fby? (v.xs, ys)

€if s =€or so=c¢
vl.(when#(sl, 82))
when# (s1,82)

when? (s1,82)

when# (v1.81, true.s2)
when#(vl.sl,false.SQ)
merge#(51,52,53) €if s1 =€or sy =eors3=c¢
merge” (true.s1, va.sa, 53)
merge” (false.s1, 2, v3.53)

V2 .merge# (81 ) 52, 83)

v3.merge# (81, 52, 83)

Fig. 1. Data-flow Kahn semantics

immediate values (7) are lifted into infinite constant streams.

operations are applied point-wisely to their arguments.

the initialised delay (fby) conses the head of its first input to its second
input.

when and merge are filtering and combination operators overs sequences.
The operation when emits a sub-sequence of its inputs corresponding to the
instants where the condition is true. The operation merge merges two sub-
sequences into a sequence: it emits the current value of its second inputs
when the condition is true and the current value of its third input when the
condition is false.

e1))(S
fby#( ( 1), 5,
when#( H(e1), S
when” (S h(e1), S
merge#( H(e1),

p(€2))

(62))
p(e2))
»(not ey ))

Sple2), Sp(e

Sy(op(er, e2)
Sy(e1 £by ez
Sy(e1 when ey
S,(e1 whenot ey

3))

plz<S, (el)](6 )
Ay.S zey]( e)
)( b(e2)
09 ( 1), 5
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p(e2))
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) =1
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We can easily check that the primitives are continuous for the prefix order. The
denotational semantics for other constructions is defined as usual (see [24]). We
recall it here shortly.

The semantics gives meaning to any Kahn network. Nonetheless, it is well
known that simple data-flow networks cannot always be executed in bounded
memory even when they are only composed of bounded memory operators. This
problem appears when non length preserving functions (i.e, sampling functions)
are considered [8] and has been exemplified in section 2]

3.2 Synchronous Data-Flow Semantics

In order to model synchronous execution, we describe a lower level data-flow
semantics where absence of a stream is made explicit. The set of instantaneous
values is enrichied with a special value abs representing the absence. The set
of finite and infinite sequences of values belonging to T complemented with the
absent value is noted T% . where T, = T'U {abs}. That is:

Stream (T') = T.Stream (T') + €
Value (T) =abs+T
Clocked-Stream (T') = Stream (Value (T'))
Clock = Stream (bool)

A clocked stream (element of Clocked-Stream (T')) is made of present or absent
values. We define the clock of a sequence s as a boolean sequence (without absent
values) indicating when a value is present:

clock (€) =
clock (abs.xs) = false.clock (xs)
clock (z.xs) = true.clock (xs)

We give a new interpretation to constant streams, to operators applied point-
wisely and to synchronous primitives. This interpretation is given in figure 2l and
is discussed below:

Constant Streams. This operator becomes polymorphic since it may produce
a value (or not) according to the environment. For this reason, we add an extra
argument giving its clock. Thus, i[s] denotes a constant stream with clock s.

Point-Wise Application. We must decide here what to do, in the case of a
binary operator, when only one of the argument is present. Three choices are
possible:

1. store the available value in a state variable implementing a FIFO queue until
the other input is present;

2. generate a run-time error;

3. reject statically this situation.
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i* ] =€

i* [true.cl] = v.i%[cl]

i*[false.cl] = abs.i?[cl]

Op#(81782) =ecif st =€or s9g =€
op#(abs.sl, abs.s2) = abs.op#(sl7 s2)
op#(vl.sl, V2.82) = (1 01)112)40173‘#(517 s2)
fby” (¢, ys) =€

foy” (abs.xs, abs.ys) = abs.fby” (xs,ys)

foy™ (x.xs,y.ys) = x.fby1% (y, zs, ys)
fby1# (v, €, ys) =c

fby1# (v, abs.zs, abs.ys) = abs.foy1# (v, zs,ys)
fboy1# (v, w.xs, 5.ys) = v.fby1%¥ (s, x5, ys)
when#(s1,32) =ecif s =€or s =€
when? (abs.xzs, abs.cs) = abs.when™ (xs, cs)
when™ (z.xs, true.cs) = z.when” (zs, cs)
when™ (z.xs, false.cs) = abs.when? (zs, cs)
merge#(sl,SQ,s;;) =¢€if sy =€or sp=¢€ors3=c¢
merge” (abs.cs, abs.xs, abs.ys) = abs.merge™ (cs, xs,ys)
merge” (true.cs, x.xs, abs.ys) = x.merge™ (cs,xs,ys)
merge™ (false.cs, abs.xs,y.ys) = y.merge” (cs,xs,ys)

Fig. 2. Synchronous data-flow semantics

In the context of real-time programming, and to be coherent with LUSTRE, only
the third solution is retained. The point-wise application of an operator (op)
needs its two arguments to be on the same clock. We need a static analysis —
a clock calculus — to insure this property. This analysis will be presented in
section [4

Delay (fby). fby (for “followed by”) is the unitary delay: it conses the head
of its first argument to its second argument. The arguments and the result of
fby must be on the same clock. £fby corresponds to a two-state machine: while
the two arguments are absent, it emits nothing and stays in its initial state fby.
When the two arguments become present, it emits its first argument and goes
into the new state fbyl storing the previous value of its second argument. In
this state, it emits a value every time its two arguments are present.

Sampling and Composition of Sequences (When and Merge). The sampling oper-
ator expects two arguments on the same clock. The clock of the result depends
on the boolean condition (c). If the argument have a clock (¢l), the clock of the
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result is (¢l on ¢) such that:

on (true.cl, true.cs) = true.on” (cl, cs)
on (true.cl, false.cs) = false.on? (cl, cs)
on (false.cl, abs.cs) = false.on™ (cl, cs)
on(cl, c) =cifcd=corc=c¢

We can notice that the clock is a simple sequence without absent values. The
definition of merge states that one branch must be present when the other is
absent.

Since this semantics is a partial semantics, we shall introduce clock con-
straints to reject programs which cannot be executed synchronously. This se-
mantics has been described in the proof assistant Coq [6]. The use of an explicit
absent value is part of the semantics of SIGNAL [2I]. Nonetheless, SIGNAL can-
not receive a Kahn semantics (functional and without absence) whereas in the
case of LUSTRE and LUCID SYNCHRONE, the use of absence is only done for
characterising networks which can be executed synchronously.

4 Clock Calculus

We present now the clock calculus as a type system. The goal of the clock calculus
is to produce jugments of the form H F e : ¢l meaning that “the expression e
has clock ¢l in the environment H”.

o ==V, ..., BuVay, ..., VX1, ..., Xg.cl n,m, k€ IN
cd w=c—=cdl|cdxc|fB]|s]|(c:s)

s u=Dbase|sonc|son notc|a
c ==X |n
H:=[x1:01,..,Zp : Oy

Clock types are decomposed into two categories, clock schemes (o) and clocks
(cl). Clock schemes are regular clocks quantified over clock type variables (3),
stream clock type variables (o) and carrier variables (X). Regular clocks (cl)
may be functional (¢l — ¢l), products (cl x cl), variables (3), stream clocks (s)
and dependences (c : s). A stream clock may be the base clock (base), a sampled
clock (s on ¢ or s on not ¢) or a stream clock variable («). A carrier (¢) can be
either a name (n) or a carrier variable (X).

We define the set of free variables F'V (cl) of a clock ¢l composed of free clock
variables (), free stream clock variables (a)) and free carrier variables (X). We
extend it to clock schemes and environments. Dom (H) is the domain of H. N(cl)
returns the set of abstract names from cl. Their definitions are classical and not
given in the paper.

Programs are clocked in an initial environment Hy giving clocks to syn-
chronous primitives. To make the clock calculus shorter, a synchronous expres-
sion like e; fby e is treated as a regular application of a synchronous primitive
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to expressions and is clocked as if it were written (£by (e1)) e2.

Hy = [fby :Va.a— a—«
when :VaVX.a— (X:a)—aonX
whenot : Va.¥X.a — (X : @) - a on not X
merge :Va.VX.(X:a) >aonX — aon not X — «
fst VB, 52.81 X B2 — B,
snd  :Vf1,[2.01 X B2 — (o]

The first entry in this initial environment states that the clock of x fby y is the
one of x and y. A boolean expression e with clock (¢ : s) states that e is present
when s is true and has the abstract value c. Thus, an expression e; when ey is
well clocked if the two inputs are synchronous on the clock «. In that case, the
clock of the result is a subclock v on X of o where X stands for the value of es.
An expression merge e e es is well clocked and on clock « if e is on clock o and
is equal to some X, ey is on clock @ on X and e; on clock o on not X.
Clocks may be instanciated and generalised in the following way:

inst(VB.a. X .cl') = cl'[el/B][s/a][c/ X]

geng (cl) =VpB,...,BnNVar, ...,amn VX1, ..., Xp.cl
where 01, ..., Bn, Q14 ooy Oy X1, ooy X = FV()\FV (H)

It states that a clock scheme can be instanciated by replacing clock variables by
clocks, stream clock variables by stream clocks and carrier variables by carriers.
Moreover, any variable can be generalized as soon as it does not appear free in
the environment. The clocking rules are now given in figure Bl

— a constant stream may have any clock (rule (m))

the inputs of imported primitives must all be on the same clock (rule (op))
the rules for variables (INST), functions (FUN), applications (APP), local defi-
nitions (LET) and products (PAIR) are the classical typing rules of ML.

a clock definition clock z = e defines a new clock name n which has the
clock type s. In doing this, n must be a fresh name, that is, it must not
appear free in the environment nor in the returned clock cls. It states that
if z evaluates to some value n and is on clock s, then the clock of es is cls.
The symbol n is an abstraction of the actual value of e; and is considered
to be unique.

The clocking rule for the let clock construction is a particular case of the
typing rule for let in the Laufer & Odersky type system. Here, the abstract
name n corresponds to the introduction of a fresh skolem name.

4.1 Correctness Theorem and the Use of Clocks

The clock calculus is used for giving a synchronous data-flow semantics to pro-
grams and to establish a correctness property: well clocked programs can be ex-
ecuted synchronously in the synchrounous data-flow semantics without raising
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(OP)H)—el:s HFes:s (App)Hl—elzclg—>0l1 H & es:clsy
(IM)HFi:s Htoop(ei,es): s Ht e (e2):chy

(FUN) _Hyz:chibe:cls (INST) ¢l = inst(H (z)) (REC) _Hyz:sbe:s
HE Ax.e:cly — clo HEzxz:cl HFErecx=e:s

(LET) HlEej:cli H,xz:geng(cli)es:cly (PAIR) Htep:cly HFEes:cly

H & let x = e in ey : cla Ht (e1,e2) :cly X cls

(LET—clock)erlzs Hyz:(n:s)kex:clo n¢g N(H,cls)

H + let clock x = €7 in es : clo

Fig. 3. The Clock Calculus

execution errors. In practice, the clock information is used in synchronous com-
pilers in the optimization process in order to avoid the expensive representation
of “presence/absense” at run-time. Once the clock analysis is performed, every
computation is annotated with its clock which serves as a guard: a computation
is made only when its clock is true.

A detailed presentation of the use of clocks in the compilation process is out
of scope of this paper. We simply define a translation of programs into programs
where constants are annotated with their clocks. This translation follows exactly
the clock calculus and is obtained by asserting the judgment:

HFEe:cl = ce

meaning that the expression e with clock ¢l can be transformed into the ex-
pression ce. The goal of this transformation is to produce a new program where
expressions are annotated with their clocks. For example:

f=Xx.(0fby z) + 2 : Va.a = «
where + is the point-wise sum will be transformed into:
f = Aa.Az.(0]a] £by z) + 2[]

The function f whose clock is polymorphic receives an extra argument « giving
its clock. Then at instanciation point, the function will receive its clock as an
extra argument. For example, if z is on clock si:

f (z when ¢)
is transformed into:

f s1 (x when ¢)

Our translation corresponds to the classical “library” method for compiling type
classes in HASKELL and first introduced in [26]. Clock variables are then ab-
stracted at generalisation points and instanciated at application points. We first
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(FUN) H,z:ciFe:cla=ce (INST) d = inst(H(z))
am) H Fi:s=i[s] HEFMXzxe:ci — cly = Az.ce HFz:cl= instcodeH(I)(J)
(OP)H|_C1ZS=>661 HEFes:s= ces (PAIR)HI—clzc11=>ccl HFes:cly= ces
H + op(e1,e2) : s = op(cer, ce2) HF (e1,e2) : ci X clz = (cer, ce2)
(APP)HFe1zcl2_>cl1:>CE1 HlFex:clza= cex (REC) Haz:ske:s=ce
H e (e2) : ey = cer (cen) Hlrecz=e:s=recz=ce

Hbtei:di=ce1 H,z:geny(di)b ex:ds = ces

(LET)
HbFletz =€ ines: clo = let z = gencodeH(cll,cel) in ceg

(LET-clock) Hbei:s=ce1r Hyz:(n:s)bez:cla=ces ng N(H,cla)

HF let clock z —e1 in ez :clo = let £ = ce; in let n = z in ceq

Fig. 4. Transforming streams into clocked-streams

introduce two auxiliary functions:

gencodeg (cl, ce) = A1, ey Q. X1, vy XgCE

where B1, ..., Bn, 01, ey m, X1, ..., Xig = FV()\FV (H)
instcodeci () =z
instcodeyg. . x e’ (T) = T 81...8n.C1...cywhere inst(VB.c. X .cl') = cl'[el/B][s/a[e/ X]

The predicate is defined in figure [

— immediate constants receive an extra argument giving their clock.

— rules for abstractions (FUN), applications (APP), recursions (REC), products
(PAIR) are simple morphisms.

— clocks are passed at instantiation points (rule NsT)) and abstracted at gen-
eralization points (rule (LET)). Here, only stream clock variables (s) or carrier
variables (X) from the scheme clock are used since only they may appear in
the sampling of a stream value.

— for clock definitions (rule (LET-clock)), the name n is introduced in the gen-
erated code since it may appear in some computation of a clock.

We then prove that this transformation will not provide programs produc-
ing incomplete pattern failure. For this purpose, we define a valuation V from
variables to boolean streams and lift it to clocks such that:

V(base) = true
V(s on ¢) = on?#(V(s), V(c))
V(s on not c¢) = on# (V(s),not*(V(c)))
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We define interpretation functions Z (.) relating clock schemes and set of values.
An interpretation is such that:

v € Iy(s) iff clock (v) < V(s) where < stands for the prefix order
veIy((c:s)) iff v e Zy(s) and v = V(c)

v € Ty(cly — cla) iff for all v1 such that v1 € Zy(cly), v(v1) € Zy(cla)
(Ul,vg) € Iv(cll X Clg) iff v; € I\;(Cll) and vy € I\;(Clg)

v € ZIy(Vf, ..., Bi.0) iff for all cly, ..., clg,v € Ty(olcly /B, .-, cli/ Bk])

veIyVay,...,an. X1, ..., Xg.0) iff for all sq, ..., 8p, €1, ..., Ck,
v(Vs1), ..., Vspn) Ver), ..., Ver) €
IV(CZ%I/OQ;--~;5n/anacl/X1;--~;Ck/XkD

Theorem 1 (Clock Soundness). If [z : 01, ...,%y, : 0y] F e : ¢l = ce then for
all valuation V., for all interpretation function T (.), for all vq,...,v, such that
v1 € Ty(o1), .., Vn € Ty(on), we have Sy, /ay .00z (c) € Ty(cl).

The proof is given in appendix [A]

The clock calculus presented in this paper is implemented in the LUCID SYN-
CHRONE compiler and is in used for more than one year. Classical implementation
techniques for ML type systems have been used (e.g, destructive unification). The
technique for checking that the introduced name in the rule (LET-clock) is a fresh
name and does not escape its scope is due to Pottier [19] and is used for the
efficient implementation of the Laufer & Odersky system.

Practical experiments show that the clock calculus is as fast as the type
inference which means that it can be applied to real-size examples.

5 Examples

We illustrate the expressivity of this calculus on some typical examples. A LuciD
SYNCHRONE program is a sequence of global declarations. A global declaration
defines a name which can be used after its declaration. Every global declaration
is analysed sequentially and compiled.

5.1 Activation Conditions

A classical primitive in a block diagram framework (such as the one of SCADE)
is the activation condition (also known as enable sub-system in SIMULINK). It
consists of executing a node only when a condition is true. In term of clocks,
it corresponds to filtering the input of that node on a certain clock clk and to
project the result on the base clock. Such an operation is a higher-order construct
and can be defined like the following:

let condact clk f input init =
let rec u = merge clk (f (input when clk))
((init fby u) whenot clk) in
u
node condact : clock -> (’a -> ’b) -> ’a -> ’b -> ’b
node condact :: (clk:’a) -> (’a on clk -> ’a on clk) -> ’a -> ’a -> ’a
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——

clk

——f 1

Input u

]

init

Fig. 5. SCADE notation for activation condition.

Its graphical representation in SCADE is given in figure 5l Using the condact
primitive, we can rewrite the rising edge retrigger as it is written in the SCADE
library.

let risingEdgeRetrigger rer_Input number0OfCycle = rer_Output where
rec rer OQutput = (0 < v) & (c or count)
and v = condact clk count_down (count,numberOfCycle) O
and ¢ = false fby rer_Output
and clock clk = c or count
and count = false -> (rer_Input & pre (not rer_Input))

Its graphical representation is given in figure [6l

false j

I Add

N
—4
7
REFR_Output

+ o
count_down|

false

15

MumberOfCycle

Fig. 6. The risingEdgeRetrigger in SCADE

5.2 Iteration

The symetric operation of the activation condition is an iterator. It corresponds
to the writting of an internal for or while loop. This operator consists in iter-
ating a function on an input.

let iter clk init f input =
let rec o = f i
and i = merge clk input ((init fby o) whenot clk) in
o when clk
node iter :: (clk:’a) -> ’a -> (’a -> ’a) -> ’a on clk -> ’a on clk
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5.3 Scope Restriction

Being based on the Laufer & Odersky type system, the clock calculus suffers
from the same limitations. Mainly, when clock names are introduced with the
let clock construction, these names must not escape their lexical scope. For
example:

let escape x =
let clock ¢ = (x = 0) in
X when c

>....escape T =
> let clock c
> x when c

The clock of this expression depends on ?c_0 which escape its scope.

(z = 0) in

Thus, the clock calculus is less expressive than the previous clock calculus of
LucidD SYNCHRONE or the one of LUSTRE where a result can depend on a clock
computed internally as soon as the clock is returned as a result. This could be
considered as a serious restriction. Quite surprisingly, this is not the case in
practice mostly because most (near all!) programs found in SCADE use clocks
in a limited way corresponding to the activation condition and because these
languages do not provide higher-order features.

6 Extension: Clocks Defined at Top-Level

We have defined (and implemented) an extension of the presented clock calculus
with top-level clocks. We call top-level or constant clocks, clocks defined globally
at top-level of a program. These clocks do not depend on any input of the
program but they may, themselves, be instanciated on different clocks. Consider,
for example:

let clock sixty = sample 60 (x 1/60 *)
node sixzty : clock
node sizty :: ’a

It defines a periodic clock sixty. Using it, we can define a (real) clock in the
following way:

let hour minute_second second =
let minute = second when sixty in
let hour = minute when sixty in
hour,minute,second

node hour_minute_second : ’a -> ’a * ’a * ’a
node hour_minute_second ::
‘a => ’a on sizty on sizty * ’a on sixrty * ’a
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A stream on clock ’a on sixty on sixty is only present one instant over 3600
instants which match perfectly what we are expecting.

Using clocks defined globally, we can write simple over-sampling functions.
Consider, for example, the computation of the sequence (0,,)nen such that:

02, = T
02n+1 = T

It can be programmed in the following way:

let clock half = h where

rec h = true -> not (pre h)
let stuttering x = o where

rec o = merge half x (0 -> (pre o) whenot half)
node stuttering :: ’a on half -> ’a

This is a true example of oversampling, that is, a function whose internal clock
is faster than the clock of its input. This example shows that some limited form
of oversampling — which is possible in SIGNAL and not in LUSTRE — can be
achieved with simple typing techniques.

It appears that top-level clocks are sufficient to express many programs ap-
pearing in the SCADE environment. In particular, many clocks are periodic 8.
Periodic (constant) clocks are useful for specifying hard real-time constraints
from the environment and to direct the scheduling strategy of the compiler [9].
It is an open question to know whether constant clocks — which only need a
very modest, dependent-less type system — are sufficient for this purpose.

In term of type system, these constant clocks defined at top-level do not raise
any technical difficulty. Clock names defined at top-level are constant names and
act as new type constructors with arity zero defined in ML languages. Then, as
it is the case for clock names defined locally, two clocks are equal if they have
the same name.

7 Related Works

LuciD SYNCHRONE has been originally developed as a functional extension of
LUSTRE and to serve as an experimental language for prototyping extensions for
it. It is based on the same semantic model and clocks are largely reminiscent
of the ones in LUSTRE. Up to syntactic details, the clock calculus presented in
this paper can be applied directly to LUSTRE programs. Nonetheless, the clock
calculus is expressed here as a typing problem: this allows clocks to be automat-
ically inferred using standard techniques and is compatible with higher-order.
In comparison, LUSTRE is first-order and clocks are verified instead of being in-
ferred. Clock inference is mandatory in a graphical programming environment
such as the one of SCADE (the clock of intermediate wires must be computed

8 Typically, an application is made of several main behaviors, each of them being
executed at different periodic (constant) clocks, e.g., corresponding to 60hz, 200hz.
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automatically) and one of our motivation is to design an efficient clock inference
mechanism for SCADE. Finally, higher-order features appeared to be very useful
for the prototyping of special purpose primitives before their ad-hoc incoding
inside the SCADE compiler.

The present clock calculus can also be related to the one of SIGNAL. Clocks
in SIGNAL can be arbitrary boolean expressions and the language supports full
over-sampling. As a result, the clock calculus of SIGNAL reaches an impressive
expressive power. Two streams with unrelated clocks can be combined thru the
operator default, and the clock of the resulting stream is the “union” of the
clocks of the two arguments. However, this expressiveness comes at the price of a
greater complexity. In particular, the clock calculus of SIGNAL calls for boolean
resolution techniques and fix-point iteration whereas we use simpler unification
techniques.

This new calculus is less expressive than the previous clock calculus of LuciD
SYNCHRONE, based on dependent types. The main difference is that clock types
only contain abstract names introduced with the special primitive let clock
whereas any boolean expression could be used for sampling a stream. From a
SCADE user point of view, the need to name each clock and introduce it with
a special construct (here let clock) is not a problem; people developing safety
critical applications are pretty familiar with this kind of discipline.

8 Conclusion

In this paper we have presented a simple type-based clock inference calculus for
a synchronous data-flow language providing higher-order features such as LucCID
SYNCHRONE. The system is based on the extension of an ML type system with
first class abstract types proposed by Laufer & Odersky. This calculus has been
obtained by forbiding general boolean expressions in clock types, allowing them
to contain only abstract names. These abstract names denote special boolean
streams which are used to sample a stream. They can be introduced through the
dedicated construction let clock.

We discovered recently that the idea of replacing boolean expressions by
names in clocks has been already suggested by other implementors of syn-
chronous compilers [22]. Nonetheless, it does not seem that the resulting clock
calculus has been identified nor implemented.

Our motivation in doing such a clock calculus was mainly pragmatic. After
several years of use of a dependent-type based clock calculus and looking at
programs written in SCADE and LUSTRE, we observed that most of the time
complex dependences in clock are useless and that the simplification proposed
here is expressive enough for many real applications. The new system is simpler
to use and it shares standard theory and implementation techniques of ML type
systems.

Finally, we believe that bridging together the clock calculus and standard
ML typing may contribute to the use of clocks as a good programming discipline
in synchronous data-flow languages.



Clocks as First Class Abstract Types 153

References

10.

11.

12.

13.
14.

15.

16.

17.

18.

. Charles André. Representation and Analysis of Reactive Behaviors: A Syn-

chronous Approach. In CESA, Lille, july 1996. IEEE-SMC. Available at:
www-mips.unice.fr/~andre/synccharts.html.

E. A. Ashcroft and W. W. Wadge. Lucid, the data-flow programming language.
Academic Press, 1985.

A. Benveniste, P. LeGuernic, and Ch. Jacquemot. Synchronous programming with
events and relations: the SIGNAL language and its semantics. Science of Computer
Programming, 16:103—149, 1991.

G. Berry. Real time programming: Special purpose or general purpose languages.
Information Processing, 89:11-17, 1989.

G. Berry and G. Gonthier. The Esterel synchronous programming language, de-
sign, semantics, implementation. Science of Computer Programming, 19(2):87-152,
1992.

Sylvain Boulmé and Grégoire Hamon. Certifying Synchrony for free. In Interna-
tional Conference on Logic for Programming, Artificial Intelligence and Reasoning
(LPAR), volume 2250, La Havana, Cuba, December 2001. Lecture Notes in Ar-
tificial Intelligence, Springer-Verlag. Short version of A clocked denotational se-
mantics for Lucid-Synchrone in Coq, available as a Technical Report (LIP6), at
http://www-spi.lip6.fr/lucid-synchrone.

. J. Buck, S. Ha, E. Lee, and D. Messerschmitt. Ptolemy: A framework for simu-

lating and prototyping heterogeneous systems. International Journal of computer
Simulation, 1994. special issue on Simulation Software Development.

P. Caspi. Clocks in dataflow languages. Theoretical Computer Science, 94:125-140,
1992.

. P. Caspi, A. Curic, A. Maignan, C. Sofronis, S. Tripakis, P. Niebert From Simulink

to SCADE/Lustre to TTA: a layered approach for distributed embedded applica-
tions. LCTES’03.

Paul Caspi and Marc Pouzet. Synchronous Kahn Networks. In ACM SIGPLAN
International Conference on Functional Programming, Philadelphia, Pensylvania,
May 1996.

Paul Caspi and Marc Pouzet. Lucid Synchrone, a functional extension of Lustre.
submitted to publication, 2001.

Jean-Louis Colaco and Marc Pouzet. Type-based Initialization of a Synchronous
Data-flow Language. In Synchronous Languages, Applications, and Programming,
volume 65. Electronic Notes in Theoretical Computer Science, 2002.

The coq proof assistant, 2002. http://coq.inria.fr.

N. Halbwachs, P. Caspi, P. Raymond, and D. Pilaud. The synchronous dataflow
programming language LUSTRE. Proceedings of the IEEE, 79(9):1305-1320,
September 1991.

G. Kahn. The semantics of a simple language for parallel programming. In IFIP
74 Congress. North Holland, Amsterdam, 1974.

Konstantin Laufer and Martin Odersky. An extension of ML with first-class ab-
stract types. In ACM SIGPLAN Workshop on ML and its Applications, San
Francisco, California, pages 78-91, June 1992.

Xavier Leroy. The Objective Caml system release 3.06. Documentation and user’s
manual. Technical report, INRIA, 2002.

Florence Maraninchi and Yann Rémond. Argos: an automaton-based synchronous
language. Computer Languages, (27):61-92, 2001.



154 J.-L. Colago and M. Pouzet

19. Michel Mauny and Francgois Pottier. An implementation of Caml Light with exis-
tential types. Technical Report 2183, INRIA, October 1993.

20. R. Milner. A theory of type polymorphism in programming. Journal of Computer
and System Science, 17:348-375, 1978.

21. D. Nowak, J. R. Beauvais, and J. P. Talpin. Co-inductive axiomatisation of syn-
chronous language. In International Conference on Theorem Proving in Higher-
Order Logics (TPHOLs’98). Springer Verlag, October 1998.

22. Lecheck Olendersky. Private communication, December 2002. Workshop Synchron,
Toulon, France.

23. Marc Pouzet. Lucid Synchrone, wversion 2. Tutorial and reference manual.
Université Pierre et Marie Curie, LIP6, Mai 2001. Distribution available at:
www-spi.lip6.fr/lucid-synchrone.

24. John C. Reynolds. Theories of Programming Languages. Cambridge University
Press, 1998.

25. SCADE. http://www.esterel-technologies.com/scade/.

26. P. Wadler and S. Blott. How to make ad-hoc polymorphism less ad-hoc. In Con-
ference Record of the 16th Annual ACM Symposium on Principles of Programming
Languages, pages 60-76. ACM, January 1989.

A Proof of Theorem [l (Clock Soundness)
The property is proved by induction on the structure of expressions.
Case ¢/ =i. We have - i : s = i[s]. By definition, clock (Sy(i[s])) = V(s).

Case ¢/ = x. We have H,z : 0 - x : ¢l = instcodey (x). There are several cases.
Either ¢ = ¢l or some variables are universally quantified.

— If o =clthen H,z : clt x : ¢l = x and the property holds by definition.

— Let 0 = Vp,..., Bn.a1,y ..o, . X1, ..., Xi.cl. Let H = [o1/21,...,0p/Tp, 0/ ]
be the typing environment and [v1/z1,...,vp/Tp,v/x] the corresponding
environment for the evaluation. Let p = V{vi/x1, ..., vp/xp, v/x].

Let v such that v € Zy(Vf, ..., Bn-Q1y ooy @y X1, .oy Xg.cl). According
to the definition of Z (.), for all ¢y, ..., clp, S1, ..., Sm, €1, .-, Ck, We have

v (Vs1)...(Vsn).(Ver)...(Ver) € Ty(ellely /By .., cln/ Brl[s1] a1y ooy S/ 0]
[Cl/Xl, ...,Ck/Xk]).

The property holds since:

v (Vs1)...(Vspn).(Ver)...(Ver) = (Sp( 51...8n.C1...¢)) = S, (instcoder ().

Case of Primitives. Direct recurrence.

Case €' = ey(e2). Let H be the typing environment and p, the correspond-
ing evaluation environment. Suppose the property holds for e; and es, that is
Sy(cer) € Ty(cly — clg) and Sy (cez) € Iy(cly). According to the definition of
the interpretation Z (.), for any v € Zy(cly) we have (Sy(ce1))(v) € Zy(cla).
Thus, (Sy(ce1))(Sy(cea)) = Sy(cer(ces)) € Iy (clz). Thus the property holds.
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Case ¢/ = My.e. Let H be the typing environment and p, the corresponding
evaluation environment. Suppose that H,y : cly - e : ¢l = ce. Applying the re-
currence hypothesis, for all p corresponding to H and for all v, € Zy(cl,) we have
SVv, sy (ce) € Ty(cl). Thus, for all v, € Ty(cly), we have Sy, /4 ((Ay.ce)y) €
Zy(cl). Thus, for all v, € Zy(cly), we have (Sy(Ay.ce))(vy) € Zy(cl). Thus the
property holds.

Case of ¢ = let y = e; in ey. Direct recurrence and combination of the pre-
ceding rules.

Case of Clock Declarations e = let clock x = ej in ey. Suppose that the
property holds for H F ey : s1 = cey, that is, for all V and [v1/21, ..., Un/Zy]
such that vy € Zy(01), .+, Un € Zv(n), Vv, /ar,..son /) (C€1) € Ty (s1). Let n be
a fresh name n ¢ N(H). Let V' be an extension of V such that V'(z) = V(z) if
z #n. Then for all V' extending V, for all v1 € Zy/(01), ..., v, € Ty (0y,) we have
SV/[vl/zl ..... vn/rn](cel) € IV’(Sl)'

Suppose that the property holds for H,z : (n : s1) I ez : clo = ces where
n ¢ N(H) and n € N(cly), that is for all V', for all vy € Ty (01),...,0n €
Ty (0n),ve € Ty((n = s1)), we have Syijy, /oy, v, fan .. /a)(C2) € Tyr(cla).
vy € Iy ((n : s1)) means that v, € Zy/(s1) and V'(n) = v,. Since n is a
fresh name, this means that for all z V'(z) = V(2) is z # n and V'n = v,
otherwise, that SV’[vl/ml ..... U [T, Vg [ T] (CeQ) = SV[vl/xl U [T Vg [T,V /) (062) and
finally, that Zy: (clz) = Zy(cla). Thus, Syjy, jo;.... v, Jznwe fow. /n](CE2) € Ty(clz),
that is Sy, /a1 ,....vn/.] (1€t T = cey in let n = x in cez) € Ty(cly) which is
the expected result.

Case of Recursions ¢’ = (rec x = e). Let f : y > Sypy/.1(ce). We have € € Zy(s).
For all v1 € Zy(01),...,vn € Zy(on),v € Ty(s), Sy a(ce) € Ty(s), that is
f(v) € Ty(s). Thus, for all n, f(e) € Iy (s). For all n, f™(¢) < limu—oo(f™(€)).
lim,, o0 (f™(€)) € Iy (s), means that clock (lim, o (f™(€))) £ V(s). Thus, there
exists a k such that f¥(e) £ V(s) which is contradictory. Thus, we get the
expected result. O
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Abstract. A multi-bank memory architecture is composed of multiple memory
banks, each of which can be energy-managed independently. In this paper, we
present a set of strategies for reducing energy consumption in a multi-bank mem-
ory architecture using energy-conscious dynamic memory allocation/deallocation.
Applications that make dynamic memory allocations are used very frequently in
mobile computing/networking area. Our strategies focus on such applications and
try to cluster dynamically created data with temporal affinity in the physical ad-
dress space such that the data occupy a small number of memory banks. The
remaining banks can be shut off, saving energy. All of our strategies have been
implemented and tested using an in-house energy simulator and an application
suite that consists of nine pointer-intensive real-life applications. Our results show
that all the strategies considered in this paper save energy (e.g., our user-initiated
strategy saves 49% leakage energy on the average). The results also indicate that
the best savings are obtained when energy-aware memory allocation/deallocation
is combined with automatic data migration.

1 Introduction

In many embedded/portable systems, memory subsystem is a major energy consumer.
For example, recent studies (e.g., [1126]) indicate that main memory consumes nearly
90% of overall system energy excluding I/O units. In particular, in mobile/embedded
environments where energy is at premium, memory energy consumption can be a real
problem. Consequently, software optimizations that reduce energy consumption in mem-
ory during the execution of a mobile application can be very useful in practice. One way
of reducing energy consumption in memory subsystem is to employ a multi-bank mem-
ory architecture. In a multi-bank memory architecture, the memory is divided into banks
and each bank can be power-managed independently. Chen et al. [3]] discuss that up to
70% savings in overall leakage energy consumption are possible if unused SRAM banks
are turned off by the garbage collector in a Java-based environment. While dynamic
(switching) energy is consumed only when the bank is accessed, the leakage energy is
consumed as long as the bank is powered on (active), even if it is not used by the current
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computation. Optimizing leakage energy consumption is particularly important as the
current trends [2/22)18I17,21112]] indicate that it will form a large portion of overall
energy consumption in upcoming process technologies.

In this paper, we present a set of strategies for reducing leakage energy consump-
tion in a multi-bank memory architecture. Our strategies focus on applications (mainly
pointer-based codes) that make frequent dynamic memory allocations (using malloc ()
or similar routines) and deallocations (using free () or similar routines). Such applica-
tions are very frequently used in mobile environments and networking area (e.g., see [7}
24]13]] and the references therein). The optimization algorithms proposed in this paper
cluster dynamically-created data with temporal affinity in the physical address space
such that the data occupy a small number of memory banks. The remaining banks can be
shut off, saving leakage energy. We investigate this issue at several levels. First, we study
auser-initiated energy-saving scheme where the user indicates (by using a modified form
of conventional malloc()) which data objects are related (i.e., exhibit temporal affin-
ity). Based on this, our strategy clusters these objects (i.e., the corresponding pages in
the physical address space) to minimize the number of banks active (powered on) at any
given time. Our experience with this implementation indicates that it requires minimal
change to the program source and is very effective in practice. Second, we explore a
user-transparent scheme where dynamically-created data are clustered automatically.
An important advantage of this scheme is that it requires no change to the program at
hand; only the implementations of malloc() and free() need to be modified. Our
compiler analyzes the code and replaces the original memory allocation calls with their
energy-aware counterparts. Our energy-conscious memory allocation strategies work in
conjunction with a memory-aware deallocation (a modified form of the free () utility).
Finally, we investigate the support for automatic (user-transparent) data migration for
saving energy. All our strategies have been implemented and tested using an in-house
energy simulator and an application suite that consists of nine pointer-intensive real-
life applications. Our experimental results show that all the strategies considered in this
paper save leakage energy. They also indicate that the best savings are obtained when
memory allocation/deallocation is used in conjunction with automatic data migration.

2 Architecture and Background

2.1 Architecture

Integrated circuit technology continues to advance at an unrelenting pace. With the
advent of 0.18 micron and finer process technologies, it is now possible to pack an entire
electronic system onto a small set of chips. In this paper, we focus on an architecture with
multiple SRAM banks (as main memory) and investigate necessary software support to
reduce memory energy consumption. SRAMs (static RAMs) are popular main memory
building blocks in some embedded/mobile environments [1]]. In our multi-bank memory
architecture, each memory bank can be powered on and off independently using a sleep
signal (per bank) issued by the memory controller. In particular, unused memory banks
can be turned off to save energy. The sleep signals can be activated/deactivated by setting
appropriate bits in a register in the memory controller. Apart from the banked memory
architecture, our architecture also has a CPU core, a data cache, an instruction cache,
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a hardware accelerator (e.g., a co-processor), and a custom logic (ASIC). The last two
components are optional and not considered in this work.

It should be made clear that, in our work, memory banking is exclusively used
for improving energy consumption. This is an entirely different strategy than memory
interleaving where banking is used to increase memory-level parallelism. In memory-
interleaving, the main objective is to keep as many banks active at the same time as
possible (to maximize parallelism). This is exactly the opposite of our goal, which is to
limit the number of accesses to small set of banks (at a given time period) so that we can
save energy by placing the unused banks into a power-saving mode.

2.2 malloc() and free()

In pointer-intensive mobile applications, dynamic memory space (heap) is manipulated
using memory allocation (malloc ()) and deallocation (free ()) calls. Since these calls
manipulate memory space, their implementation can be modified to make better use of
the banked nature of the memory architecture from the energy viewpoint. Therefore, we
first discuss the functionalities of malloc() and free().

In a virtual memory based system, operating system (OS) governs the virtual-to-
physical address mapping. If a requested physical page is not in memory, a page fault
is generated and subsequently processed by the page fault handler [23]. In this subsec-
tion, we present a brief overview of malloc () and free () implementations in current
systems. The malloc () and free () routines provide a memory allocation/deallocation
package. The malloc () function allocates uninitialized space for a data object whose
size is specified by the size parameter:

void * malloc(size_t size)

The BSD Unix malloc () function maintains multiple lists of free blocks according
to size, allocating space from the appropriate list [16]. The allocated space is suitably
aligned (after possible pointer coercion) for storage of any type of object. If the space
is of page size or larger, the memory returned will be page-aligned. One important fact
about this routine is that when invoked it allocates only virtual memory space. Later,
when the allocated region is accessed, a page fault occurs and physical memory is al-
located. In other words, the operating system comes into picture only when a reference
to the allocated region is made. There is one important exception, though. If the virtual
memory space is full, an OS call called brk () is invoked to increase the virtual address
space (so that the allocation request can be completed). There are many other imple-
mentations of malloc (). For example, Lea [[19] implemented an enhanced form of the
standard first-fit algorithm by using an array of free lists segregated by object size. Al-
ternative memory/heap/region allocation algorithms include Haertel’s hybrid algorithm
[10], Weinstock and Wulf’s fast segregated algorithm (called quickfit [28]]), and others
(e.g., [27025/1T]). Among the important objectives of any memory allocation algorithm
are maximizing portability and compatibility, minimizing memory allocation time, max-
imizing locality (in virtual address space), and improving error messaging [[19]. All these
implementations mentioned above, however, differ in how they manage virtual address
space. In this paper, we are more interested in managing physical address space. Conse-
quently, we focus on the BSD Unix malloc () function only. The argument to free ()
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is a pointer to a block previously allocated by malloc (). This space is made available
for further allocation after the free () routine is executed. In this work, we modify the
implementations of malloc () and free () routines as well as the default OS page fault
handler to make them energy-conscious (i.e., more suitable for a mobile environment).
This can be achieved by taking into account the banked nature of the memory system.
We also show how an optimizing compiler can make use of these new memory allocation
and deallocation routines.

Allocated| Memory
Benchmark | Memory |Allocations Description Data Structure Lines
Atr 812KB 324 Network address translation Double-linked list 626
SP 1,068KB 620 All-nodes shortest path algorithm Atrray of double-linked lists | 1,028
Encr 792KB 335 Digital signature for security Array of single-linked lists 1411
Hyper 1,285KB 928 Machine simulation Quad-tree 583
Wood 1,010KB 669 Color-based surface inspection method|Array of double-linked lists 978
Usonic 1,044KB 830 Feature-based estimation algorithm Binary tree 1,005
Jpegview 1,308KB 796 JPEG image display Atrray of double-linked lists 665
Pscheduler| 1,181KB 841 Monthly personal scheduler Array of double-linked lists 821
Wbrowser 1,477KB 918 Wed-browser for hand-held devices Arbitrary graph of linked-lists| 1,266

Fig. 1. Applications used in our experiments. The third column gives the total number of dynamic
memory allocations made during execution and the second column shows the total memory space
allocated (when the entire program execution is considered). The fifth column indicates the main
dynamic data structure maintained by each application and the last column gives the number of
lines in the code.

2.3 Energy Consumption and Leakage Optimization

Energy consumption has two major components [2]]: dynamic energy and static energy.
While in current CMOS circuits dynamic energy is the dominant part (between 80% and
90%), trends indicate that the contribution of static energy (also called leakage) to the
overall energy budget will increase exponentially in upcoming circuit generations [2|
17].

The leakage energy is consumed as long as the circuit is powered on (whether it is
accessed or not). This is in contrast to dynamic energy which is spent only when there
is a bit transition activity. The leakage energy consumption of SRAM modules (banks)
can be optimized using several circuit techniques. One of these techniques is gating the
supply voltage [2]]. This is achieved through a sleep signal which can be controlled by
hardware, software, or a mix of both. When this signal is activated, the supply voltage
to the circuit is gated and the leakage energy consumption of the bank is eliminated. In
this study, we assume that each memory bank can be in one of the three states: R/'W
(Read/Write), Active, and Inactive. In the R/W state, the memory bank is being read or
written. It consumes full dynamic energy as well as full leakage energy. In the active state,
the memory bank is active (powered on) but not being read or written. It consumes some
amount of dynamic (pre-charge) energy and full leakage energy. Finally, in the inactive
state, the bank does not contain any useful data and is supply-gated. We conservatively
assume that when in the inactive state (i.e., when supply-gating is used) a memory
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bank consumes 5% of its original leakage energy (normally, it should consume even
less). While placing unused memory banks in inactive state may save significant leakage
energy, it may also cause some performance degradation. Specifically, when a bank in the
inactive state is accessed (to service a memory request), it takes some time to transition
to the active state [3]. In this paper, we term this time as the resynchronization time (or
resynchronization penalty), and it is assumed to be 350 cycles (to be on the conservative
side). It should be mentioned that both inactive state leakage energy consumption and
resynchronization time are highly implementation dependent and are affected by the
sizing of the driving transistors. Finally, we also assume that the per cycle leakage
energy consumed during resynchronization is the average of per cycle leakage energy
consumed when the system is in the active state and that consumed when it is in the
inactive state. To be fair, any evaluation of a leakage optimization scheme based on
supply gating should take into account the resynchronization time and energy as well.
All absolute energy numbers presented in this paper are for 0.18 micro technology.

3 Benchmarks, Simulation Environment, and Energy Distribution

To test the effectiveness of our strategies in reducing energy consumption, we used a suite
of nine real-life applications. A common characteristic of these applications is that all of
them are pointer-intensive. Figure[T]lists important characteristics of these applications.
To perform our experiments, we used an in-house simulation environment built on top of
the Shade tool-set [5)]. Shade is an execution-driven ISA and cache memory simulator for
Sparc architectures. We simulated a mobile architecture composed of a Sparc-Ilep based
embedded core processor, data and instruction caches, TLB, memory controller, and a
banked memory architecture. The simulator outputs the leakage and dynamic energy
consumptions in these components and overall application execution time. In particular,
it simulates a data access in detail (by enhancing Shade); it tracks the virtual-to-physical
address translation and records the accesses to memory controller, TLB (which has 32
entries), and page table. It also counts the number of page faults. In this work, we assume
that each page fault costs 4.1 mJ energy and 14 msec time penalty. These values are
similar to those given for an IBM Travelstar 48GH Disk for mobile and laptop systems
[14]. Obviously, the secondary storage might be an off-chip DRAM (in an embedded
environment), in which case these values are highly conservative. We assume that when
a page fault occurs, the processor does not do any useful work until the data arrives. The
energy consumed in main memory is divided into static and dynamic components. For
dynamic energy in caches and SRAM banks, the model given by Kamble and Ghose
[15] is used. In computing the leakage energy, we assumed that the leakage energy per
cycle of the entire memory is equal to the dynamic energy consumed per access (note
that several prior work also operate with similar assumptions e.g., [17]). According to
Chandrakasan et al. [2], the leakage energy is expected to be the dominant component
in energy consumption in the future; consequently, this is a reasonable assumption.
The energy consumed in the processor core is estimated by counting the number of
instructions of each type and multiplying the count by the base energy consumption
of the corresponding instruction. The base energy consumption of different instruction
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types is obtained using a publicly-available, cycle-accurate, architectural-level energy
simulator [26].

The default bank configuration used in our simulations has 16 SRAM banks, each
of which is 32KB (a total memory capacity of 512KB), with a page size of 4KB. The
default configuration also has an 8KB, 2-way set-associative data cache and an 8KB,
direct-mapped instruction cache, both with a cache line size of 32 bytes. In this work, we
focus only on “data accesses” and assume that program code, OS code, and page table
reside in a separate set of banks (i.e., 512KB is used only for the application data, which
is a realistic assumption as, for example, Java Virtual Machine for embedded devices
(KVM) uses even smaller heap sizes for objects). Figure2lshows the energy consumption
breakdown for our architecture when no leakage optimization is applied. The energy
consumption of each application is divided into several parts: the energy consumed in
the CPU core, the energy consumed in data cache, the leakage energy consumed in main
memory, the dynamic energy consumed in main memory, the energies spent in TLB,
page table accesses, and memory controller, and the energy consumed in handling page
faults (off-chip energy). We observe that the main memory energy (leakage + dynamic)
dominates the overall energy consumption (72.6% on the average). Since the number of
page faults is low (due to high locality), the contribution of off-chip accesses is around
5.7%. The contribution of energy consumed in TLB, page table, and memory controller
(due to data accesses) is 8.6%, mainly because these units are small in size. We see from
these results that memory leakage energy constitutes a significant portion of the energy
budget (45.8% on average), and therefore, it is a suitable target for energy optimization.

100% 21 1mJ 198.3m) 407.3nJ 613.8inJ 295 5m) 586.4mJ 812.0m 668 1] 793.6m]
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Fig. 2. Energy breakdown due to data accesses (16 x 32KB banks). Above each bar is the total
energy consumption (in millijoules).
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4 Memory Allocation Strategies

4.1 Comparison to Previous Work

There are numerous published work in memory allocation/deallocation. Some of these
techniques [10,28/19/16] focus on efficient (fast) malloc () implementations, whereas
others specifically focus on data locality [8.9]. There is an important difference between
our work and these. While all these studies target specifically the virtual address space,
our work targets the physical address space. This difference arises because of the fact
that in many of the previous studies, the main objective is optimizing cache (or page) lo-
cality. This objective can be achieved (to some extent) by focusing on the virtual address
space, incurring inefficiencies only at page boundaries. Our objective, however, is very
different. We would like to shut off idle (inactive) memory banks for saving energy in a
mobile environment. This can only be achieved by working with physical addresses, a
requirement which makes our implementation and optimization strategy entirely differ-
ent from the related work. Chilimbi et al. [4] present two semi-automatic tools, namely,
cache-conscious reorganization and cache-conscious allocation, for optimizing cache lo-
cality in pointer-intensive mobile applications. The compiler analysis performed in our
work is similar to that would be required by the cache-conscious allocation but targets
the physical address space. Also, in addition to a user-assisted approach, we also present
a fully-automatic, compiler-based strategy to take advantage of energy-aware memory
allocator. Finally, we also optimize memory deallocation. We believe that cache locality
optimizations and data clustering for energy optimization are complementary; and the
best energy results can be obtained by employing both the techniques. To the best of our
knowledge, no previous paper studied energy-efficient malloc () /free() implemen-
tations for mobile computing environments and their use in a given application.

A related group of studies focus on optimizing dynamic energy consumption of a
multi-bank memory architecture using OS-based techniques (e.g., [20]) and compiler-
based approaches (e.g., [6]]). Lebeck et al. [20] present an elegant strategy that changes
the OS page allocation policy to minimize dynamic energy consumption. While such
an approach is very effective in some cases, it is not an application-sensitive strategy.
Instead, as will be illustrated in the following sections, our approach can be used in
conjunction with a compiler analysis to reduce leakage energy (The advantage of the
strategy discussed in [20] over ours is that it can be used even if the source code of the
application to be optimized is not available.) It should also be noted that, in addition
to memory allocation, we also energy-optimize memory deallocation. The previous
compiler work [6], on the other hand, focuses on program transformations for array-
intensive applications (static data allocation) and assumes that there is no virtual memory
support (some embedded systems work without virtual memory).

4.2 ea_malloc(), ea_free(), and User-Specified Affinity

Ideally, an energy-conscious memory bank management strategy for a mobile environ-
ment should have two main objectives: (i) using as few memory banks as possible and
(ii) colocating data with temporal affinity as much as possible. Both memory allocation
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Virtual Address Range Affinity Index Bank Number

[00100-00111] 20 1
[00010-00011] 25 0 AFFINITY TABLE (AT)
-

[10000-10111] 20 1

[0100070101V Womo]‘ 30
(a) (©)

‘@ ‘ ‘@ ‘ ‘@ ® ‘ ‘ @ ® ‘ [00100-00111] 20 [ 1 [00100-00111] 20 [ 1
[00010-00011] 25 0 [00010-00011] 25 0 After
[10000-10111] 20 [ 1 [10000-10111] 20 [ 1 ea_malloc()
‘ ‘ ‘ ‘ ‘ ‘ ‘ ‘ [01000-01011] 2% | * [01100-01110] 30 [+ Invocation
(b) (d) l l
Fig. 3. Different memory allocations for jootoo00iiy] | 20 | 1 footoo-ooiiy] | 20 | 1
four abjects ( L 11, 111, and IV) in a two- [00010-00011] %5 [0 [00010-00011] %5 [0 After
[10000-10111] 20 [ 1 [10000-10111] 20 |1 Page Fault
bank memory system. 1010000101 | 5 | 0 [oi0001i10]_| 0 | 2 Hander

Fig. 4. Affinity table and two different entry insertion
scenarios (assuming no space problem on the banks
in question). Virtual address ranges are given as the
start and end page numbers (in binary).

and deallocation can help in achieving these objectives. To show these points, let us con-
sider two scenarios. Figures[3(a) and (b) show two example memory allocations for two
objects (I and II) in a two-bank memory system. We can clearly see that the allocation
in (b) is much better than that in (a) in terms of energy consumption (as only one bank is
activated), illustrating the importance of memory allocation. In another scenario, let us
consider the memory allocation of four objects (I, II, III, IV) in a two-bank system (see
Figures[3(c) and (d)). If objects I and III have the same lifetime (i.e., they die at around
the same time), the allocation in Figure Bld) is much better than that in (c), as in the
former, when the two objects (I and III) die, we can shut off the bank. This last scenario
shows that even during deallocation we can save energy. In this section, we present
our energy-aware memory allocator (ea_malloc()) and deallocator (ea_free()), and
show how they can be used by an application programmer.
Our new energy-aware memory allocation routine has the following interface:

eamalloc(size_t size, long int affinity_index)

Here, sizedenotes thesize of the data object to be allocated (in bytes) and affinity_in-
dex is a positive integer number used to “capture the temporal affinity” between different
allocations. In other words, two different dynamic data allocations with the same affinity
index are assumed to have temporal affinity; that is, the associated data will be used
together in the course of execution. So, these two allocations should be made from the
same bank if it is possible to do so. While an optimizing compiler can analyze a given
code and replace the original malloc () calls with their energy-aware counterparts (as
discussed in the next subsection), it is also not very difficult for the programmer to use
eamalloc() directly. All she/he simply needs to do is to use the same affinity index
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for each related memory allocation. Therefore, it requires minimal modification to the
source code being optimized.

In order to implement ea_malloc (), we need to establish a mapping from affinity
indices to memory banks. Establishing the index-to-bank mapping is not very trivial as
a typical implementation of malloc () does not allocate physical memory atmalloc ()
invocation time; it allocates only virtual memory (see Section 2.2)). Physical memory is
later allocated (following a page fault) when the data in the allocated region is referenced.
Consequently, in order to energy-manage physical memory, we need to “propagate”
some information from the malloc () invocation time to the data reference time. Our
implementation achieves this by using the following approach. In the ea_malloc()
invocation time, we record the virtual address space region requested by ea_malloc ()
along with the corresponding affinity index in a data structure called “affinity table (AT).”
An affinity table entry contains the triplet:

(virtual address range, affinity index, bank number)

The top portion of Figure [ shows a typical AT that contains three entries. Since in
eamalloc() invocation time the bank number is not known, only the first two fields
are entered in the AT; the third field is marked using “*’. The middle part of Figure M
illustrates two different scenarios when different entries are entered into AT shown in
the top portion. For example, when the virtual address range is [01000-01011] and the
affinity index is 25, we enter ([01000-01011],25,*) in the AT. Later, when an access to
that region is made, we incur a page fault. In our modified page fault routine, we take
into account the affinity index and perform an energy-aware page allocation.

In order to explain the activities in our modified page fault handler, let us first assume
that we do not experience a space problem for the bank which we want to allocate the
data from. If we already have a bank number (in AT) associated with the current affinity
index, the new allocation also gets the same bank number, and the allocation is made
from that bank. The left-bottom part of Figure[]depicts this case. Since when we incur a
page fault for the range [01000-01011], we already have the affinity index 25 associated
with bank number 0 in AT (i.e., the entry ([00010-00011],25,0)), we simply rewrite
([01000-010111,25,*) as ([01000-01011],25,0) and perform the allocation in question
from bank 0. If, on the other hand, we do not have a bank number associated with
the current affinity index, we select an unused bank number and associate that bank
number with the current affinity index. This is illustrated in the right-bottom portion
of Figure[dl When we incur a page fault with the virtual address region [01100-01110]
and the affinity index 30, we first check whether the affinity index 30 appears in the AT.
Since it does not, we pick up a new bank number, which is 2 in our example, and rewrite
the entry ([01100-01110],30,*) as ([01100-01110],30,2); that is, the allocation is made
from bank 2. Note that, in this case, we select a bank number “not” associated in the AT
with any entry. This is because selecting an already used bank number would colocate
data that do not exhibit temporal affinity. In some cases, it might be beneficial to do such
colocations, but this should be indicated by the programmer/compiler using the “same”
affinity index. To summarize, in the page fault handler, we record the bank number from
which the current allocation has been made along with the virtual address space region
and affinity index.
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In order to illustrate the case where we experience space problem, we consider once
more the AT shown in the top portion of Figure ] Assume that the next memory allocation
request has the entry ([11000-11011],20,*). When the corresponding page fault occurs,
the page fault handler would want to rewrite this entry as ([11000-11011],20,1); that is,
it would want to allocate the data from the bank 1. Assume now that this bank is full
and cannot accept more data. In this case, the handler selects a new bank, say bank 2,

rewrites the entry as ([11000-11011],20,2), and allocates data from this new bank.

void * ea_malloc(size_t size, long int ai
{

v_type * va;

r_type var;

va = malloc(size);

var = compute_va_region(va,size);

insert (var,ai, *) in AT;

return (va) ;

(a)

void ea_fault_handler(v_type va, i_type pi, ...)
{
/* save the faulting instruction state */
compute the address range var
if AT already contains a (var,ai,bm) sufficient space
perform physical page allocation from bank bm
else {
find the entry (var,ai,*) in AT;
if there exists a (vbr,ai,bj) in AT and
bj has sufficient space then
rewrite (var,ai,*) as (var,ai,bj);
perform physical page allocation from bank b3j;
else
if there is a bank bk (not in AT) then
rewrite (var,ai,*) as (var,ai bk);
perform physical page allocation from bank bk
else
if there is a bank bl in AT with sufficient
space then
rewrite (var,ai,*) as (var,ai,bl);
perform physical page allocation from bank bl;
else /* the physical memory is full */
run the page replacement algorithm to
replace a page from the bank associated
with the affinity index ai (if any)
otherwise replace a page using the page
replacement algorithm for the entire memory;
let br be the selected bank number
rewrite (var,ai,*) as (var,ai br);
perform physical page allocation from bank br.
)
/* restore state information to restart instruction */
}

(b)
Fig.5. (a) eamalloc () and (b) page fault
handler. var and vbr are virtual address re-
gions, and pi is the id of the current process.
v_type, r_type, and i_type are the types for
virtual addresses, virtual address regions, and
process id, respectively.

void ea_free(void * va
{
find the corresponding entry (var,ai,bj);
free(va);
delete (var,ai,bj) from the AT;
none=true;
current_entry = the first AT entry;
while(none && current_entry is valid){
if (current_entry.bank_id == bj) none=false;
current_entry++;

if (none) turn off bank b3j;
}

Fig. 6. Energy-conscious memory deallocation.

Figures 5(a) and (b) give sketches

synchl =

synch2 = ...;

while (synchl+synch2<...){
codel = (struct code *) malloc(sizeof (struct code));
code2 = (struct code *) malloc(sizeof (struct code))
code3 = (struct code *) malloc(sizeof (struct code));
synchl = Synch_Comp (codel->pin, code3->pin, ...);
synch2 = Synch_Comp (code2->pin, code2->pin, ...);

}

(a)

synchl

synch2

while (synchl+synch2<...){
codel = (struct code *) ea_malloc(sizeof (struct code),20)

code2 = (struct code *) ea_malloc(sizeof (struct code),20);
code3 = (struct code *) ea_malloc(sizeof (struct code),20);

synchl = Synch_Comp (codel->pin, code3->pin, ...);

synch2 = Synch_Comp (code2->pin, code2->pin, ...);
}
(b)
synchl =
synch2 =
while (synchl+synch2<...){

codel = (struct code *) ea_malloc(sizeof (struct code),20);
code2 = (struct code *) ea_malloc(sizeof (struct code),30);
code3 = (struct code *) ea_malloc(sizeof (struct code),20);

synchl = Synch_Comp (codel->pin, code3->pin, ...);

synch2 = Synch_Comp (code2->pin, code2->pin, ...);
}
(e)

Fig.7. (a) Original code fragment from
Encr. (b) Loop-based affinity assignment. (c)
Expression-based affinity assignment.

void ea_free migrate(void * va)
{
find the corresponding entry (var,ai,bij);
free(va);
delete (var,ai,bj);
none=true;
current_entry = the first AT entry;
while(none && current_entry is valid){
if (current_entry.bank_id == bj) none=false
current_entry++;
}
if(none) turn off bank bj;
else
if (bj’s total data size < MT.
if possible select a set of banks B,
migrate data from bj to B,
modify the associated TLB entry, and
turn off bank bj;
}

Fig.8. Energy-conscious deallocation with mi-
gration support.

for ea_malloc() and the modified page fault

handler, respectively. The ea_malloc() routine allocates virtual memory, inserts an
entry to the AT, and returns. The ea_fault_handler () routine, on the other hand, first
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checks whether there is already a bank number associated with the affinity index of the
data. We refer to this bank as the “first-try bank.” If so and if that bank has available space
to accommodate the data, data is allocated from that bank. Otherwise, a new bank number
(which does not appear in any entry in the AT) is selected and the data is allocated from
that bank. If there is no such a bank, a bank that appears in the AT with sufficient space
is selected (if there exists one). If all these fail, that means the physical memory is full.
In this case, we return to the first-try bank and, using the page replacement algorithm,
replace a page from that bank. If there is no first-try bank for the current data allocation
(i.e., its affinity index is not associated with any bank number), we run the original
(default) page replacement algorithm for the entire memory. It should be noted that our
eamalloc() implementation tries not to colocate data with different affinity indices
as much as possible. Therefore, it is an “affinity-based” clustering strategy. A pure data
colocation algorithm (one that does not consider temporal affinity between data objects),
on other hand, would first try to fill the banks that are listed in AT as much as possible
(before going to a new bank). It our scheme, it is entirely user’s responsibility to associate
affinity indices with memory allocations. The system just obeys what the user indicates
and tries to colocate as many related data allocations as possible in a small number of
banks. The allocations with different affinity indices, on the other hand, go to different
banks (if possible). Therefore, if the user wants to colocate unrelated allocations, she
should enforce it using the same affinity index for these allocations.

It should be emphasized that memory allocation can save energy only until the whole
memory space is filled up. After that point, to continue saving energy, we need to be able
to “shut off” the banks that are not occupied by any live data. Consequently, we imple-
mented an energy-aware version of the free () routine. This routine, called ea_free
(void *), has the same interface as the original free () routine; its implementation,
however, is different. Specifically, when invoked, it first performs the deallocation re-
quired, removes the entry from the AT, and then “checks whether there is any live data
in the current bank™ after this deallocation. This is done by checking the last fields of
the entries in the AT. If the deallocated data was the last data in the bank, the bank is
turned off. A sketch of our ea_free(void *) implementation appears in Figure 6. It is
easy to see that it requires a minimal modification to the original free () routine.

We evaluated the effectiveness of our user-specified strategy using the nine appli-
cations in our experimental suite. By analyzing the memory allocations and their sizes
in each code carefully, we converted the original malloc () calls to ea_malloc () calls
and the original free () calls to ea_free () calls by hand. That is, we identified which
memory allocations are related and assigned the affinity indices accordingly. It should
be mentioned that in some cases we assigned the same affinity index even to unrelated
data allocations if we felt that there is sufficient space on the bank to hold all data. Note,
however, that being able to make such colocation decisions requires some knowledge
about program access pattern, sizes of dynamically allocated data, number of banks, and
bank capacities.

Our results are presented in Figures 9 and 10 as percentage leakage energy savings
and percentage overall energy savings, respectively, over the default memory manage-
ment strategy (which treats the entire memory space as a big monolithic bank). In both
our strategy and the default strategy, however, if a bank is not used at all, it is kept in
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the inactive state. Therefore, the energy benefits reported come solely from our energy-
aware allocation/deallocation. The default strategy can allocate a page from anywhere
in memory (depending on the current state of its free list queue), even from an otherwise
inactive bank. It should also be noted that our optimization strategy might affect the
dynamic energy consumption due to additional code executed in the modified memory
allocator and page fault handler. These variations are also included in the results shown
in Figures 9 and 10. That is, the reported energy results also include all the energy
overheads involved in our strategy. In Figure 9, the first bar (of each application) gives
the percentage reduction in memory leakage energy due to this “user-initiated strategy.”
We see that on the average 49.0% leakage energy is saved. The first bar in Figure 10, on
the other hand, shows the percentage savings in overall energy (which includes energies
expended in the cache, TLB, memory controller and processor core as well as the dy-
namic energy spent in main memory and in handling the page faults). It can be observed
from Figure 10 that the overall energy savings range from 14.9% to 27.4%, averaging
in 20.8%, clearly showing the effectiveness of our energy optimization strategy. We
also note that all applications in our experimental suite benefit from our energy-aware
memory allocation. In SP and Pscheduler, the original memory allocation is relatively
effective. Consequently, the overall energy improvement is not too high. In Usonic,
on the other hand, frequent memory allocations are done within the innermost search-
and-insert loop. In this application, by using affinity indices carefully, we were able to
improve the overall energy consumption by 27.4%.

4.3 User-Transparent Clustering

It is also possible to convert the original malloc() (free()) calls in a given code
to eamalloc() (ea_free()) calls automatically. The main task of such a strategy is
to capture the temporal affinity relations from the code. To achieve this, in this paper,
we focus on two compiler-based strategies. The first strategy, called “loop-based,” as-
sumes temporal affinity between memory allocations occurring in the same loop and,
conversely, assumes that no temporal affinity exists between allocations made in dif-
ferent (independent) loops. The memory allocations that occur outside of any loop are
assumed to be enclosed within an imaginary loop that iterates only once. The rationale
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behind this approach is that the loop iteration counts are in general largeE] and that the
data allocated within the same loop are expected to be used (together) during the entire
loop execution. The second strategy, referred to as “expression-based,” considers two
memory allocations related if and only if the associated data accesses occur in the same
statement. This strategy might perform better than the loop-based strategy if the loop
bodies are very large and not all dynamically-allocated data are used uniformly across
the loop body. In order to illustrate the difference between these two strategies, we con-
sider a code fragment from Encr. The original code fragment, the loop-based version,
and the expression-based version are shown in Figures 7(a), (b), and (c), respectively.
The loop-based version assumes that all memory allocations in this fragment have tem-
poral affinity, whereas the expression-based version associates only the first and third
allocations.

The second bar in Figure 9 (resp. Figure 10) for each application show the percentage
memory leakage saving (resp. overall energy saving) for the loop-based strategy. The
third bar, on the other hand, gives the corresponding savings for the expression-based
method. From these results, we observe the following. The average leakage savings for
the loop-based and expression-based strategies are 39.4% and 41.6%, respectively. The
corresponding overall energy savings are 15.3% and 16.1%. In general, the expression-
based strategy generates better results than the loop-based strategy. The reason for this
is that not all memory allocations done in a given loop are correlated (see for example
Figure 7). Consequently, the loop-based strategy sometimes tries to colocate unrelated
data as it happens in Atr, SP, and Encr. Note that the potential negative impact of fine-
grain behavior of the expression-based allocation is eliminated (in most cases) by the
high-level grouping discussed in the previous paragraph. In two applications (Hyper and
Wood), these two strategies result in the same code. In Usonic, on the other hand, the
loop-based strategy performs better as the allocations done in innermost loops do not
occupy large space (two very large memory allocations are done outside inner loops);
therefore, clustering the inner-loop allocations in the same set of banks generates a better
result. In fact, it is possible to achieve even better results by capturing the affinity by one
of the large allocations occurring outside innermost loop and the allocations done in the
innermost loop (this is the additional benefit brought by the user-specified method over
the loop-based strategy in this application). The expression-based strategy generates the
same result as the user-specified method in two applications (SP and Hyper).

Our energy-conscious memory allocation approach improves energy due to two rea-
sons: “energy-aware bank assignment” and “colocation of data that exhibit temporal
affinity.” We now show how energy-aware bank assignment alone and colocation alone
would perform. That is, we study the individual contributions of colocation and energy-
aware bank assignment. The colocation technique that we use clusters the data with tem-
poral affinity in the virtual address space, and is similar to the Chilimbi’s ccmalloc ()
strategy [4]. The energy-aware bank assignment strategy is, on the other hand, a sequen-
tial first-touch policy (discussed in [20]) that tries to minimize the number banks used.
It achieves this by filling an entire bank before allocating any object from another bank.
However, all the versions use ea_free (). The last two bars (for each application) in
Figures 9 and 10 give the percentage leakage and overall energy savings due to these

! Our experience shows that this is the case even with the pointer-intensive codes.
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two strategies. We can see from these results that, except for the Atr and Pscheduler
benchmarks, the energy-aware bank assignment (denoted Min-Bank in the figures) per-
forms worse than the rest. The reason for this is that trying to co-locate the objects
without affinity (while it can improve short-term energy behavior due to initialization
phases in codes) does not lead to affinity-based clustering in general. While we may
have good bank locality until the memory is filled (i.e., we fill the banks slowly), this
strategy does not necessarily place the relevant objects in the same bank. Consequently,
one has less opportunity to turn off the banks. Also, such a bank assignment degrades
the performance more than other energy-sensitive assignments. The average leakage
and overall energy improvements due to Min-Bank are 28.8% and 11.2%, respectively.
The ccmalloc () version, on the other hand, performs better than Min-Bank in most of
the cases, resulting in an average leakage (resp. overall) energy saving of 33.4% (resp.
12.1%). However, its energy performance is still lower than our strategies in general.
This is mainly because the ccmalloc () focuses only on the virtual address space, and
there is no guarantee that the objects colocated in the virtual address space will also be
colocated in the physical address space. Based on these results, we can conclude that for
the best energy behavior both colocation and careful bank assignment are crucial.

4.4 Automatic Data Migration for Energy

Our memory allocation strategy tries to use as fewer banks as possible while ensuring
colocation of data with temporal affinity. However, in the course of execution, as dynamic
data are allocated and deallocated, significant bank fragmentation might occur. A bank
fragmentation corresponds to a case where the live data occupies larger number of banks
than necessary. This occurs when the data objects are scattered in the physical address
space and there are large gaps between different objects residing in the same bank. In
some cases, a bank needs to be powered on for a long time just to maintain a small
amount of data. In such cases, migrating such data to other (relatively full) active banks
might enable us to shut off the bank in question and save energy.

Our automatic migration strategy achieves this by using a “migration threshold
(MT).” An MT is the minimum amount of total data in a bank that prevents migra-
tion of data from that bank to others. If the total size of the data residing in a given bank
reduces below MT, all the data in that bank are migrated to other active banks (if there are
any) using memory-to-memory copy operation. To implement this strategy, we need to
keep track of the amount of data in each bank, which is done by modifying the page fault
handler. Also, after migrating (copying) the data, we need to update the associated TLB
entries. The sketch of our energy-conscious memory deallocator with migration support
(ea_freemigrate()) is given in Figure 8. Since migration is a costly operation from
both energy and execution cycles perspectives (as it involves bank-to-bank data copies),
ea_free migrate() attempts migration only if the bank in question cannot be turned
off after the last ea_free () operation. It should be mentioned that due to aliasing and
parameter passing, in C programs, dynamically allocated data cannot be relocated in
general in the virtual address space. However, it should also be noted that, in our case,
we are relocating data in the physical address space (by moving the data physically and
updating the TLB entry), which should not cause any problem.
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Fig. 5. Percentage leakage savings when automatic data migration is employed (MT=4KB).

Selecting a suitable MT that works across multiple applications is an important issue.
Working with small MT values postpones migration activity and when MT is reached
it might be very late to take any advantage of. Similarly, in very large MT values, it
might be difficult to find an active bank (or a set of banks) which has sufficient empty
space. We believe that it is difficult to determine the optimum MT value statically. In this
work, we experimented with different MT values and found that 4KB is a reasonable
MT value. We show in Figure Blthe migration results (percentage energy savings) when
ea_free migrate() is used alone and together with ea_malloc()/ea_free() with
an MT value of 4KB. We see that in two applications, SP and Hyper, ea_free mig
rate() could not find an opportunity for migration. The reason for this is that in these
two applications when a bank reaches the migration threshold, the other active banks
are almost full and cannot accept data. In Atr, data migration increased the energy
consumption (with respect to ea_free () ) as high energy cost of migration could not be
compensated for by the additional bank turn off. In the rest of our applications, automatic
migration increased energy savings. Overall, when it is used alone, the average leakage
energy saving is 21.8%. When used in conjunction with user-specified, loop-based, and
expression-based strategies, the average leakage energy savings are, respectively, 56.3%,
46.3%, and 48.7% (the overall energy savings are not presented in detail due to lack of
space).

5 Concluding Remarks

A contribution of this work is the substantial reduction in leakage energy consumption
that our optimizations enable, with tolerable impact on performance. As mobile systems
are becoming more and more energy-sensitive and circuit-based energy management is
approaching to its limits, we believe that software-based energy optimization strategies
are very important. Our energy-aware memory management routines can be used by
application programmer as well as an optimizing compiler.
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Abstract. Despite significant research on state-space reductions, the
poor scalability of model checking for reasoning about behavioral mod-
els of large, complex systems remains the chief obstacle to its broad
acceptance. One strategy for making further progress is to exploit char-
acteristics of classes of systems to develop domain-specific reductions.
In this paper, we identify a structural property of system state-spaces,
which we call quasi-cyclic structure, that can be leveraged to significantly
reduce the space requirements of model checking. We give a formal char-
acterization of quasi-cyclic state-spaces and describe a state-space explo-
ration algorithm for exploiting that structure. In addition, we describe
a class of real-time embedded systems that are quasi-cyclic, we outline
how we customized an existing model checking framework to implement
space-efficient search of quasi-cyclic systems, and we present experimen-
tal data that demonstrate multiple orders of magnitude reductions in
space consumption.

1 Introduction

Model checking is maturing into an effective technology for automated analysis
of system designs. It has been used widely in validating hardware designs and
is beginning to be applied in reasoning about behavioral models of software
(e.g., [39/10]). Model checking is an attractive validation technology because it
is automatic and it is significantly more thorough in considering the possible
behaviors of a system than traditional testing methods. Thus, model checking
holds the promise of providing high-levels of assurance of system correctness
properties without the need for significant human effort; existing methods for
high-assurance development, in contrast, are very labor intensive (e.g., [6]).
Despite a decade of intensive research on general techniques for reducing the
complexity of model checking (e.g., see [4]), scalability remains the chief obstacle
to its wide-spread adoption. It is common-place for model checkers to exhaust
available memory when analyzing even highly-abstract models of real systems.
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While general reduction methods are effective (e.g., partial order reductions can
lead to order of magnitude space reductions), we believe that information about
the system domain can be exploited to enable further significant space reduc-
tions. In recent work on model checking system design models, we have explored
several strategies for exploiting information about the design and run-time en-
vironment of distributed real-time embedded (DRE) systems built on CORBA-
compliant middleware platforms [I4]. These techniques have been implemented
in a model checking framework, called Bogor, that is designed for ease of exten-
sion and customization [13]. We have customized Bogor to exploit information
about the scheduling policy, the abstract behavior of middleware services, and
the time-triggered system environment. This has resulted in orders of magni-
tude space reductions [5l9], however, even more reduction is needed before these
techniques can be applied effectively to design models of production systems.

In this paper, we present an algorithm for decomposing a global state-
space search into a number of independent predicate-bounded sub-searches whose
scopes are defined by a predicate over program states. We have identified a class
of systems, which we term quasi-cyclic, for which a projection of the system’s
state-space is cyclic. Defining a predicate that identifies the recurring states
in those cycles leads to a quasi-cyclic predicate bounded search. Intuitively, a
quasi-cyclic system is one whose traces are characterized by repeated visits to
states that share the same values for a subset {t¢1,...,%¢,} of state variables.
The state-space of a quasi-cyclic system consists of regions that are bounded by
states containing repeated {ti,...,t,}-sub-states (i.e., states where projecting
onto the values for {¢,...,t,} yields a sub-state that was encountered previ-
ously in the search). One can decompose the state-space search of a quasi-cyclic
system into independent searches of these bounded regions. Conceptually, one
can use any form of search for the different parts of a decomposed search, but for
clarity in our presentation we consider a version that performs depth-first search
(DFS) within regions and breadth-first search (BFS) across region boundaries.
Each DFS is limited to the states within a single bounded region; such a search
results in the generation of system states that define new region boundaries.

Those boundary states generate additional regions that are searched in first-
in-first-out order, thereby forming a BFS of the reachable regions. In addition
to following this search strategy, we apply a key heuristic: we only store the
boundary states plus the states generated by the DFS on the current region —
after a DF'S search of a region is completed the stored states for that region are
purged.

This offers the potential for significant reduction in the memory requirements
of model checking since search storage is localized to region state-spaces. The
size of the reduction depends on several factors including the number of region
boundary states and the number of states calculated for each region. When
the former is large and the latter small the reductions can be many orders
of magnitude, as discussed in Section [l As is shown in Section 2] memory
consumption when model checking cyclic systems is bounded by the sum of
the number of region boundary states and the number of states in the largest
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individual region search. On many realistic scalable examples this results in
sub-linear space growth as system size increases. This space reduction enables
checking properties of systems that could not otherwise be checked without
exhausting available memory, but it may incur a significant overhead in the
time required to check a system. This stems from the fact that individual region
state-spaces may overlap and force the combined BFS-DFS algorithm to revisit
states multiple times. This redundancy may actually increase state-space search
time, but we demonstrate that our decomposition results in sub-searches that
are completely independent and thus amenable to parallel execution; we present
data on the effectiveness of parallelism in combating increased execution time.

Decomposed searches of quasi-cyclic systems preserve reachability properties.
They also allow region-bounded properties to be checked in individual region
DFS. Global state-space properties can also be preserved, but we do not consider
that issue in this paper.

A broad range of realistic systems can be characterized as quasi-cyclic.
Any system with a control loop (e.g., graphical user interfaces, web-servers)
can be considered quasi-cyclic. Periodic real-time systems repeatedly wait for
time-triggered interrupts to initiate processing in a frame and are thus quasi-
cyclic. In this paper, we consider behavioral design models of DRE systems
from Boeing’s Bold Stroke avionics framework. These systems can be classified
as quasi-cyclic, and our decomposed search algorithm enables multiple orders-
of-magnitude reduction in memory consumption over existing highly-optimized
search algorithms. This is part of our larger effort on Cadena — an integrated
development environment that we are building to provide support for modelling,
analysis, and implementation of DRE systems built using the CORBA Compo-
nent Model (CCM).

The specific contributions of this paper are the: (i) definition of a method for
decomposing state-space search into a set of independent predicate-bounded sub-
searches that are amenable to effective parallelization, (i7) identification of quasi-
cyclic-ness as a state-space characteristic that enables predicate-bounded search
decomposition and yields significant memory reduction, (i) characterization of
a class of periodic real-time systems as quasi-cyclic, and (iv) description of an
implementation and evaluation of the effectiveness of quasi-cyclic state-space
search over a range of example systems.

This paper continues in Section Pl with the definition of quasi-cyclic state-
spaces and presentation of the decomposed search algorithm. Section Bldescribes
Cadena design models for DRE systems built in the Bold Stroke framework and
characterizes them as quasi-cyclic. Sections @land [0l describe the implementation
and evaluation of decomposed search, respectively, over a collection of Cadena
design models. Section [G discusses related work, and Section [7 concludes.

2 Quasi-Cyclic State Space Search

A transition system is a tuple (S, sg, E, —), where S is a set of states, sp € S
is the initial state, E C S are designated end states, and —C S x S is the
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state transition relation; —* denotes the reflexive and transitive closure of the
transition relation. The state-space of a system is the set of states, Syeqch C S,
that are reachable from sg (i.e., Sreach = {5 | S0 =™ s}).

States S are defined by the values of a set of state variables V. Variables
are partitioned into two sub-groups: t; € T for variables whose values are
transient in that they return to the same fixed values at region boundaries,
and g; € G for variables whose values may vary globally across entire sys-
tem executions. A state s € S binds values ¢, to variables v € V written as
S=[Ct,--- 1Ct,,Cq15--- ,Cq,,]- Let my(s) be the projection onto variables U C V
from state s, written [cy,, ... ,cy,]. Thus, 77r(s) is the projection onto transient
variables and 7 (s) the projection onto global variables. An equality predicate

pu(s) def (my(8) = [cuyy--- s Cu,]) defines values for a subset of the state vari-
ables and is true in and only in states that have those state variable values; we
sometimes write predicates as Plew, e vcun]- W refer to the set of states satisfying
a predicate p as p-states.

For convenience, we can evaluate a predicate py to access the values tested
by a predicate (i.e., [cy,, ... ,Cu, ]). For disjoint sets of variables, we can combine
predicates/projections to generate new predicates/projections. In the subsequent
presentation, we use the combination pr.mg(s) to generate a new state s’ =
[(CANC Corr- -+ +Cy, ], Where the ¢ values are those tested by the predicate
and the ¢® values are projected from s.

We say that a p-state leads-to a p’-state when all sequences of transitions
starting at the p-state pass through some p’-state. A state-space is quasi-cyclic if
there exists a predicate pr such that: sg leads-to a pr-state, every pr-state leads
to a pp-state or an end state. Intuitively, a quasi-cyclic state-space is one whose
execution traces are characterized by regions that are bounded by transient
variables reaching fixed values, defined by pr, and where global variables are free
to retain their values across region boundaries.

Consider a simple guarded assignment system:

11: y = 0; goto 12;

12: x = 0; goto 13;

13: true -> x = 2; goto 14;
true -> x = 3; goto 14;

14: y =y + x; goto 15;

15: y>5 -> skip; goto end;
y<=b -> skip; goto 12;

end:

The state of this system is described by three variables: a location counter (before
executing the location), ranging over values li, and integer variables x and y.
The left side of Figure [ illustrates the full state-space of the example, where
states are of the form [pc,z,y] and T = {pc,z}. We note that this state-space
is quasi-cyclic since py = [I3, 0] satisfies the condition defined above. Given this
predicate one can decompose the state-space into regions bounded by the 11
pr-states (and end states) as illustrated on the right side of Figure [l We call
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Fig. 1. Quasi-Cyclic State Space Example

the global projections of these boundary states the projected global state-space.
Note that the shaded areas in the left and right figures correspond to the same
region.

The key insight of our method is that one can search these regions indepen-
dently and still preserve the ability to check a broad range of properties. This
can provide a space savings when the size of the overall state-space is larger
than the size of the state-space of the largest region; for this to happen, there
must be some transient data. In Section [l we discuss the potential increase in
run-time that arises from duplicating explorations from common states in dif-
ferent regions. There is only one such common state in the example of Figure [I}
(13,0,5), and since it is a region boundary state it will be explored a single time.

Algorithm [[((a) depicts the classic explicit depth-first state-space search al-
gorithm [4]. We contrast this with our quasi-cyclic state-space search, which is
shown in Algorithm [[[(b). The chief difference between the algorithms is that
the quasi-cyclic search performs a series of DFSs (lines b.3 and b.8), one for
each global state projection that is encountered (line b.8), rather than a single
DFS from the initial state (line a.2). The quasi-cyclic search employs a predicate-
bounded DFS where successor-less end states and states satisfying pr define the
maximum depth of the search. Each DFS instance in the quasi-cyclic search
starts with a set containing only the initial state as the seen; set (line b.7); thus,
a quasi-cyclic search requires only as much memory as is needed for the largest
DFS search in addition to the number of boundary states. Each DFS collects
the set of pp-states that bounded the search and adds them to the queue (lines
b.19-b.22). The global projection onto those states that have not been seen be-
fore (seeny) and that are not queued for search are enqueued (line b.22) for a
BFS of quasi-cycles.

The action of this algorithm on the above example would be to perform py3 g)-
bounded DFS instances for the regions shown on the right side in Figure[] in
the following breadth-first order: (11,0, 0), (I3,0,0), (13,0, 2), (13,0, 3), (I3,0,4),
(13,0,5). This search requires worst-case storage of five projected global states,
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(a) Classic State-space Search
1 seen := {so}
2 DFS(SO)

DFS(s)
3 workSet(s) := enabled(s)
4 while workSet(s) # 0

(b) Quasi-Cyclic State-space Search
1 seeng =0

2 seens := {so}

3 DFS(pT, 80)

4 while ~queue Empty()

5 84 := dequeue()

6  seeny := seeng U {s4}

7 seen; := {pr.Sq}

8  DFS(pr,pr-sq)

DFS(pr, s)
9 workSet(s) := enabled(s)
10 while workSet(s) # 0

5  let o € workSet(s) 11 let « € workSet(s)
6  workSet(s) := workSet(s) \ {a} 12 workSet(s) := workSet(s) \ {a}
7§ = als) 13 s :=a(s)
8 if s’ & seen then 14 if 8’ & seent A —pr(s’) then
9 seen := seen U {s'} 15 seen; := seeny U {s'}
10 pushStack(s’) 16 pushStack(s")
11 DFS(s) 17 DFS(pr,s)
12 popStack() 18 popStack()
end DF'S 19  if pr(s’) then
20 sy = ma(s')
21 if s, & seeng A—inQueue(sy) then
22 enqueue(sy)
end DF'S

Algorithm 1: Classical Search vs. Quasi-Cyclic Search

seeng = {0,2,3,4,5}, and nine states in the largest DFS instance (the instance
headed by (I3,0,0)). The total space consumption for this quasi-cyclic search
is much less than the forty-one states that are stored by the classic state-space
search shown on the left side of the figure.

It is interesting to note that the behavior of Algorithm [i(b) reduces to
breadth-first search if pr is true (and all state variables are considered global)
and to depth-first search if pp is false. Thus, for non-trivial predicate definitions
the algorithm performs a search that is a hybrid of DFS and BFS. Regardless of
the definition of py it is guaranteed to reach every state that is reached by the
classic search.

Proposition 1 (State Coverage). For a given system, quasi-cyclic state-space
search visits all of the states that are visited in the classic DFS state-space search.

Proof: Every state s’ produced at line 7 of Algorithm [[{a) is the re-
sult of exploring a trace [so, s1,...,s| whose states are stored on the
stack of recursive DFS() calls. Algorithm [I(b) explores each such trace
in segments [So, ... ,Sb,], [Sbyy--+ sSbaly -«-y [Sb,,--- 8| Where sp, is a
pr-state. Each segment is explored in a separate recursive DF'S traversal
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Fig. 2. Simple avionics system

and the projection onto a boundary pr-state is stored in the queue and
used to initiate the DF'S traversal of the subsequent segment. The ex-
haustive consideration of all such boundary states in the loop beginning
at line 6 assures that all segments will be explored.

Proposition [I] implies that quasi-cyclic state-space search preserves reacha-
bility properties of systems. It is also clear that any intra-region safety property
is also preserved since those properties would be checked independently during
the course of each DFS() call initiated at line 11 of Algorithm d(b). We are
working on extending quasi-cyclic state-space search to efficiently analyze LTL
properties.

Proposition 2 (Space Consumption). Quasi-cyclic state-space search re-
quires memory bounded asymptotically by the sum of the number of distinct states
in the projected global state-space and the mazximal size of a region DFS.

Proof: The maximal space consumption of Algorithm [dIb) is bounded
by the size of seen, and seen;. seeny is at its largest at the end of
the algorithm when the global projection of all boundary states have
been stored. Each DFS() call is executed in sequence, thus the space for
seen; of each depth-first search is reused across the set of searches. This
means that the largest seen; set for all DFS determines the maximal
space consumption.

3 Cadena Designs

We now give a brief overview of the structure of DRE systems that are designed

using Cadena, and we explain how they give rise to quasi-cyclic state-spaces.
Figure 2] presents the CORBA component model (CCM) architecture for a

very simple avionics system that shows steering cues on a pilot’s navigational
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display. Although quite small, this system is indicative of the kind of system
structure found in Boeing Bold Stroke designs. In the system, the pilot can
choose between two different display modes: a tactical display mode displays
steering cues related to a tactical (i.e., mission) objective, while a navigation
display mode displays cues related to a navigational objective. Cues for the
navigation display are derived in part from navigation steering points data that
can be entered by the navigator.

The system is realized as a collection of components coupled together via
interface and event connections. Input position data is gathered periodically at a
rate of 20 Hz in the GPS component and then passed to an intermediate AirFrame
component, which in a more realistic system would take position data from a
variety of other sensors. Both the NavSteering and TacticalSteering component
produce cue data for Display based on air frame position data. The Navigator
component polls for inputs from the plane’s navigator at a rate of 5 Hz that are
used to form NavSteeringPoints data. This data is then used to form navigational
steering cues in NavSteering. PilotControl polls for a pilot steering mode at a rate
of 1Hz and enables or disables NavSteering and TacticalSteering accordingly.
NavSteering and TacticalSteering are referred to as modal components since they
each contain a mode variable (represented as a component attribute) whose
value (enabled,disabled) determines the component’s behavior. When a steering
component is in enabled mode, it processes data from AirFrame and notifies the
Display component that its data is ready to be retrieved over one of the modal
component’s interface connections. When a steering component is in disabled
mode, all incoming events from AirFrame are ignored and the component takes
no other action.

There are many interesting aspects to this system and its development in
Cadena that we cannot explain here due to lack of space (see [0] for more details).
We focus here on issues related to the quasi-cyclic structure of the state-spaces
of these systems.

In Bold Stroke applications, even though at a conceptual level component
event source ports are connected to event sink ports, in the implementation,
event communication is factored through a real-time CORBA event channel. Use
of such infrastructure is central to Bold Stroke computation because it provides
not only a mechanism for communicating events, but also a pool-based threading
model, time-triggered periodic events, and event correlation. In order to shield
application components from the physical aspects of the system, for product-line
flexibility, and for run-time efficiency, all components are passive (i.e., they do
not contain threads) — instead, component methods are run by event-channel
threads that dispatch events by calling the event handlers (“push methods” in
CORBA terminology) associated with event sink ports. Thus, the event channel
layer is the engine of the system in the sense that the threads from its pool
drive all the computation of the system. The Event Channel also provides event
correlation and event filtering mechanisms. In the example system of Figure [2
and-correlation is used, for instance, to combine event flows from NavSteering
and AirFrame into Display. The semantics of and-correlation on two events e;
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and ey is that the event channel waits for an instance of both e; and ey to be
published before creating a notification event that is dispatched to the consumer
of the correlation.

Periodic processing in Bold Stroke applications is achieved by having a com-
ponent such as GPS subscribe to a periodic time-out (e.g. Timer [20]) that is
published by the real-time event-channel (the event-channel contains dedicated
timer threads to publish such events). The time between two occurrences of a
timeout of rate r is referred to as the frame of r (e.g., the length of the frame
associated with the 5Hz rate is 200 milliseconds).

In constructing transition system models of Bold Stroke applications, we take
advantage of the fact that in rate-monotonic scheduling theory, which is used in
Bold Stroke systems, the frame associated with a rate r can be evenly divided
into some whole number of r’-frames for each rate v’ that is higher than r. In the
example system of Figure[2 the frame of the slowest rate (1 Hz) can be divided
into 5 5 Hz frames, and each 5 Hz frame can be divided into 4 20 Hz frames. The
longest frame/period (the frame associated with the lowest rate) is called the
hyper-period.

We do not keep an explicit representation of clock ticks, but instead our
model enforces the following constraints related to issuing of timeouts:

— a single timeout is issued for the slowest rate group in the hyper-period,
— timeouts for rate groups, r; and r; where r; > r;, are issued such that r;/r;
timeouts of rate r; are issued in a r; frame.

These constraints determine the total number and relative ordering of instances
of timeouts that may occur in the hyper-period. Combining these constraints
with the scheduling strategy implemented in Bogor for Cadena models safely
approximates all interleavings of timeouts and component actions (given the
assumption that no frame overruns occur) [5].

Systems such as the one in Figure [ are captured in Cadena using specifica-
tions phrased in three parts: (1) component behavioral descriptions the describe
the interface and transition semantics of component types such as the LazyAc-
tive component type in Figure 2 of which AirFrame is an instance, (2) a reusable
model of a real-time CORBA event channel, and (3) system configuration in-
formation that describes the allocation of component instances and the port
connections made between each of these instances as diagramed in Figure [2] (see
[5] for a detailed explanation).

From these three parts, the model checker builds a state vector (pc, ¢, q, a, t)
where the tuple components are as follows.

pe.d = (pedy,, ... ,pcd,., ) stores program counter of each of the event-channel
dispatch threads (one thread per each rate group r;)

pc.t stores the program counter for the event-channel timer thread that responds
to system timer interrupts and places timeout events in dispatch queues g,,.

c¢=(e1,...,c) stores the data states of component instances, each of which
consists of a, possibly empty, set of mode attributes as defined by ¢;’s com-
ponent type.
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q=(qgry,.-.,qr,) are rate-specific queues of pairs, (c, e), recording the dispatch
of event e to port c.
a = (ay,...,a;) stores the current states of each of the event correlation recog-

nition automata.
t records an abstraction of time used to trigger timeouts.

Note that in a real avionics system, there would be significant numeric computa-
tion to transform raw GPS data into a form that is useful for other components
such as AirFrame. We do not represent this computation in our model for sev-
eral significant reasons. First, in the actual systems supplied to us by Boeing,
all such computation is stripped out for security reasons and to avoid dissem-
ination of propriety information. Second, Boeing engineers are often concerned
with reasoning about control properties associated with modes, and the elided
data computations rarely influence the modal behavior of the system. In essence,
Boeing engineers have by happenstance performed a manual abstraction of the
system — an abstraction that produces a system that is very well-suited for model
checking in that remaining mode data domains are finite and small.

Other information such as the connection information between component
instances is required to define the semantics of Cadena systems. However, we do
not store connection information in the state vector at all since this information
remains constant through the lifetime of Bold Stroke systems.

Of the state vector components listed above, only the values ¢ of the compo-
nent mode variables are considered global according to the classification scheme
of Section 21— all the remaining values are transient. State spaces generated from
Cadena models are quasi-cyclic in the sense of Section 2] because there exists a
predicate p(T; on transient components of the state vector that holds when

— each of the dispatch thread program counters pc.d,, holds the value of the
initial thread control point,

— the program counter pc.t holds the value of the initial thread control point,

— each of the dispatch queues g,, are empty,

— each of the automata a; is in its initial state, and

— the abstraction of time ¢t is zero (i.e., start of hyper-period).

To explore how our proposed state-space optimization techniques scale along
various axes, we consider a parameterized family of systems built off of the
basic system shown in Figure[2l Those extensions were obtained by instantiating
parameters m, ¢, and v from the following description:

— m modal components are added between GPS and NavDisplay.

— Each new mode variable from the m components above is changed non-
deterministically by a new component ModalControl that is running at 1 Hz.
We put a bound ¢ on the maximum number of modal values that can be
changed during a single run of ModalControl’s 1 Hz timeout handler.

— Each new mode variable from the m-components above can have v different
values.
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4 Implementation in Bogor

Bogor [13] is an extensible and highly modular explicit-state model checking
framework. It provides a rich modeling language including features that allow
for dynamic creation of objects and threads, garbage collection, virtual method
calls and exception handling. It also provides extension mechanisms that ease
the task of customization to provide domain-specific abstraction layer and to ac-
commodate, for example, variations in scheduling policies, search modes for state
exploration, state encodings, and checkers for specification languages. Bogor em-
ploys state-of-the-art reduction techniques such as collapse compression [IT],
heap symmetry [12], thread symmetry [2], and partial-order reductions.

We have customized Bogor to support checking of Cadena models [5] that
gives orders of magnitude space reduction from previous approaches [9]. This was
done by providing a builtin abstraction of CORBA event channel semantics, and
by customizing Bogor’s scheduler to enforce constraints on time-triggered event
occurrences and scheduling policy described in the previous section, In addition,
Bogor was easily configured to identify static component connection data that
did not need to be stored in the state vector.

4.1 Quasi-Cyclic Search

We have implemented quasi-cyclic state-space search for Cadena on top of the
previous customized implementation. We describe how we extended our existing
Cadena-oriented checker to implement Algorithm [M(b).

We modified the classical DFS algorithm used in [5] so that it only explores
one hyper-period for each invocation of the DFS algorithm. This modification
is done in the search module of Bogor. We use the predicate p$ defined in the
previous section as the condition to determine when the end of the hyper-period
is encountered in the search (lines b.19-b.22). The p$% predicate is implemented
in a straight-forward manner because the interface to the state representation
in Bogor provides methods to query the program counter of each thread, global
and local variables.

After each transition in the search, the current state is inspected to see
whether it satisfies p%. If so, we then apply the mg function to extract each
modal component’s modal value from the state. The relatively small state vector
consisting of only modal values is then enqueued (lines b.21-b.22) if it is not in
the queue and it has not been explored before. Once the state vector is enqueued,
then the search backtracks to continue its search of the current hyper-period.

For each state vector of modal values s, in the queue, the DFS algorithm
is then started with a state that is constructed using pr and s, (lines b.8).
In the actual implementation, a new instance of the Bogor model checker is
created for each of these searches, thus, the stored states of previous hyper-period
are garbage-collected and only the state vectors of mode values are preserved
through-out the complete search.



184 M.B. Dwyer et al.

Bogor’s open design allowed us to implement this extension in less than 200
lines of Java code and less than one day. An additional 40 lines of Java code
were needed to implement the parallel search.

4.2 Parallel Quasi-Cyclic Search

As will be shown in the next section, the quasi-cyclic search may potentially have
a significant runtime overhead. This happens when there are many overlapping
states between the quasi-cyclic regions. Since the seen; is always reset for each
DFS call, overlapping states will be revisited. In contrast, the classical DFS will
backtrack when such overlapping states are encountered.

In order to alleviate the time overhead, we have implemented a parallel ver-
sion of the quasi-cyclic search. Note that because of the decomposition of the
search that is performed by quasi-cyclic search, each DFS call (line b.8) is com-
pletely independent and may be executed in a separate thread. The DFS searches
only interact by updating the shared queue and the shared set seeng, which can
be accessed in parallel; we synchronize those specific access points (lines b.4-b.6
and b.21-b.22). In our implementation, the user can specify how many threads
to use to perform parallel DFS searches.

5 Evaluation on Realistic Designs

Our goal is to evaluate the extent to which quasi-cyclic state-space search is
effective for reasoning about behavioral models of real systems. We have per-
formed an evaluation in the context of a collection of Cadena design models
that encode Bold Stroke system designs provided by Boeing engineers. The orig-
inal Bold Stroke designs were developed to #llustrate structural aspects found
in real designs as a means of evaluating a wide variety of design-time analyses,
but as standalone designs they reflect neither the complexity nor scale of real-
istic designs. In this study, we have adapted several of these Cadena designs to
make them scalable in ways that correspond to the way that real system designs
scale (as explained to us by Boeing engineers); specifically as systems scale the
following trends are typically followed:

1. the number of modal components increases to comprise as much as one-third
of the total number of system components;

2. modal components are rarely independent and can often be grouped into
dependent clusters that change value in the same hyper-period (e.g., com-
ponents that are always enabled/disabled as a group);

3. the domain of values for mode variables can become larger in realistic sys-
tems; boolean modes remain, but the progression of mode variable values in
general becomes more complex (e.g., implementing a state machine); and

4. the number of modal components that change value independently during a
hyper-period is generally bounded by a small constant that depends on the
specific system.
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We have adapted two existing modal design models, ModalSP and Medi-
umSP, to introduce new modal and non-modal components in a manner that
is consistent with these constraints. We experimented with variations on these
models to understand the scalability of quasi-cyclic state-space search. For each
model we varied the number of components added (denoted m), the number of
modal components that change in a hyper-period (¢), and the number of values
that the added modal components will take on (v); a model configuration is
denoted by the triple (m, ¢, v).

We summarize results for a selection of checks on these models; the complete
data set is available online [1]. The classic model checks were run using the
customization of Bogor for Cadena models [5], discussed in Section[3, and as such
they represent highly-optimized state-space searches. The quasi-cyclic checks
used the Bogor implementation described in Section [£1l Data on total run-time
and space usage were obtained on a single user workstation with a 2.53Mhz
Pentium 4 and running JDK 1.4.1 on Windows XP Pro with the maximum heap
of 1350Mbytes allowed for the JVM.

Figure Bl plots memory and space consumption for classical checks of three
variations of the ModalSP; in its original form the ModalSP has 8 components
and 125 event publications per hyper-period. The shape of these plots is charac-
teristic of what we found for further scaling of the models; we show these smaller
variations since for the larger ones the classic searches run out of memory very
quickly and are therefore not suitable for comparative evaluation. From these
plots three trends are clearll: (1) quasi-cyclic search requires significantly less
space than the classic search, (2) the consumption of memory for quasi-cyclic
search scales extremely well with increasing system size and complexity, and (3)
quasi-cyclic search can incur a significant run-time overhead relative to classic
search.

The MediumSP is significantly more complex than the ModalSP having 50
components and 820 events publications per hyper-period. Its state-space is more
than an order of magnitude larger and consequently classic checks run out of
memory even for small model configurations. Data for the (3,1,2) and (3,1,3)
configurations of MediumSP are representative of the overall data we collected.
Classical search of (3,1,2) required 9.5 hours and used more than 650 Mbytes
of memory, whereas quasi-cyclic search required 20 hours, but only 150 Mbytes
of memory. Classical search of the (3,1,3) configuration exhausted available
memory, while quasi-cyclic search takes several days, but uses only slightly more
than 150 Mbytes of memory. The rate of growth of memory for quasi-cyclic
search suggests that scaling to significantly larger systems is possible, but the
run-time cost of sequential search quickly becomes prohibitive.

The prototype parallel quasi-cyclic search was used to check several config-
urations of the ModalSP system on a quad-processor 500Mhz Pentium Xeon
system with 4 Gbytes of memory. For ModalSP (3,1,4) classical checking took

! Note that the dashed-line for the space consumption of quasi-cyclic search is a bit
difficult to see. It is just above and nearly parallel to the horizontal axis in the plots.
The actual memory used for each of those checks was less than 8 Mbytes.
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Fig. 3. Quasi-cyclic Performance for ModalSP Configurations

201 minutes, sequential quasi-cyclic checking took 360 minutes, and four-way
parallel quasi-cyclic checking took 152 minutes.

5.1 Discussion

It is difficult to quantify the extent to which quasi-cyclic search will effectively
scale with system size. The data collected to date suggests that explosive memory
growth can be moderated significantly, but that large-scale parallelism will be
required to control the growth in analysis time. Based on an informal analysis
of the awailable parallelism in quasi-cyclic search we believe that fine-tuning of
our parallel implementation (e.g., to work around the sequentiality of garbage
collection in the JVM) will allow near linear speedup to be achieved for large
numbers of processors. We are aggressively pursuing this line of research and
conducting a broad empirical evaluation of the scalability of parallel quasi-cyclic
search’s run-time performance.

Our study was limited to Bold Stoke system design models for which quasi-
cyclic search appears to be very effective at reducing memory requirements. We
believe that quasi-cyclic search can also be effective for reasoning about other
classes of periodic real-time systems as well as more general control-loop based
software systems (e.g., user interface systems, web-servers). We are working to
apply quasi-cyclic search to this broader class of systems.
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This form of search is especially effective when a significant portion of the
program data is transient and when the global data transitions deterministically
across a series of quasi-cyclic regions. This latter observation suggests that care-
ful modeling of the way that a system’s environment can influence transitions
of its global data is warranted. We experimented with some different environ-
ment models including a completely non-deterministic environment that simply
chooses among possible mode variable settings and noticed a negative impact
on performance. We found that capturing assumptions about environment be-
havior that determinize the transition of mode values (e.g., encoding sequencing
of flight mode values from takeoff through ascent, flight, descent and landing)
reduced run-time.

6 Related Work

Godefroid et. al. [8] introduced state-space caching techniques to increase the
size of systems for which model checking is feasible. The main idea of the work
is that one can perform a state-space search by storing only a portion of the seen
before set. Studies have shown that, in general, randomly selecting the states to
preserve in the seen set yields the best performance. The algorithm may visit
some states several times because they have been removed from the seen set. In
addition, to detect termination the algorithm needs at least as much memory as
is required to store the states of the longest DFS stack. In contrast, we use spe-
cific knowledge of the system, encoded as a predicate, to identifying quasi-cyclic
regions in the state-space. Quasi-cyclic search is guaranteed to find all states that
the classical DFS (or state-caching search) finds and only those states; hence, it
terminates whenever the classical DFS can terminate. Our algorithm may also
visit states multiple times, however, based on our preliminary experiments, the
ability to parallelize the search compensates for this redundant calculation.

Godefroid [7] introduced state-less search to model check systems that have
a relatively small number of states that are revisited in the search and that
have little non-determinism. State-less search is also effective for systems where
partial order reduction significantly reduces the number of paths that need to be
explored. It does not work well for systems such as the Cadena models because
of the non-determinism used for safely modeling timeouts and priority-based
scheduling. The non-determinism in modeling the scheduler introduces many
states that need to be revisited. We implemented a state-less search for a single
quasi-cyclic region of the (3, 1,2) ModalSP configuration; it ran for several hours
before we terminated it in contrast to the 30 seconds required by the stateful
quasi-cyclic search.

7 Conclusions

We have developed a search algorithm that decomposes a state-space search
into local regions, defined by a predicate over state vectors, that can be searched
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independently. The algorithm is quite general, but in this paper we have empha-
sized how the manual definition of a predicate that captures the cyclic structure
of a projection of a system’s state-space can significantly reduce the memory
requirements of the search. Ongoing work is seeking to automate the identifica-
tion of region-defining predicates, thereby significantly increasing the breadth of
applicability of our algorithm.

We have identified a class of quasi-cyclic design models for event-driven
component-based designs of distributed real-time embedded systems. We de-
scribed how these systems can naturally be mapped onto the quasi-cyclic search
algorithm which can be implemented in the Bogor model checking framework.
Preliminary experimental evaluation confirmed that the memory consumption of
the algorithm scales extremely well with increasing system complexity; in fact,
for our experiments memory consumption was nearly constant. While quasi-
cyclic search does incur significant overhead, up to a factor of three slowdown
for the systems we considered, that overhead can be overcome by even a modest
parallelization of the search. We believe that significantly greater performance
can be achieved through large-scale parallelism and are undertaking an experi-
mental study to assess that hypothesis.
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Abstract. To guarantee timeliness in hard real-time systems the know-
ledge of the worst-case execution time (WCET) for its time-critical tasks
is mandatory. Accurate and correct WCET analysis for modern proces-
sor is a quite complex problem. Path analysis is required to identify a
minimal set of possible execution paths. Further, the modeling of a pro-
cessor’s internal states for features like caches or pipelines requires to
consider possible interferences of these features.

This paper presents a new software engineering paradigm tailored to
the development of real-time software. This paradigm results into more
predictable programs and is therefore well-suited for the development
of real-time systems. New software development tools are necessary to
support developers in writing efficient code for this new paradigm. In this
paper an editor is described that highlights all code that is not conform
with this programming paradigm.

1 Introduction

The knowledge of the worst-case execution time (WCET) of tasks is crucial for
the design of real-time systems. Only if safe upper bounds for the WCET of all
time-critical tasks have been established, it becomes possible to verify the time-
liness of the whole real-time system. Over the last one-and-a-half decades rese-
arch in WCET analysis and real-time computing has solved many sub-problems
of WCET analysis. Despite this progress in WCET analysis, there still exist
three fundamental problems in the current state of the art in WCET analysis
[&]:

First, WCET analysis needs exact knowledge about the possible execution
paths through the analyzed code. Deriving this information automatically is,
however, not possible in the general case. This is due to the fact that the con-
trol flow of a program typically depends on the input data of the program and
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chitecture for Distributed Control Applications (NEXT TTA)” under contract IST-
2001-32111.
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a WCET bound thus cannot be predicted purely from code analysis. Further,
the fully automatic program analysis to derive descriptions about possible con-
trol flows automatically is in conflict to the halting problem. Therefore, current
WCET analysis tools rely on the provision of the lacking path information [2/3].

The second major problem is obtaining correct and accurate models about
the timing behavior of modern processors. These processors typically use features
like caches or pipelines to improve their peak-performance. The effects of these
hardware features interfere with each other and are therefore hard to predict.
Even worse, the behavior of a processor generally is scarely documented [IJ.
These facts taken together make it difficult if not impossible, to build for WCET
analysis tools a correct and accurate hardware model of the target processor.

The third major problem is the complexity of the WCET analysis. Beside
the problems in identifying the possible execution paths and obtaining detailed
hardware-timing data, the complexity of WCET analysis itself is a problem. The
number of paths that have to be analyzed to calculate a precise WCET bound
are growing exponentially with the number of consecutive branches. Full path
enumeration therefore becomes infeasible, except for programs having a very
simple control flow [4]. To overcome this problems, approximating analysis tech-
niques are used. These approximations causes overestimation and consequently
lead to a system design with decreased utilization of hardware resources.

A possible solution to the above problems is the use of new software enginee-
ring paradigms tailored to the development of real-time software. A recently
developed paradigm for this new area of software engineering is WCET-oriented
programming [8lf7]. It represents an unconventional way on how to write pro-
grams. The fundamental motivation of WCET-oriented programming is to re-
duce the number of program statements input-data dependent control flow. New
software development tools are necessary to support software developers in writ-
ing efficient programs for this new software engineering paradigm.

In this paper we describe an editor that is able to highlight code that is not
conform with this programming paradigm. The described analysis method to
highlight the code is integrated as plug-in into a popular editor.

This article is structured as follows: Section Bl discusses WCET-oriented pro-
gramming and introduces the single-path approach to increase predictability in
real-time programs. Section Bl describes an analysis method to detect program
statements causing an input-data dependent control flow. The integration of this
analysis into an editor is explained in section Bl Examples are shown in section Bl
to demonstrate the features of this program analysis methods. Section [0l gives a
conclusion to the article.

2  Writing WCET-Oriented Programs

WCET-oriented programming is a software engineering paradigm especially tai-
lored to the development of real-time software. This section discusses its novel
aspects compared to traditional performance oriented programming. Further,
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the single path approach — a paradigm to increase predictability of real-time
software — is described.

2.1 Traditional Performance-Oriented Coding

Non real-time programmers typically aim at a good average performance to allow
for a high throughput. Therefore, the primary performance goal of non real-time
programmers is the speed optimization for the most probable (i.e., frequent)
scenarios. In order to be able to favor the frequent cases the code tests the
properties of input-data sets and chooses the actions to be performed during an
execution based on input data. Using input-data dependent control decisions is
an effective way to achieve short execution times for the favored input-data sets.
This approach is therefore suitable for optimizing the average execution time.
In contrast to this, a programming style that is based on input-data dependent
control decisions adversely affects the quality of the achievable WCET. This is
due to the following reasons:

— Tests to identify the current input date: Even if an input-data set is not
among the ”favored” inputs it has to be tested at the points where the
control flow between favored and non favored inputs splits. While the fast
code makes up for the cost of the control decisions in the case of favored
inputs, the execution time of the input-data tests add up to the execution
time without compensation for all other data.

— Branching costs: Similarly to the previous argument, not just the costs for
testing the properties of input data but also the costs for branching to the
respective code sections increase the total execution time of non-favored
cases.

— Information-theoretical imbalance: Every functionality on a defined input-
data space and available data memory has a specific complexity. The overall
problem complexity determines the number and types of operations needed
to solve the problem for the given input-data space. Performance oriented,
non real-time programming spreads this overall complexity unevenly over the
input-data scenarios: to facilitate a high throughput, the frequent input-data
scenarios are treated at computational cost that are below the complexity
that would result if the total complexity would be evenly distributed to
all scenarios. As the complexity inherent to a problem is constant, a cost
reduction for some part of the input-data space necessarily causes higher
costs for the rest of the inputs. Again, this impairs the achievable WCET
(example: average versus worst-case transmission time of a string coded in
Huffman code respectively a constant-length code).

Data-dependent control decisions are the results of traditional performance-
optimization patterns. In the following we show that we have to apply a comple-
tely different and not so common optimization strategy, if we aim at optimizing
the worst-case completion time.
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2.2 Programming for the Worst-Case

As shown in the previous section, traditional (non real-time) programming tends
to produce code that has a high WCET. We observe that it is the different
treatment of scenarios, i.e., favoring certain input-data sets over others, that
causes an increased WCET. The reasons for this were detailed above. In or-
der to write code that has a good WCET the shortcomings of the traditional
programming style have to be avoided. A novel programming strategy is nee-
ded. WCET-oriented programming (i.e., programming that aims at generating
code with a good WCET) tries to produce code that is free from input-data
dependent control flow decisions or, if this cannot be completely achieved, re-
stricts operations that are only executed for a subset of the input-data space to
a minimum. Note that in some applications it is impossible to treat all inputs
identically. This can be due to the inherent semantics of the given problem or
the limitations of the programming language used. WCET-oriented program-
ming needs a way of thinking that is quite different from the solution strategies
we normally use. As a consequence, it produces unconventional algorithms that
may not look straightforward at the first sight. The resulting pieces of code,
however, are characterized by competitive WCETs due to the small number
of tests (and branches) on input data and the minimal information-theoretical
imbalance. A small number of input-data dependent alternatives does not only
keep the WCET down. It also keeps the total number of different execution
paths through a piece of code low. Identifying and characterizing a smaller num-
ber of paths for WCET analysis is easier and therefore much less error-prone
than dealing with a huge number of alternatives. In this way, WCET-oriented
programming does not only produce code with better WCET performance but
also yields more dependable WCET-analysis results and thus more dependable
real-time code than traditional programming.

2.3 The Single-Path Approach for Predictable Code

As mentioned before, the problem of WCET analysis is in general complex be-
cause programs behave differently for different input data, i.e., different input
data cause the code to execute on different execution paths with differing execu-
tion times. In the following we propose an approach that avoids this complexity
by ensuring that the code to be WCET-analyzed has only a single execution
path. This approach uses code transformations to transform input-data depen-
dent branches and their alternatives into sequential code (input-data indepen-
dent branches are not transformed). To be precise, the code resulting from the
transformation avoids data dependencies in execution times by keeping input-
data dependent branching local to single operations with data-independent exe-
cution times.

Constant-Time Conditional Expression. The key feature to our
predictable-programming approach is the so-called constant-time conditional ex-
pression operation (CTCE). A CTCE consists of a boolean expression and two
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expressions. It evaluates the two expressions and returns one out of the two re-
sults. Which of the two results is actually selected depends on the truth value of
the condition. Throughout this paper we use the following notation for CTCEs:

cond # expry : exprs

cond represents the condition of the constant-time conditional, expr; and
exprs stand for the two expressions that are evaluated. If cond yields true then
the value of the CTCE is the result of expr;. If cond evaluates to false the
CTCE returns the value of expry. What has been described above may remind
the reader of the conditional assignment operator ”7:” of the C programming
language. Indeed, as we assume that expr; and exprs do not have any side
effects, the final result of both types of statements is the same. That is also why
the syntax of the CTCE has been chosen similar to that of the C conditional
expression (7:). Note, however, that there are significant differences in the control
flow of the two constructs. The C conditional expression works like an if-then-
else construct. It first evaluates the condition and then executes one of the two
branches. In contrast to the conditional expression in C, the CTCE evaluates
both expressions. Having computed the expressions it evaluates the condition
and returns one of the two expression results as the value of the whole constant-
time conditional expression. In [§] the different semantics of the two conditional
operators are described in more detail.

Obviously, evaluating a conditional expression with the new operator takes
longer than using an operator with the semantics of the C construct (the old
operator evaluates only one expression while the new one has to evaluate both).
The big advantage of the CTCE shows, however, when it comes to execution
time prediction. In the C conditional the two alternatives of the branch perform
different operations, and this usually implies that the alternatives have different
execution times. In the general case it is therefore impossible to predict the
exact execution time of the conditional. The constant-time implementation has
a single, constant execution time. Its execution time is therefore predictable. This
is achieved as follows: First, both alternative expressions execute in sequence.
Executing both expressions unconditionally avoids the problem of finding out
how the conditional behaves in a worst-case execution. Second, the result of the
overall conditional is selected and returned in a simple operation with constant
execution time.

The CTCE can be realized with a conditional move instruction, which is
implemented on a number of modern processors [§].

2.4 Converting WCET-Analyzable Code into Single-Path Code

The CTCE is a construct to make the single-path approach explicit. In the fol-
lowing we illustrate how every well structured and WCET-analyzable piece of
program code can be translated into code with a single execution path. By the
term WCET-analyzable code we understand code for which the maximum num-
ber of iterations of every loop is known; a WCET bound is thus computable.
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The translation replaces all input-data dependent branches by sequential code
that uses CTCEs [6].

We only consider structured data dependent branchings of high-level lan-
guages like conditional statements (e.g., if statement) and loops; gotos or exit
statements are leaved out. In order to translate a piece of code into temporally
predictable code we transform these two statement types into non-branching
code.

— Conditional branching statements conditionally change the values of a num-
ber of variables. The transformation of such conditional branches is straight-
forward. The translation process generates sequential code with constant-
time conditional assignments for each of the conditionally changed variables.
When translating assignments in nested conditional branches, the conditions
of all nested branches have to combined in the conditions of the generated
conditional assignments.

— Loops with input-data dependent termination conditions are translated in
two steps. First, the loop is changed into a simple counting loop with a
constant iteration count. The iteration count of the new loop is set to the
maximum iteration count of the original loop. The old termination condition
is used to build a new branching statement inside the new loop. This new
conditional statement is placed around the body of the original loop and
simulates the data dependent termination of the original loop in the newly
generated counting loop. The second step of the loop translation transforms
the new conditional statement, that has been generated from the old loop
condition, into a constant-time conditional assignment. This way the entire
loop executes in constant time.

Note that applying the described transformation to existing real-time code
may yield temporal predictability at a very high cost in terms of execution
time. Thus we consider the illustration of the transformation as a demonstration
of the general applicability of our approach, rather than proposing to use the
transformation for generating temporally predictable code from arbitrary real-
time programs.

In order to come up with code that is both temporally predictable and well
performing the programmer needs to use adequate algorithms, i.e., algorithms
with no or minimal input-data dependent branching. This new paradigm tailored
to the development of real-time software is called WCET-oriented programming.
Special software engineering tools can help the software developer in writing
WCET-oriented software. In the following sections a special feature for an editor
is described that provides the developer with additional information about the
predictability of the code. Statements that cause an input-data dependent change
of the control flow (i.e., statements that violates the single-path approach) are
highlighted. This information allows the developer to check the predictability of
the current code. Based on this information, a refinement of the code may be
possible to avoid any performance decrease caused by the automatic translation
of the program into single-path code.
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3 Control Flow Analysis

We developed a plug-in for an editor to support the development of WCET
oriented code. This plug-in can analyze the source code and mark every control-
flow that violates the single-path paradigm.

In order to analyze the source code, our first task is to detect all basic blocks
in the code and to construct a control flow graph representing all control flows
between the basic blocks. The second step is to extract data information from
input code and to analyze the data flow in the function. For that reason we need
a data structure that supports a correct and efficient analysis of the code. The
data flow information we need, can be represented as a semi-lattice, where the
elements of the lattice constitute abstract properties of the program. In our case
each variable is mapped to a lattice shown in figure [l containing the following
three elements:

— the bottom element (L) that marks an “unreachable value”

— maybe input dependent (MBID) that marks a variable as “possibly input
dependent” and finally

— not input dependent (NID) that marks an element as surly “independent
from the input”

MBID

NID

L

Fig. 1. Hasse Diagram of Lattice

This semi-lattice induces a partial order on its elements. The diagram repre-
sents the information content of the values, i.e. upper values have a less precise
information content than lower values.

The initial state of the semi-lattice is NID for all elements in all basic blocks.
But there is an exception. The start node contains all the informations that we
have at the beginning of the algorithm and so it gets initialized as follows:

— all global variables are marked as “maybe input dependent”, because we
consider only intra-procedural control flows and so we don’t know what
happens outside a function.

— all parameters of the function are considered as input dependent too. This
is evident, because these parameters are the input for the function.

— all locally defined variables are initialized as “not input dependent”.

After this initialization we have a complete control flow graph and we can
solve the problem with a modified fixpoint iteration scheme. For that purpose
we have developed an analysis algorithm which is subdivided into three levels:
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1. basic block level analysis
2. statement level analysis
3. expression level analysis

Each of this steps will now be covered in detail.

3.1 Basic Block Analysis

First of all we take an arbitrary basic block out of the control flow graph. Each
basic block has an input vector and an output vector, in which the state (MBID,
NID or L) at the entry point and at the exit point of the basic block for all
variables is saved. Then we have to compute the current input vector. If a basic
block can be reached by only one other basic block, we simply set the input
vector to the output vector of that basic block. Otherwise, if the basic block can
be reached by more than one control path, we have to apply an union operation
on all output vectors of the preceding basic blocks in order to get the input
vector of the current node. This union operation is defined in the following way:

1 ifVjie{l...n}:4; =1
Ubb(pl...pn) = { MBID if 3j € {1...n} : i; = MBID (1)
NID otherwise

which means that if the state of a variable is NID in all vectors, it remains
NID in the input vector, but if the state in only one of the considered output
vectors is MBID, the new value is MBID.

After we have computed the input vector, all statements and all expressions
in these statements are analyzed. Details regarding those analyses are given in
the next sections. The whole procedure for calculating the output vectors of all
basic blocks in the control flow graph is repeated until the output values are
stable for all nodes. It can be shown that this algorithm always terminates.

3.2 Statement Analysis

As mentioned before, each statement in a basic block must be analyzed sepa-
rately. It is important to notice, that a vector is associated to each statement,
in which the state of all variables in that particular code location is stored. So
the first task is to update the current vector. If the statement to be analyzed
is the first in the basic block it takes over the input vector of the basic block,
otherwise it uses the vector of the statement preceding it.
The statement analysis module mainly extracts all expressions from the sta-
tement and passes them to a dedicated expression analyzer. This is true for
simple arithmetic expressions, but also for the conditional expressions in while-,
do/while-, for-, if/else- and switch/case-statements. The second job for this mo-
dule is to detect indirect control flow dependencies.

The example in figure 2] shows such an indirect dependency. The first if-
statement in the illustration depends on a global value. That means, that the
assignment-expression b=2 is also input dependent, although b is assigned only
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main ()
{
int b;
if (a)
b=2;
if (b)
doSomething ;

Fig. 2. Code Example for Indirect Flow Dependency

a constant. That means furthermore that also the second if-statement depends
on global input data and should be marked accordingly.

3.3 Expression Analysis

This is the central part of the analysis, because here we actually set the state of
the variables. Each expression has a set of input parameters in = {iny...in,}
and a set of output parameters out = {out; ...out,}, where it is possible to
deduce the state of all output parameters from the state of the input parameters
using following function:

Yout; € out :

1 ifVje{l...n}:in; =1L @)
out; = Uempr{inl ...iny,} = ¢ MBIDif 35 € {1...n} :in; = MBID

NID otherwise

We distinguish the following cases:

— assignments, like a=b+c. in = {b, ¢}, out = {a}.
All elements at the right side of the assignment are input elements, the
variable at the left side is the output element. This means, that if all elements
at the right side of the assignment are NID, then also the variable at the
left side is NID. But if at least one element at the right side has the value
MBID, then also the variable at the left side gets MBID.

— functions. in = {MBID}, out ={global variables, return-value, referenced
values of pointers in arguments}.
Functions need a more complicated handling. At this point it is important
to remember that we make only intraprocedural and no interprocedural ana-
lysis. Thus after a function call we must assume, that all globally declared
variables could have been changed during the function call and for that rea-
son the value of all those variables is set to MBID. Further, the return value
of the function is always input dependent. Finally, another case must be
considered: if one of the arguments of the called function is a pointer, its
referenced value is set to MBID, too.
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— constants. in = 0, out ={constants}.
Constants are considered to be always NID.

— structures/unions. Each member of a structure is treated separately. Thus
a single member can have the value MBID, while other ones are in the state
NID. Special care must be taken for recursive structures, e.g. datastructures
used for trees and lists. Here we restrict the accuracy of the analysis to
assure the correctness of the algorithm. We assume that each locally defined
structure is NID at the beginning. But if at least one member gets MBID,
the whole structure turns to MBID and cannot be changed any longer to
NID.

— pointers. Each pointer is represented by two state values. One for the poin-
ter itself and a second one for the referenced variable. The pointer itself
can be treated like a common variable, but the referenced variable needs
special attention, because it could be referenced by more than one pointer.
For that purpose we have two different strategies. The easier one assumes
that all referenced variables have always MBID as their current state, while
the more sophisticated strategy uses alias-informations to handle referen-
ces by pointers. More informations about the alias-analysis can be found in
section 3.4

— arrays. Arrays are handled similarly as pointers, i.e. each array is represented
with two states, one for the array itself and one for all its references. Thus,
if one array entry changes its state from NID to MBID, the whole array is
considered to be MBID and remains in this states forever. This is necessary
because the analysis doesn’t keep track of individual array cells and so if
one value changes its state to MBID, later we don’t know which cell was
affected by this change and thus we must assume, that all cells could be
in the state MBID. We have chosen this way to handle arrays, because it’s
quite simple, whereas developing a method that considers each element of an
array individually would be complex and leads to higher computation and
memory consumption. Arrays can be subject to aliasing too and therefore
we use our aliasing analysis with arrays as well.

3.4 Alias Analysis

One or more pointers can reference the same memory location. If one pointer
changes the value of that location, all other pointers that reference the same
location will see this new value, too. Thus we must ensure that our analysis
takes into consideration this behavior. As mentioned before, a simple strategy
would be that all referenced variables are always set to MBID. By assuming
the “worst case”, we can be sure that our analysis will always be correct. In
most cases this treatment of pointers (and arrays) is sufficient, but there are
other cases were a more accurate view is needed. For more accurate results we
have developed an alias analysis, which recognizes pointers that could reference
the same memory location. To keep things simple, we have put a restriction on
our implementation: all global variables (including globally declared pointers)
are assumed to refer to the same memory location. In most cases this will not
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be true, but our analysis is “safe”, i.e. if an element is set to NID it is surly
not input dependent, whereas if it is set to MBID it may depend on the input
values. Following this restriction, all these global variables have to be marked as
“aliased”.

Fig. 3. Example for Aliasing Analysis

The example in figure 3] shows a typical case, where an alias analysis should
be used. The first statement (y=z) means that both y and z reference the same
memory location and thus have to be aliased. The result is shown in figure [h,
where each variable has its own list containing those variables to which it could
be aliased (for a more detailed description of the used data structures refer to
section [)).

X — X =y =z
y =z — y >z = x —
z >y — zZ >y = X —
a) aliased variables 1 b) aliased variables 2

Fig. 4. Aliased Variables for the Example Code

The second statements adds further aliasing information. After the execution
of the statement (x=y), x, y and z are aliased. The result is shown in figure @b.

Now, the last statement in the example will need the collected aliasing infor-
mations to produce a correct result. Here the referenced variable of the pointer
w gets a new, input dependent, value and so it is set to MBID. Now the analyzer
sees that aliasing information is connected with this variable and therefore up-
dates also the states of the other two pointers. At the end of this piece of code
the output vector which stores the input dependency information is shown in
figure [5
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* *

X |*x |y y |z [Tz

a
MBID |1 0 1 0 1 0 1

Fig. 5. Flow Dependency Output Vector

4 Editor with Integrated CFA

We have implemented a plug-in for an editor that supports the data flow analysis
described in the previous chapter. By using this enhanced editor the programmer
has two possibilities:

1. writing programs in such a manner that nothing will be highlighted. With
this proceeding one can be sure, that the program is conform to the single
path approach.

2. often the first procedure is not possible, because a program already exists
in large parts or the restrictions implied to are too big. In this case the
advanced features of the editor are use to highlight all code that could violate
the single path approach and one can verify, whether they are really critical
or still tolerable.

We have implemented a plug-in for vi, that is capable of analyzing
ANSI C89 code, but for more programming conveniences it supports also many
ANST C99 [5] and GNU C-expansions [9], for example additional datatypes and
the //-comment. The CTCE, which is described in section 23, is also supported
by the analysis. It has the following syntax:

<expr> = <cond> f§ <expri> : <expr2>.

This expression is translated into two conditional expressions, where <expr1> or
<expr2> is assigned to <expr>. According to the single path approach <expri>
and <expr2> have to be free of side effects. In languages with pointers its very
difficult to locate such side effects and so we put the following constraints on
these expressions:

<exprl>, <expr2> € {CONST, VAR},

where CONST stands for a numerical constant (independent from the type) and
VAR is an identifier representing a variable name.

The plug-in for vim is written in the vi scripting language. It executes the
following steps:

— First of all it starts an external program, which analyzes the source code. This
external program writes the results of the analysis, i.e. those line numbers
in which there is code that violates the single path approach, in a file.

— Now we use a small program called “sequencer”, which extracts from this
file and returns the next line to be highlighted.

! http://www.vim. org
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— We use the built-in features of vim to highlight this line.
— The sequencer-program is called in a loop until all flow dependent lines are
highlighted.

The program that analyzes the code reconstructs a control flow graph after
parsing the code. Each node in the control flow graph contains its assigned state-
ments and pointers to its successor and predecessor nodes. Besides each node has
two bitvectors storing the states of all variables at the entry and exit point of the
basic block (input and output vectors). The dataflow analysis was implemen-
ted using the three-level algorithm presented in section [3. At statement level the
detection of indirect control flow dependencies in nested loops was implemented
using a global stack storing flags. If the flag at the top of the stack is set, the
analyzer knows that he is currently inside a conditional expression dependent on
the input value. At expression level we have some more datastructures: a current
vector that stores the state of all variables after the execution of that expression
and a field of lists storing the collected alias-informations by using the algorithm
presented in section [3.4l The datastructure for storing aliasing information was
initially implemented as a simple bit-matrix, where an entry x/y is true if the
variables x and y are aliased. Tests have shown that this matrix could become
large in functions with many variables, but is typically only sparse. Therefore we
decided to implement that matrix in form of a vector with references to simple
lists. Each variable has its own list, where each list entry represents a variable
to which this variable is aliased.

An expression is analyzed by going recursively to the innermost subexpres-
sion. This one is inspected and the results are passed back to the surrounding
expression. By using the results of all subexpressions, the current expression can
be examined. This mechanism is repeated until the whole expression is analyzed.
After all variable states are stable, i.e. the output vector of all nodes does not
change for a whole iteration, the algorithm terminates by collecting the results
and highlighting them in the editor.

5 Examples

The examples given in this section illustrate the software engineering paradigm
of WCET-oriented programming and demonstrate the program analysis to test
whether a code is conform to this paradigm.

5.1 Example for WCET Oriented Programming

WCET-oriented programming is intended to increase the predictability of a real-
time programs. Figure [Bh) shows a traditional performance-oriented implemen-
tation of find_first. Its behavior is that the loop is left as the first occurrence of
a key value is found within the array. In contrast, the WCET-oriented imple-
mentation shown in figure Bb) has an almost input-data independent runtime
behavior. Its only control-flow variance comes from the (7:) operator. Therefore,
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also conventional code generated for this implementation has a reduced variance
in the execution time. As shown in [7], for processors with hardware support
for conditional move instructions the execution time becomes data-independent
and its WCET is even better than the WCET for the traditional performance-
oriented implementation.

int find_first
(int key, int all)

{
int i; int find_first_wcet
int pos = 100; (int key, int all)
{
for (i=0; i<=SIZE-1;i++) int 1i;
{ int pos = 100;
if (ali] == key)
{ for (i=SIZE-1;i>=0;i--)
pos = 1; {
break; pos = ((alil==key) 7
} i : pos);
} }
} }
a) Standard version b) WCET oriented version

Fig. 6. Example Code: find_first

The result of the conformance analysis for the WCET-oriented paradigm is
shown in figure [[l The result for the traditional performance oriented imple-
mentation given in figure [fh) shows that there exists an input-data dependent
control-flow path. The result for the WCET-oriented implementation given in
figure[b) shows that there does not exist any input-data dependent control-flow
path. A technical detail is that in case the (7:) operator given in figure @b would
contain other assignments than simple numeric expressions, the statement would
be classified as input-data dependent control flow.

The runtime behavior of the WCET-oriented implementation is therefore
more predictable than the traditional performance-oriented implementation. In-
formation like this can be used by the software developer to implement real-time
code with increased predictability.

5.2 Example for Alias Analysis

The capability of the integrated alias analysis is shown by a simple example
given in figure 8 The code in this example iterates over a local array having an
input-data independent content.
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S win  [[4]
Hdefine SIZE 20
int find_first

lint key, int all)

int i
int pos = 100;

{int key, int all}

For (i=0; i<=8IZE-1;i++)

1 int i;
int pos = 100;
for (i=SIZE-1;i»=0;i--]
£
pos = ({alil==key) 7
i @ pos);
3 3
1,1 A1l 1,1 ALl
a) traditional performance- b) WCET-oriented implementa-
oriented implementation tion

Fig. 7. Input Dependency Analysis for find_first

ﬁqﬁiﬁiiiiiiiiiiiiiiﬁiiim H wim [
Boid test_alias() Boid test_alias()
3

i
int arr[20]; int arrl20];
int 1, #*p=arr; inmt i, #®p=arr;
for (1=03;1<20;1++) for (1=0;1<20;1i++)
£ £
if (#p < 3)
i
*po= 1425
3
ptt;
3
1,1 All 1,14 all
a) without alias analysis b) with alias analysis

Fig. 8. Input Dependency Analysis with Alias Information

As shown in figure Bh the conformance analysis for the WCET-oriented pa-
radigm will classify the if statement as input-data dependent. The result for the
conformance analysis with enabled alias analysis shown in figure[8b detects that
this conditional control flow based on a pointer reference is input-data indepen-
dent.

Due to the inherent complexity of an alias analysis for a programming langu-
age like C, our implementation is not able to precisely detect every input-data
independent control-flow. But the alias analysis is safe in the sense that no
input-data dependent control-flow will be classified as input-data independent.

6 Summary and Conclusion

To guarantee the timeliness of hard real-time systems it is necessary to perform
WCET analysis for their time-critical tasks. Programs can be easily analyzed
for their WCET, if they are translated into single-path code. To increase the
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efficiency of the translated code, a new programming paradigm — called WCET-
oriented programming — has been developed. New software development tools are
necessary to support developers in writing efficient code for this new paradigm.

In this paper we presented a method based on control and data flow analysis
to analyze the conformance of a code with the single-path approach. The analysis
has been implemented as a plug-in for the editor vim.

Experiments have been done to illustrate the application of the conformance
analysis to sample algorithms. The results of the implementations for the tra-
ditional performance-oriented programming and WCET-oriented programming
have been compared to demonstrate the improved predictability of WCET-
oriented programming.

References

1. Pavel Atanassov, Raimund Kirner, and Peter Puschner. Using real hardware to
create an accurate timing model for execution-time analysis. In International Works-
hop on Real-Time Embedded Systems RTES (in conjunction with 22nd IEEE RTSS
2001), London, UK, Dec. 2001.

2. Antoine Colin and Isabelle Puaut. Worst case execution time analysis for a processor
with branch prediction. Real-Time Systems, 18(2):249-274, May 2000.

3. Jakob Engblom and Andreas Ermedahl. Modeling complex flows for worst-case
execution time analysis. In Proc. 21st IEEE Real-Time Systems Symposium (RTSS),
Orlando, Florida, USA, Dec. 2000.

4. Thomas Lundqvist and Per Stenstréom. Timing analysis in dynamically scheduled
mircoprocessors. In Proc. 20th IEEE Real-Time Systems Symposium (RTSS), pages
12-21, Dec. 1999.

5. American National Standards Insitute/International Standards Organisation.
ISO/IEC 9899:1999 Programming Languages — C. American National Standards
Institute, New York, USA, 2 edition, Dec. 1999.

6. Peter Puschner. Transforming execution-time boundable code into temporally pre-
dictable code. In Bernd Kleinjohann, K.H. (Kane) Kim, Lisa Kleinjohann, and
Achim Rettberg, editors, Design and Analysis of Distributed Embedded Systems,
pages 163-172. Kluwer Academic Publishers, 2002. IFIP 17th World Computer
Congress - TC10 Stream on Distributed and Parallel Embedded Systems (DIPES
2002).

7. Peter Puschner. Algorithms for Dependable Hard Real-Time Systems. In Proc. 8th
IEEFE International Workshop on Object-Oriented Real-Time Dependable Systems,
Jan. 2003.

8. Peter Puschner and Alan Burns. Writing Temporally Predictable Code. In Pro-
ceedings of the 7th IEEE International Workshop on Object-Oriented Real-Time
Dependable Systems, pages 85-91, Jan. 2002.

9. Richard Stallman. Using and Porting the GNU Compiler Collection (GCC). iUni-
verse.com, Inc., USA, 2000. gcc-2.96, ISBN 0-595-10035-X.



Clock-Driven Automatic Distribution of Lustre
Programs

Alain Girault! and Xavier Nicollin?

1 INRIA Rhéne-Alpes, POP ART project, France,
Alain.Girault@inrialpes.fr
2 INPG/VERIMAG, France,
Xavier.Nicollin@Qimag.fr

Abstract. Data-flow programming languages use clocks as powerful
control structures to manipulate data, and clocks are a form of temporal
types. The clock of a flow defines the sequence of logical instants where
it bears a value. This is the case of the synchronous language Lustre.
We propose a solution for distributing Lustre programs, such that the
distribution is driven by the clocks of the source program. The motiva-
tion is to take into account long duration tasks inside Lustre programs:
these are tasks whose execution time is long compared to the other
computations in the application, and whose maximal execution rate is
known and bounded. Such a long duration task could be given a slow
clock, but this would violate the synchronous abstraction. Distributing
Lustre programs can solve this problem: the user gives a partition of
the set of clocks into as many subsets as he desires computing locations,
and our distribution algorithm produces one program for each such
computing location. FEach program only computes the flows whose
clock belongs to it, therefore giving time to each long duration task to
complete.

Keywords. Automatic distribution, synchronous abstraction, data-flow
languages, clocks, long duration tasks, reactive systems.

1 Introduction

1.1 Reactive Systems

Reactive systems are computer systems that react continuously to their environ-
ment, at a speed determined by the latter [I5]. This class of systems contrasts,
with transformational systems (whose inputs are available at the beginning of
their execution, and which deliver their outputs when terminating: e.g., compil-
ers), and with interactive systems (which react continuously to their environ-
ment, but at their own speed: e.g., operating systems). Most industrial real-time
systems are reactive systems: control, supervision, signal-processing systems . ..
They must meet the following requirements:

Temporal requirements. This concerns the input rate as well as the
input/output response time. To check their satisfaction on the implementation,
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it is necessary to know bounds on the execution time of each computation as
well as on the maximal input rate.

Safety requirements. These systems are often critical ones, hence they re-
quire rigorous design methods and languages as well as formal verification and
validation of their behavior.

Parallelism requirements. At least, the design must take into account the
parallelism between the system and its environment. These systems are also often
implemented on parallel architectures, for reasons of processor load, performance
increase, fault tolerance or geographical distribution. Finally, it is convenient and
natural to design such systems as sets of cooperating parallel components.

1.2 The Synchronous Data-Flow Approach and Clocks

The synchronous approach has been proposed to ease the design of reactive sys-
tems. It is based on the synchronous abstraction [4],
which is similar to the abstraction made when de-
signing synchronous circuits at the gate level. Con-
cerning the implementation, synchronous programs
are embedded inside a periodic execution loop of
the form presented to the right.

There are numerous languages based upon the synchronous abstraction,
among which three are data-flow languages: LUSTRE [I4], SIGNAL [12], and
Lucid Synchrone [I1]. Such languages use clocks as powerful control structures
to manipulate data [7]. In data-flow languages, each variable manipulated by
the program is a flow, which is an infinite sequence of typed data, and clocks
are a form of temporal types. The clock of a flow defines the sequence of logical
instants where the flow bears a value. Unlike many hardware modelling tools,
in LUSTRE any Boolean flow can be a clock. A predefined clock always exists:
it is the base clock of the program, which is the sequence of its activation in-
stants. That is, the base clock is the flow of ticks of the periodic execution
loop. LUSTRE, SIGNAL, and LUCID Synchrone offer operators to upsample and
downsample flows. Downsampling allows the definition of a slower clock, while
upsampling allows the projection of a slow flow onto a faster clock. All the clocks
of a program can be represented within a single clocks tree, whose root is the
base clock[] A clock C1 is then said to be faster than another clock C2 iff C2 is
in the subtree whose root is C1.

Below is an example of a LUSTRE program (to the left) along with its clock
tree (to the right). Each node of this tree is decorated with the inputs and
outputs whose clock matches the node. Note that when, current, pre, and -> are
respectively the downsampling, upsampling, delay, and initialisation operators.
The FILTER program has two clocks (the base clock of the program, and the
Boolean CK), two inputs (the Boolean CK whose clock is the base clock, and the
integer IN whose clock is CK), and two outputs (the integer RES whose clock is
the base clock, and the integer OUT whose clock is CK; OUT is computed by calling

loop each tick
read inputs
compute next state
write outputs

end loop

1 Actually, this is not true in SIGNAL, where it is a forest instead of a tree.
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the external function SLOW, and this occurs each time CK is true). The following
table gives an example of a run of this program:

node FILTER (CK : bool; (IN : int) when CK)
returns (RES : int; (OUT : int) when CK);

let base {RES, CK}
RES = current ((0 when CK) -> pre OUT); 4
OUT = SLOW (IN); CK {IN, OUT}
tel.

function SLOW (A : int) returns (B : int);

Fig. 1. The LUSTRE FILTER program and its clock tree.

| base clock cycle number[ 1 2 3 4 5 6 7 8

CK| T F F T F F T F
IN| 13 9 40
OUT| 42 27 69
pre OUT|nil 42 27
0 when CK| 0O 0 0
(0 when CK) -> pre OUT| 0 42 27
RES| 0 0 0 42 42 42 27 27 27

1.3 Clock-Driven Automatic Distribution

In this paper, we present a method to achieve the clock-driven automatic distri-
bution of LUSTRE programs.

By automatic distribution, we mean that, given a centralised source pro-
gram and some distribution specifications, we will automatically build as many
programs as required by the distribution speciﬁcations{g. These programs will
communicate harmoniously, so that their combined behaviour be functionally
equivalent to the behaviour of the initial centralised source program.

By clock-driven, we mean that the distribution specifications will be ex-
pressed as a partition of the set of clocks of the centralised source program
into several subsets, one for each computing location desired by the user.

1.4 Motivation: Long Duration Tasks

One of the main motivations for clock-driven distribution is the handling of long
duration tasks, which have the following characteristics: their execution time is
long compared to the other computations in the application; their execution time
is known and bounded; and their maximal execution rate is known and bounded.

The function SLOW invoked within the FILTER program of Fig.[lis an example
of a long duration task, whose rate is given by the clock CK.

2 This is sometimes called semi-automatic distribution since the user has to provide
the distribution specifications.
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Of course, the execution time and execution rate of a long duration task
must be consistent with the performance of the hardware running the system.
Otherwise the temporal requirements of the system will never be met. We will
come back to this point in §[5.1]

Many reactive systems involve long duration tasks. This is the case of the
CO3N4 software control system, developed at SCHNEIDER ELECTRIC for nuclear
plants. One of CO3N4’s subsystems had a very tight timing constraint, and its
first implementation could not meet it. This subsystem consisted of two parts, a
slow one performing a long duration task, and a fast one performing everything
else. The engineers came up with a solution where the slow part was cut in two
subparts, with the system performing at each of its cycles the fast part, and
alternately the first slow subpart and the second slow subpart.

Consider a system with three tasks: task A performs slow computations (du-

ration=8, period=deadline=32); task C performs the fast and urgent compu-
tations (duration=4, period=deadline=8); and finally task B performs medium
and less urgent computations (duration==6, period=deadline=24). There are two
ways to implement such a system:
1. Manual task slicing. Tasks A and B are sliced into small chunks, which are
interleaved with task C (Fig. ). This is very hard to achieve, error prone, and
difficult to debug. The main reasons are that the slicing itself is complex, in the
general case various subparts may communicate with each other, and finally it
is difficult to come up with a correct and deadlock-free implementation.

task 777&777) [HII E&Y

duration / period / deadline 8/32/32 6/24/24 4/8/8

RhenArIBHL e\ [A2]BRL c \[ASIBRL € AAlBHL € -

T T T T T T T T T T T T T T T T T 7T time
0 2 4 6 &8 10 12 14 16 18 20 22 24 26 28 30 32 34 36

Fig. 2. Manual task slicing.

2. Distribution into three processes. Tasks A, B, and C are performed by
one process each, and the task slicing is done by the scheduler of the underlying
RTOS, with some priority policy@ There are two ways to achieve this:

(a) Manually programming three asynchronous tasks. The example of the Mars
Rover Pathfinderf] shows the limitation of this approach for critical systems:
several parallel tasks had to share common resources; during execution, a
priority inversion occurred [22], causing a total system reset! The system’s
intrinsic non-determinism combined with the fact that each subsystem was
designed separately made the problem all the more difficult to debug. We
claim that this approach makes the program harder to debug, test, and verify.

3 This priority problem is orthogonal to the scope of this paper.
4 Story report at http://www.cs.cmu.edu/afs/cs/user/raj/www/mars . html,
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(b) Distributing a centralised program into three processes. To achieve automat-
ically a distributed implementation, we choose the object code distribution
method: first the centralised program is compiled into a single object code
(a single task program), which is then distributed according to the system
designer’s specifications. The main advantage is that it is harder and error-
prone to design directly a distributed system, hence the recent success of
automatic distribution methods [I3[I0]. The other advantage is the possi-
bility to debug and formally verify the centralised program before its dis-
tribution, which is easier and faster than debugging a distributed program.

Finally, there remains the issue of the correctness of this approach: it will be
addressed in § Bl

In other words, the solution we propose avoids, 2(b), not only the manual par-
tition of A and B into small chunks A; and B; (as in solution 1), but also the
manual partition of the whole program into A, B, and C (as in solution 2(a)).
Moreover, since the distribution will be automated, it will allow the user to test
several partitions along with several priority policies.

1.5 Outline of the Paper

Section [2] introduces the internal format of our programs. Section [3] presents a
first attempt of automatic distribution and discusses why this does not work.
Section [] details our clock-driven automatic distribution method. Finally, Sec-
tion[Bl discusses issues like worst case execution time, implementation, and related
work, and provides some concluding remarks.

2 Preliminaries

Our method for achieving the clock-driven distribution of LUSTRE programs
heavily uses past work on their automatic distribution, based on the OC internal
format. In this section, we present first this format, then the basic distribution
algorithm, the communication primitives we use, and finally an OC program
that will serve as a running example in future sections.

2.1 Internal Format

Our distribution algorithm [I0] uses an internal format called OC (for Object
Code [20]). OC is an object code format common to several synchronous lan-
guages such as ESTEREL [5] and LUSTRE [14]. An OC program is a finite de-
terministic automaton. This state graph can be cyclic, but in each state, there
is sequential acyclic code, represented by a rooted binary directed acyclic graph
(DAG) of actions. A program manipulates three kinds of variables: input vari-
ables can only be used as r-values; local and output variables can also be used
as l-values; output variables can also be written to the environment.

Each DAG has one root (graphically represented by a circled dot), several
unary and binary nodes, and one or more leaves:
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— Unary nodes are sequential actions, which can be either an assignment to a
local or output variable: var:=exp, where exp can contain external func-
tion calls; an output writing: write(var); or an external procedure call:
proc(...,var;,...)(...,val;,...), where var; and val; are respectively
the variable and value parameters.

— Binary nodes are deterministic branchings: if var then p else q endif,
where p and q are subdags.

— Leaves, and only leaves, denote the next state number: goto n.

The outcome of the LUSTRE compiler is an OC program that performs exclu-
sively the compute next state and write outputs phases of the execution
loop (see § [[J). It is a transformational function that terminates after complet-
ing one transition of the automaton. The loop itself and the read inputs phase
are performed by a special synchronous/asynchronous interface that samples the
inputs, stores their values in the local memory, and invokes the OC program.
The same behaviour holds for the ESTEREL compiler [I].

This synchronisation of the program with its environment is not explicit
in OC. Since we will need to manipulate precisely the OC code, including its
interactions with the environment, we add an explicit action at the root of each
DAG: it materialises the read inputs phase. We call this special action go, with
the input signals as arguments. The go action indicates that the inputs have been
read and that their values are available in the local memory.

This internal format is quite general since programs written in a classical
imperative programming language can be compiled into this format. In fact, any
OC program can be translated into a flow graph of basic blocks, and vice-versa.

2.2 The FILTER OC Program

We consider the OC program FILTER, obtained by compiling the LUSTRE pro-
gram of Fig. [I It has two states, depicted in Fig. B] below along with the DAG
of state 1. Besides the clocks, inputs, and outputs of the LUSTRE program, the
OC program has one local variable, the integer V. The program stays in state 0
until the first time CK bears the value true; then it moves to state 1. This is due
to the initialisation operator —> in the LUSTRE program.

Below is an example of a run of the FILTER program (Fig. H). The sub-
scripts indicate the cycle number (logical time). Note that RES, is equal to OUT;.
Throughout the paper, we suppose that SLOW takes 7 time units to complete and
that, altogether, the other computations of the program take 1 time unit. Thus,
the Worst Case Execution Time (WCET) of FILTER is 8 time units (7+1). In the
run of Fig. Ml it is reached at cycles 1 and 4. So the period of the execution loop
(that is, the rate of the base clock) cannot be smaller than 8 time units. If the
temporal requirements impose a smaller period, then the synchronous abstrac-
tion cannot be validated. The purpose of our distribution method is to achieve
a smaller period for the computations scheduled on the base clock. In Section B]
we show that the simple distribution of FILTER in two communicating tasks
does not solve the problem because these two tasks still share the same logical
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state 0: state 1: state 1:

go (CK,IN); go (CK,IN);

if (CK) then { if (CK) then { o (IN,CK)
RE$:=O; RES:=0UT; if (CK)
write(RES); V:=0UT; RES: =0UT RES:=V
V:=0; OUT:=SLOW(IN);

QUT : =SLOW (IN) ; write (OUT) ; V:=0UT
write (OUT); } else { OUT: =SLOW (IN)
goto 1; RES:=V; write (0UT)

} else { } endif; write (RES)
RES:=V; write (RES); goto 1
write(RES); goto 1;
goto O;

} endif;

Fig. 3. The centralised FILTER program: textual representations of states 0 and 1 and
graphical representations of state 1.

! 1/0 ! 2/1 ! 3/1 ! 4/1 I logical time/state
| e o o P Ma—
! uuo'o” S ! ! 5‘2‘%‘2‘? :@’5‘2‘% !
D D
CK1=T CK2=F CK3=F CK4=T
IN;=13 IN2=9
0UT;=42 0UT2=27
RES1=0 RES2=0 RES3=0 RES,=42

Fig. 4. A run of the centralised FILTER program.

time, and hence the same period. Next, in Section [d, we present our method to
desynchronise further the two tasks, so that the fast computations be performed
at a faster rate.

3 A First Attempt of Clock-Driven Automatic
Distribution

3.1 Automatic Distribution Algorithm

The distribution algorithm we use in this paper is fully presented in [10]. We
only outline it here. It involves the following successive steps:

1. assign a unique computing location to each sequential action, according to
the distribution specifications; these specifications are a partition of the set
of inputs and outputs of the program into n subsets, one for each computing
location of the final parallel program; note that achieving the “best” locali-
sation (whatever the optimisation criterium) of the sequential actions is out
of the scope of this paper: readers interested in these topics can refer to [13];
replicate the program on each location;

on each location, suppress the sequential actions not belonging to the con-
sidered location;

. on each state of the automaton, insert sending actions in order to solve the

data dependencies between two distinct locations;
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5. on each state, insert receiving actions in order to match the sending actions;

6. if required by the user, on each state, add the needed dummy communica-
tions in order to resynchronise the distributed program; we will not consider
this step until Section B3|

This algorithm has been implemented and tested in the ocrep tool. It acts as
a post-processor for the various synchronous languages compilers. Concretely, it
takes as input an OC program foo.oc, and a file foo.rep containing the distri-
bution specifications (see item [[l above). Also, its correctness has been formally
proved in [6]: the obtained distributed program is functionally equivalent to the
initial centralised one.

3.2 Communication Primitives

We choose to have two FIFO channels for each pair of locations, one in each
direction. This is quite cheap in terms of execution environment, and has proved
to work satisfactorily [9]. Concretely, we use two communication primitives:

The send primitive send(dst,var) sends the current value of variable var
to location dst by inserting it into the queue directed towards dst.

The receive primitive var:=receive(src) extracts the head value from the
queue starting at location src and assigns it to variable var, which is the local
copy of the distant variable maintained by the distant computing location src.

These primitives perform both the data-transfer and the synchronisation
needed between locations: when the queue is empty, receive is blocking. The
only requirement on the network is that it must preserve ordering and integrity
of messages.

3.3 Clock-Driven Distribution

From now on, let us assume that the user
wishes his FILTER program to run over two
computing locations L and M, according to the
clock distribution specifications on the right.

We now need to derive the corresponding distribution specifications, ex-
pressed on the inputs and outputs of the program instead of the assigned clocks
(as required by ocrep). To do this, we just assign to a given computing location
all the inputs and outputs whose clock belongs to it.

We also infer the clock of each location: this is necessary in order to know
the rate of each location. Indeed, the knowledge of these rates will be required
to compute the final WCET (in § BII). To compute the inferred clock of any
given location, we take the root of the smallest subtree containing all the clocks
assigned by the user. For the above distribution specifications, we obtain:

location name\assigned clocks

L base
M CK

’location name\assigned clocks\infered inputs & outputs\infered location clock‘

L base CK, RES base
M CK IN, OUT CK
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Applied to the FILTER program of Fig. Bl these distribution specifications yield
the following distributed program, shown in Fig.

location L (clock base)

state O:
go(CK) ;
send (M, CK) ;

if (CK) then {
RES:=0;
write(RES);
V:=0;
goto 1;

} else {
RES:=V;
write(RES);
goto O;

} endif;

state 1:

go(CK) ;

send (M,CK) ;

if (CK) then {
OUT:=receive (M) ;
RES:=0UT;
V:=0UT;

} else {
RES:=V;

} endif;

write(RES);

goto 1;

state O:

go (IN);

CK:=receive(L);

if (CK) then {
OUT:=SLOW(IN);

location M (clock CK)

state 1:

go (IN);

CK:=receive(L);

if (CK) then {
send (L,0UT) ;

write (0UT); 0UT:=SLOW(IN);
goto 1; write(0UT);

} else { } else {
goto 0; } endif;

} endif; goto 1;

Fig. 5. The FILTER program distributed over two locations L and M.

The distributed program of Fig. Bl calls for the following remarks:

1. The go(CK,IN) action from the centralised FILTER program has been split
into two actions: go(CK) on location L and go(IN) on location M. This is a
direct consequence of our distribution specifications.

2. On location M, all computations are scheduled on its clock CK. Hence, they
are necessarily inside the then branch of the test if (CK). Only a goto can
appear in the else branch, which is the case of state 0.

3. The value of CK is sent by location L to location M at each cycle of the base
clock. As a result, location M actually runs at the speed of the base clock
instead of CK.

Fig. [l below is an example of a run of the distributed FILTER program, where L
and M are both embedded in their own periodic execution loop.

RES1=0 RES2=0 RES3=0 RES4=42

CK1=T CKo=F CK3z= CKg=
: : : : :
| | | | |
| 1/0 | 2/1 | 3/1 | 4/1 i | logical time/state for L

cki cke cks cky |oUTy |

| 1/0 | 2/1 | 3/1 | 4/1 | | logical time/state for M
ISOIM B SRTLE -

IN; =13 \L INo=9

0UT1=42

0UT2=27

Fig. 6. A run of the distributed FILTER program.

Assume that the communications take 1 time unit. The new WCETSs are re-
spectively 2 and 8 time units for L and M. On a multi-processor architecture,
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the global WCET is 8, hence the situation is the same as before; on a single-
processor architecture, it is worse since the global WCET is 10. One reason is
that CK is sent by L to M at each cycle. Would the period of L be smaller than
that of M, the size of the FIFO queue would be unbounded.

Instead of the distributed program of Fig. Bl we would like location M to run
at the speed of its assigned clock, that is CK. This would give enough time for the
computation of the long duration task embedded in SLOW. In the next section,
we explain in details our method to achieve this.

4 The Proposed Method

In location M of the distributed program of Fig. Bl the go(IN) action could be
performed inside the then branch of the test if (CK). Indeed, the clock of IN is
CK, and therefore a new value of IN is only expected at those cycles where CK is
true. If we manage to move the go (IN) action inside the then branch of the test,
then a carefully chosen bisimulation should be able to detect useless branchings.
Suppressing such a useless if (CK) test on location M will obviate the sending of
CK by location L, therefore allowing the two programs to be desynchronised.

4.1 Moving the go Actions Downward

Moving the go actions downward concerns only the programs of the computing
locations whose clock is not the base clock. For each such program, let CK be its
clock and INy,...,IN, be its n inputs, as specified in the distribution specifi-
cations. Hence, the current action at the root of its DAGs is go(INy,...,IN,).
Then, we traverse each of its DAGs downward, starting from the root, as follows:

— On a unary node, continue in the next node.

— On a branching if (var), if var is CK, then insert go(INy,...,IN,) at the
beginning of the then branch, mark the DAG, and continue in the branching
closure; otherwise continue in both branches then and else.

— On a branching closure, continue in the next node.

— On a leaf, do nothing.

— At the end of the traversal, if the DAG is marked, then remove the go at its
root. It means that a go action has been inserted somewhere in the DAG.

To illustrate this algorithm, we apply it to the FILTER program. According to
our distribution specifications (see § B3)), only the DAG of location M needs to
be traversed. Fig. [l shows the result for state 0 (it is similar for state 1).
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loc. M (clock CK) - state O ~ loc. M (clock CK) - state O
go (IN); if (CK) then {
if (CK) then { go (IN) ;
0UT:=SLOW(IN); OUT:=SLOW(IN);
write (0OUT); write(0UT);
goto 1; goto 1;
} else { } else {
goto 0; goto O;
} endif; } endif;

Fig. 7. State 0 of location M: before and after the traversal.

4.2 Suppressing Useless Branchings

In [§], we have presented an algorithm for suppressing binary branching whose
branches are observationally equivalent. Explaining this algorithm in details is
out of the scope of the present article. Shortly, it involves traversing each DAG
downward from its root, and for each branching encountered, in checking whether
or not both branches are observationally equivalent. If they are, then the branch-
ing is suppressed; otherwise, it is kept. Checking if two branches are observation-
ally equivalent is done with an on-the-fly bisimulation, called test bisimulation.
This test bisimulation is formally expressed by three axioms and six inference
rules, whose soundness and completeness have been proved in [§].

For our method to work, we divide Step [4 of our distribution algorithm (see
§[3:1)) into two parts. The test bisimulation and branching suppression will take
place between these two parts. During the first part, we only insert the send
actions concerning the unary nodes of the DAG, that is, everything but the
branchings. During the second part, we insert the send actions concerning the
binary nodes, that is the branchings that were not suppressed.

go (IN)

go (IN) OUT : =SLOW (IN)

OUT : =SLOW (IN) write (OUT)

send (L, OUT)

write (OUT) goto 1

OUT : =SLOW (IN)

goto 1 & OUT:=SLOW (IN)

write (OUT) write (OUT)

goto 1

Fig. 8. Suppression of the branchings in the DAGs of location M.

Fig. B above shows the result of applying our test bisimulation to the DAGs of
location M. In state 1, the parts labelled ¢; and gy are found to be bisimilar,
hence the branching is suppressed. The same goes in state 0 for p; and pg, even
though there is a goto in the else branch.
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4.3 Final Result

At this point, there remains to insert the send actions concerning the branchings
that have not been suppressed. For the FILTER program, the only remaining
branching is the if (CK) of location L, and since CK belongs to location L, nothing
is inserted. Finally, all the receive actions need to be inserted. For the FILTER
program, the final result is shown in Fig.

location L (clock base) location M (clock CK)
state 0O: state 1: state 0O: state 1:
go (CK) ; go(CK) ; go (IN); go (IN);
if (CK) then { if (CK) then { OUT:=SLOW(IN); send (L,0UT) ;
RES:=0; 0UT:=receive(M); write (0OUT); OUT :=SLOW(IN);
write (RES); RES:=0UT; goto 1; write (0OUT);
V:=0; V:=0UT; goto 1;
goto 1; } else {
} else { RES:=V;
RES:=V; } endif;
write(RES); write(RES);
goto 0; goto 1;
} endif;

Fig. 9. The final FILTER program distributed over two locations L and M.

Fig. [0 shows a run of the new distributed FILTER program on a distributed
architecture, to be compared with Fig.

RES= 0 0 0 42 42 42 27 27 27

1/0 1 2/1 7 3/1 1 M 5/116/1 1 {7411 8/1 1 9/1 logical time/state for L
ouT; - 0UTy -
[ 1/0 [ 2/1 "~ 3/1 "~ logical time/state for M
| | | |
%NW\\ W A AT [
IN =13 l N =9 l IN3=40 l
0UT; =42 0UT2=27 0UT3=69

Fig. 10. A run of the clock-driven distributed FILTER program.

Observe that the period of L can now be smaller than that of M. In this run, the
former is one third of the latter, CK being true once every three instants. For
instance, with the same durations as in Section [3.3] the periods of L and M can
be respectively 3 and 9.

Now, tasks L and M could even be run at a faster rate, not taking into account
their clocks. In such a case, receive being blocking when the queue is empty,
L will not be able to run more than three times faster than M. In contrast, M’s
period could perfectly be smaller than three times L’s period. This would result
in an unbounded FIFO queue between M and L. To prevent this, we can add a
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dummy communication, sent by L in state 1 at the beginning of its then branch,
and received by M in state 1 just before its goto (represented by the dashed line
in Fig. [[0). This is exactly the purpose of Step B of our distribution algorithm.
Such a dummy communication would force L and M to be loosely synchronised.

On a centralised architecture, Fig. [[1] shows the schedule obtained when the
periods of L and M are respectively 5 and 15. No communication takes place before
the second occurrence of CK, which corresponds to cycle 4 of task L and to the
beginning of cycle 2 of task M. At this point, task L begins and is suspended as
soon as it reaches the OUT:=receive (M) action since the queue is empty. Then, M
begins and immediately sends OUT, which resumes L. Since L has a higher priority,
it preempts M and completes its execution. Then, M resumes and continues until
the beginning of L’s cycle 5 when it is preempted by L. This results in slicing
M into M1, M2, and M3. Here, the deadlines are met thanks to the distribution in
two processes.

P10 v 2/1 v 3/1 4/1\+ 5/1 + 6/1 1 logical time/state for L
2/1 i logical time/state for M
=" time

T T T T T T 1
20 22 24 26 28 30 32 34 36

Fig. 11. Centralised schedule obtained with the clock-driven distribution.

4.4 The New Distribution Algorithm

Taking into account the two modifications described above, our new distribution
algorithm involves the following successive steps:

locate each sequential action; same as § [31FStep [k

replicate the program; same as § B-1}Step 2t

suppress the sequential actions; same as § [3.1}Step B}

on each state and each location, move the go action downward according to

the clock of the computing location; see § [Tk

5. on each state of the automaton, insert send actions to solve the data depen-
dencies between two distinct locations, except when concerning branching
actions;

6. on each state and each location, suppress the useless branchings; see § A2}

= e

7. on each state, insert send actions to solve the data dependencies concerning
the branching actions that were not suppressed during Step[6;

8. insert receive actions; same as § [3.1}Step [l

9. add dummy communications; same as § B.I}Step
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5 Discussion

5.1 Validating the Synchronous Abstraction

Validating the synchronous abstraction is always crucial when programming re-
active systems. This involves computing the WCET of the object code generated
by the compiler, and comparing it to the execution loop period it is embedded
in (see §[I.2). In our case, it is more complex because the program is distributed
into n processes. We thus have n WCET, each corresponding to a program whose
execution rate is the location’s clock (see § B3). We then compute the utilisation
factor of the processor and check the Liu&Layland condition to know whether
a static or dynamic priority schedule is feasible or not [17]: namely Rate Mono-
tonic (RM) for the static priority policy and Earliest Deadline First (EDF) for
the dynamic priority policy. Note that to avoid uncontrollable context switching
between tasks, static priorities are preferable for hard real-time systems.
Concerning our FILTER example, the WCET of locations L and M are re-
spectively 2 and 8. Since the rates of locations L and M are [5 3 14
respectively 5 and 15, the Liu&Layland condition for RM 5 + -1 <
holds, see besides. As a result, the schedule shown in Fig. [l
above is feasible with static priorities (RM policy). Note that, 15 being a multiple
of 5, the bound on the utilisation factor is 1 instead of 2(v/2 — 1).

5.2 Implementation

The method presented in this paper has been implemented in two software tools:
on one hand the ocrep tooﬁ, to distribute automatically OC programs with the
branching reduction, and on the other hand the ludivin GUI [21], to build
automatically the clocks tree of a LUSTRE program, help the user specify a
desired distribution, and call ocrep to do the job.

5.3 Related Work

Our work is related to Giotto [16], a compiler for embedded systems. Its abstrac-
tion consists of instantaneous communication, time-deterministic computation,
and value-deterministic computation. This is very much like the synchronous
abstraction. Giotto’s basic functional unit is the task, which is a periodically
executed piece of code. One important point is that the period must be static.
In contrast, clocks can specify dynamic periods. A Giotto program can also be
annotated with platform constraints, which are similar to our distribution spec-
ifications: a constraint may map a particular task to a particular CPU. The
Giotto compiler schedules the tasks on the target architecture, and guarantees
that the logical semantics is preserved (both functionality and timing). How-
ever, a Giotto program might be over constrained when it does not permit any
execution consistent with the platform constraints. In such a case, the compiler

5 ocrep is available at fwww.inrialpes.fr/pop-art/people/girault/Ocrep.
5 ludivin is available at [www.inrialpes.fr/pop-art/people/girault/Ludivin.
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rejects it as non valid. In contrast, our method always produces an executable
distributed program. Then, determining whether this program meets the desired
timing constraints is left to the user. Since we use finite deterministic automata,
computing such a worst case execution time is straightforward.

Also perhaps related is the code generator Real-Time Workshop [23] for
Simulink, which includes multi-tasking support for multi-rate models. The au-
thors do not know if this solution would allow a similar schedulability analysis
for real-time applications.

Another related work is ESTEREL'’s asynchronous tasks mechanism [19]. Ba-
sically, a synchronous ESTEREL program can launch an asynchronous task by
means of a dedicated output signal (called exec), and then be warned of its ter-
mination by means of a dedicated input signal (called return). Although not as
powerful and flexible as clocks, this mechanism allows long duration tasks to be
taken into account. However, they are handled externally w.r.t. the synchronous
program, while our method allows them to be handled inside the program.

Finally, there has been a lot of work done on the automatic distribution of
SIGNAL programs [I82]3]. Distribution in SIGNAL is performed by first com-
piling the program into a hierarchical data-flow graph with conditional depen-
dency equations, called a Synchronised Data-Flow Graph (SDFG). Vertices of
this SDFG are signals and variables, while the edges are labelled with clocks.
Therefore, each vertex is located in a hierarchy of clocks. In the most general
case, the set of all the program’s clocks form a forest instead of a tree. This means
that the program does not have a base clock, which raises code generation prob-
lems since the periodic rate of the program cannot be statically determined. Yet,
for a wide class of programs, the forest is reduced to a single tree and the pro-
gram does have a base clock. Such programs are called endochronous. Once the
SDFG is built, communications are inserted in it, then subgraphs are extracted
corresponding to different computing locations, and finally sequential code is
generated from each subgraph.

0UT, 0UT2
P10 0 2/1 3/1/\ 4/1 5/1 6/1 logical time/state for L

1/0 | 2/1 i logical time/state for M

T T T T T T T T T T T T T T T T T T= time
0 2 4 6 &8 10 12 14 16 18 20 22 24 26 28 30 32 34 36

Fig. 12. Centralised schedule obtained when OUT is sent as soon as possible.

5.4 Concluding Remarks

To conclude, we would like to stress the original contributions of our work. We
offer a method and tool to automatically distribute LUSTRE programs according
to the clocks of the source code, hence avoiding the manual partition of an entire
system into several tasks with different periods (the user only needs to partition
the set of the program’s clocks). This allows long duration tasks to be taken into
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account inside a synchronous program, which would not be otherwise possible.
Once the distribution is done, the Liu&Layland conditions can be checked to
choose the most suited priority policy.

Finally, in the program of Fig. [0 a standard data-flow analysis could allow

us to move the sending of OUT from M to L backwards, that is just after the
assignment to OUT. As a result, the preemptions taking place in Fig. [[1] would
not occur, therefore resulting in the run shown in Fig.[I2 This future extension
would have to take place as the very last step of our distribution algorithm, that
is, even after the optional resynchronisation step.
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Abstract. We present a framework for reasoning about abstract open
systems. Open systems, also called “reactive systems” or “modules”,
are systems that interact with their environment and whose behaviors
depend on these interactions. Embedded software is a typical example
of open system. Module checking [KV96] is a verification technique for
checking whether an open system satisfies a temporal property no matter
what its environment does. Module checking makes it possible to check
adversarial properties of the “game” played by the open system with its
environment (such as “is there a winning strategy for a malicious agent
trying to intrude a secure system?”). We study how module checking
can be extended to reason about 3-valued abstractions of open systems
in such a way that both proofs and counter-examples obtained by verify-
ing arbitrary properties on such abstractions are guaranteed to be sound,
i.e., to carry over to the concrete system. We also introduce a new veri-
fication technique, called generalized module checking, that can improve
the precision of module checking. The modeling framework and verifi-
cation techniques developed in this paper can be used to represent and
reason about abstractions automatically generated from a static analy-
sis of an open program using abstraction techniques such as predicate
abstraction. This application is illustrated with an example of open pro-
gram and property that cannot be verified by current abstraction-based
verification tools.

1 Introduction

Software verification via automatic abstraction and model checking is currently
an active area of research (e.g., [BROILCDH*00/DDOTIH.IMS02/VHBPO0]). This
approach consists of automatically extracting a model out of a program by stat-
ically analyzing its code, and then of analyzing this model using model-checking
techniques. If the model-checking results are inconclusive due to too much infor-
mation being lost in the current abstraction, the model can then be automati-
cally refined into a more detailed one provided the abstraction process can be
parameterized and adjusted dynamically guided by the verification needs, as is
the case with predicate abstraction [GS97] for instance. Current frameworks and
tools that follow the above paradigm typically use traditional formalisms (such
as Kripke structures or Labeled Transition Systems) for representing models,
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while the soundness of their analysis is based on using a simulation relation for
relating the abstract model to the concrete program being analyzed. Two well-
known drawbacks of these design choices are that the scope of verification is then
limited to universal properties, and that counter-examples are generally unsound
since abstraction usually introduces unrealistic behaviors that may yield spuri-
ous errors being reported when analyzing the model. In practice, the second
limitation is perhaps more severe since the relative popularity of model checking
(especially in industry) is due to its ability to detect errors that would be very
hard to find otherwise, and not so much to its ability to prove “correctness”.

Recently [GJ02IGHIOTIHISO1IBGOOBGI9], it was shown how automatic ab-
straction can be performed to verify arbitrary formulas of the propositional pu-
calculus [Ko0z83] in such a way that both correctness proofs and counter-examples
are guaranteed to be sound. The key to make this possible is to represent abstract
systems using richer models that distinguish properties that are true, false and
unknown of the concrete system. Reasoning about such systems thus requires 3-
valued temporal logics [BG99], i.e., temporal logics whose formulas may evaluate
to true, false or L (“unknown”) on a given model. Then, by using an automatic
abstraction process that generates by construction an abstract model which is
less complete than the concrete system with respect to a completeness preorder
logically characterized by 3-valued temporal logic, every temporal property ¢
that evaluates to true (resp. false) on the abstract model automatically holds
(resp. does not hold) of the concrete system, hence guaranteeing soundness of
both proofs and counter-examples. In case ¢ evaluates to L on the model, a more
precise verification technique called generalized model checking [BGO0JG.I02] can
be used to check whether there exist concretizations of the abstract model that
satisfy ¢ or violate ¢; if a negative answer is obtained in either one of these two
tests, ¢ does not hold (resp. holds) of the concrete system. Otherwise, the anal-
ysis is still inconclusive and a more complete (i.e., less abstract) model is then
necessary to provide a definite answer concerning this property of the concrete
system. This approach can be used to both prove and refute arbitrary formulas
of the propositional p-calculus.

In this paper, we investigate how the scope of program verification via au-
tomatic abstraction can be extended to deal with programs implementing open
systems. An open system, also called “reactive system” or “module”, is a sys-
tem that interacts with its environment and whose behavior depends on this
interaction. Embedded software is a typical example of open system. It has been
argued [KV96] that temporal properties of an open system should be verified
with respect to all possible environments for that system. This problem is known
as the module checking problem [KV96]. Module checking makes it possible to
check adversarial properties of the “game” played by the open system and its
environment (such as “is there a winning strategy for a malicious agent trying
to intrude a secure system?”).

We study how module checking can be extended to reason about 3-valued ab-
stractions of open systems in such a way that both proofs and counter-examples
obtained by verifying arbitrary properties of such abstractions are guaranteed
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to be sound, i.e., to carry over to the concrete system. We also introduce a
new verification technique, called generalized module checking, that can im-
prove the precision of module checking. The practical motivation of this paper
is thus to develop a framework for representing and reasoning about abstrac-
tions automatically generated from a static analysis of an open program using
abstraction techniques such as predicate abstraction. Our framework is illus-
trated by an example of application in Section [6] Note that existing software
verification-by-abstraction frameworks and tools (e.g., [BROTICDHT00/DDOT]
HIMS02/VHBPO0]) do not currently support verification techniques for open
programs.

2 Background

2.1 3-Valued Models and Generalized Model Checking

In this section, we recall the main ideas and key notions behind the framework
of [BGIIBGNNGH.INTHISOT] for reasoning about partially defined systems. Ex-
amples of modeling formalisms for representing such systems are partial Kripke
structures (PKS) [BG99], Modal Transition Systems (MTS) [LTRRIGH.IOT] or
Kripke Modal Transition Systems (KMTS) [HISOT].

Definition 1. — A KMTS M is a tuple (S, P, %t,w,[/), where S is a

nonempty finite set of states, P is a finite set of atomic propositions,
must

%g S xS and TMtQ S x S are transition relations such that —>g”ﬂ,
and L : S x P — {true, L, false} is an interpretation that associates a truth
value in {true, L, false} with each atomic proposition in P for each state in
S.
— An MTS is a KMTS where P = ().
must ma

— A PKS is a KMTS where —=—.
— A Kripke structure (KS) is a PKS where Vs € S:Vp € P: L(s,p) #L.

The third value L (read “unknown”) and may-transitions unmatched by must-
transitions are used to model explicitly a loss of information due to abstraction
concerning, respectively, state or transition properties of the concrete system
being modeled. A standard, complete Kripke structure is a special case of KMTS

must

where ¥ =" and L : S x P — {true, false}, i.e., no proposition takes value
L in any state. It is worth noting that PKSs, MTSs and KMTSs are all equally
expressive (i.e., one can translate any formalism into any other) [G.J03].

In interpreting propositional operators on KMTSs, we use Kleene’s strong
3-valued propositional logic [Kle87]. Conjunction A in this logic is defined as
the function that returns true if both of its arguments are true, false if either
argument is false, and L otherwise. We define negation — using the function
‘comp’ that maps true to false, false to true, and L to L. Disjunction V is
defined as usual using De Morgan’s laws: p V ¢ = —(—p A —¢q). Note that these
functions give the usual meaning of the propositional operators when applied to
values true and false.
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Propositional modal logic (PML) is propositional logic extended with the
modal operator AX (which is read “for all immediate successors”). Formulas of
PML have the following abstract syntax: ¢ :=p | =¢ | ¢1 A ¢o | AX ¢, where
p ranges over P. The following 3-valued semantics generalizes the traditional
2-valued semantics for PML.

Definition 2. The value of a formula ¢ of 3-valued PML in a state s of a KMTS
M = (S, P, %t,w,/:), written [(M, s) = ¢], is defined inductively as follows:

[(M,s) = p] = L(s,p)
(M, 5) = ~¢] = comp([(M, s) = ¢])
(M, s) = o1 A o] = [(M, 5) = d1] A(M, 5) |= ¢o]
true if Vs' 1 s =X s = [(M,s') |= ¢] = true
(M, s) F AX¢| = { false if 35 : s QPN [(M,s") = ¢] = false
1 otherwise

This 3-valued logic can be used to define a preorder on KMTSs that reflects
their degree of completeness. Let < be the information ordering on truth values,
in which L < true, L < false, v < z (for all z € {true, L, false}), and =z € y
otherwise.

Definition 3 (j)' Let MA = (SA,P, 7%;A; MA?‘[/A) and MC == (507P7 %tc

, ¢, Lc) be KMTSs. The completeness preorder < is the greatest relation
B C S4 x Se such that (Sq,8:) € B implies the following:

—VpeP: LA(Saap) < LC(smp)’

. must ’ . ’ must ’ r
— if s —> 4 S, there is some s, € Sc such that s — ¢ sl and (s,,s..) € B,
— if s. 280 8L, there is some s, € Sa such that s, 3 4 s, and (s, s.) € B.

This definition allows to abstract Mo by M4 by letting truth values of proposi-
tions become | and by letting must-transitions become may-transitions, but all
may-transitions of Mo must be preserved in M 4. We then say that M4 is more
abstract, or less complete, than Mc. The inverse of the completeness preorder is
called refinement preorder in [LT8SHJISO1IGHJI01]. Note that relation 5 reduces
to a simulation relation when applied to MTSs with may-transitions only.

It can be shown that 3-valued PML logically characterizes the completeness
preorder [BG99/HISOTIGH.IOT].

Theorem 1. Let My = (SA,P,th,%A,LA) and Mg = (Sapthc

, ¢, Lc) be KMTSs such that s, € Sa and s. € S¢, and let & be the set
of all formulas of 3-valued PML. Then,

Sa 2 sc iff (Vo € @: [(Ma, sa) = 0] < [(Mc, se) = ¢))-
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In other words, KMTSs that are “more complete” with respect to < have more
definite properties with respect to <, i.e., have more properties that are either
true or false. Moreover, any formula ¢ of 3-valued PML that evaluates to true or
false on a KMTS has the same truth value when evaluated on any more complete
structure. This result also holds for PML extended with fixpoint operators, i.e.,
the propositional p-calculus [BG99IBGO0].

In [GHJO0T1], we showed how to adapt the abstraction mappings of [Dam96)
to construct abstractions that are less complete than a given concrete program
with respect to the completeness preorder.

Definition 4. Let My = (SC,P,wtc,wC,LC) be a (concrete) KMTS.
Given a set Sy of abstract states and a totallabstraction relation on states
p C Sc x Sa, we define the (abstract) KMTS My = (SA,P,th,wA,LA) as
follows:

— 8q must sl ifVse € So i sepsa = (s, € S = sLpsh, A se %tc sh);
i sl if Ase, 8L € Sc i 8epSa N SLpsh A Se i o shs

true if Vse : $¢psa = Lo(se,p) = true
— La(8a,p) =1 false if Vs : $epsa = Lo(se, p) = false

1 otherwise

The previous definition can be used to build abstract KMTSs.

Theorem 2. Given a KMTS Mg, any KMTS M4 obtained by applying Defi-
nition [4] is such that M4 < Mc.

Given a KMTS Mg, any abstraction M 4 less complete than Mo with respect to
the completeness preorder =< can be constructed using Definition M by choosing
the inverse of p as B [GHJ01]. When applied to MTSs with may-transitions
only, the above definition coincides with traditional “conservative” abstraction.
Building a 3-valued abstraction can be done using existing abstraction techniques
at the same computational cost as building a conservative abstraction [GHJ01].

Since by construction M4 < M¢, any temporal-logic formula ¢ that evaluates
to true (resp. false) on M, automatically holds (resp. does not hold) on M.
It is shown in [BGO0Q] that computing [(Ma,s) | ¢] can be reduced to two
traditional (2-valued) model-checking problems on regular fully-defined systems
(such as Kripke structures or Labeled Transition Systems), and hence that 3-
valued model-checking for any temporal logic L has the same time and space
complexity as 2-valued model checking for the logic L.

However, as argued in [BGO0], the semantics of [(M, s) = ¢] returns L more
often than it should. Consider a KMTS M consisting of a single state s such that
the value of proposition p at s is L and the value of ¢ at s is true. The formulas
pV —pand g A (pV —p) are L at s, although in all complete Kripke structures
more complete than (M, s) both formulas evaluate to true. This problem is not
confined to formulas containing subformulas that are tautological or unsatisfi-
able. Consider a KMTS M’ with two states sg and s; such that p = ¢ = true

! That is, (Vsc € Sc i 3sa € Sa : Sepsa) and (Vsq € Sa : Tsc € Sc & scpsa)-
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Logic MC SAT GMC
Propositional Logic Linear NP-complete NP-complete
PML Linear PSPACE-complete | PSPACE-complete
CTL Linear EXPTIME-complete| EXPTIME-complete
p-calculus NPNco-NP EXPTIME-complete| EXPTIME-complete
LTL PSPACE-complete| PSPACE-complete |EXPTIME-complete

Fig. 1. Known results on the complexity in the size of the formula for (2-valued and
3-valued) model checking (MC), satisfiability (SAT) and generalized model checking
(GMCQC).

in sg and p = ¢ = false in s1, and with a may-transition from sy to s;. The
formula AXpA—-AXq (which is neither a tautology nor unsatisfiable) is L at s,
yet in all complete structures more complete than (M, sg) the formula is false.
This observation is used in [BGOO] to define an alternative 3-valued semantics
for temporal logics called the thorough semantics since it does more than the
other semantics to discover whether enough information is present in a KMTS
to give a definite answer. Let the completions C(M,s) of a state s of a KMTS
M be the set of all states s’ of complete Kripke structures M’ such that s < s’.

Definition 5. Let ¢ be a formula of any two-valued logic for which a satisfaction
relation |= is defined on complete Kripke structures. The truth value of ¢ in a
state s of a KMTS M under the thorough interpretation, written [(M, s) E ¢+,
1s defined as follows:

true if (M',s") = ¢ for all (M',s") in C(M,s)
(M, s) E ¢l =« falseif (M',s") & & for all (M',s") in C(M, s)
L otherwise

It is easy to see that, by definition, we always have [(M,s) = ¢] < [(M,s) E
@)t In general, interpreting a formula according to the thorough three-valued
semantics is equivalent to solving two instances of the generalized model-checking
problem [BGOO].

Definition 6 (Generalized Model-Checking Problem). Given a state s of
a KMTS M and a formula ¢ of a temporal logic L, does there exist a state s’ of
a complete Kripke structure M’ such that s < s" and (M',s') = ¢ ?

This problem is called generalized model-checking since it generalizes both model
must

checking and satisfiability checking. At one extreme, where M = ({so}, P, — =
2%— {(s0,50)}, L) with L(so, p) =L for all p € P, all complete Kripke structures
are more complete than M and the problem reduces to the satisfiability problem.
At the other extreme, where M is complete, only a single structure needs to be
checked and the problem reduces to model checking.

Algorithms and complexity bounds for the generalized model-checking prob-
lem for various temporal logics were presented in [BGO0O]. In the case of
branching-time temporal logics, generalized model checking has the same com-
plexity in the size of the formula as satisfiability. In the case of linear-time
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coffee tea

Fig. 2. Example of open system

temporal logic, generalized model checking is EXPTIME-complete in the size of
the formula, i.e., harder than both satisfiability and model checking, which are
both PSPACE-complete in the size of the formula for LTL. Figure [[] summarizes
the complexity results of [BGOQ]. These results show that the complexity in the
size of the formula of computing [(M, s) = ¢]; (GMC) is always higher than that
of computing [(M, s) = ¢] (MC).

Regarding the complexity in the size of the model |M]|, it is shown in [GJ02)
that generalized model checking can in general require quadratic running time
in |M|, but that the problem can be solved in time linear in |M| in the case
of (LTL or BTL) persistence properties, i.e., properties recognizable by (word
or tree) automata with a co-Biichi acceptance condition. Persistence properties
include several important classes of properties of practical interest, such as all
safety properties.

2.2 Module Checking

The framework described in the previous section assumes that the abstract sys-
tem M is closed, i.e., that its behavior is completely determined by the state of
the system. But what if M is an abstraction of an open system?

An open system is a system that interacts with its environment and whose
behavior depends on this interaction. Such systems are also often called reac-
tive. In [KV96], Kupferman and Vardi argued that verifying temporal properties
(especially those specified in branching temporal logics) of open systems must
be handled differently than traditional model checking. Their argument is best
illustrated with a simple example. Consider a vending machine M which repeat-
edly boils water, asks the environment to choose between coffee and tea, and
deterministically serves a drink according to the external choice. This machine
is depicted in Figure @, where dotted transitions represent transitions taken by
the environment. The machine has four states: boil, choose, coffee and tea. When
M is in state boil, we know exactly what its possible next states are (namely,
choose and boil). In contrast, when M is in state choose, the set of possible next
states is unknown since it depends on the environment: it could be any subset
of the set {coffee, tea}. To see the difference this makes semantically, consider
the property “is it always possible for M to eventually serve tea?”, which can
be represented as the CTL formulad AGEFtea. If we evaluate this formula on

% See [Eme90] for a general introduction to the temporal logics used in this paper.
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M viewed as a traditional Kripke structure, thus ignoring whether transitions
are taken by the system or its environment, we obtain [M = AGEF'tea] = true,
since, for every state of M, there exists a path from that state to state tea. In
contrast, if we take into account transitions taken by the environment, the an-
swer should be false since, if the environment decides to always choose coffee,
the machine M will never serve tea. This observation prompted the introduction
of a variant of the model-checking problem for reasoning about open systems,
called the module checking problem:

Given a module (M,s) and a temporal logic formula ¢, does (M, s)
satisfy ¢ in all possible environments?

Formally, a module is defined in [KV96] as a Kripke structure whose set of
states is partitioned into two sets: a set of system states, representing the states
where the system can make transitions (such as the states boil, coffee and tea in
the example above), and a second set of environment states, where the environ-
ment can make transitions (such as the state choose in the previous example).
Here, we will use an alternative formalization (already suggested in [KV96]) and
represent modules as Modal Transition Systems instead: must-transitions will
model system transitions while may-transitions will model environment transi-
tions. Note that this second formalization is more general since it allows states
from which both system and environment transitions exist. To simplify nota-
tions, we also use a set of atomic propositions and associate with each state a
labeling from every propositions to the set {true, false}.

Definition 7 (Module). A module is a tuple (S, P, %t, nay L), where S is a
nonempty finite set of states, P is a finite set of atomic propositions, —3C §x S
and 7%;5@ S xS are transition relations such that ’@fg”ﬂ’, and L : S x P —
{true, false} is an interpretation that associates a truth value in {true, false} with
each atomic proposition in P for each state in S.

A module is thus modeled as a KMTS where no proposition takes the value L.
In this context, module checking can then be formally defined as follows. Recall
that C(M, s) denotes the set of completions of a KMTS/module M (see previous
section): C(M,s) = {(M’,s")|s < s' and M’ is a KS}.

Definition 8 (Module Checking). Given a module (M,s) and a temporal
logic formula ¢, we say that the module (M, s) satisfies ¢, denoted (M, s) =, ¢,
ifvY(M',s")y e C(M,s): (M',s") = ¢. Checking whether (M, s) =, ¢ is called the
module-checking problem.

Formalized this WayE’I, it is clear that module checking (ModC) is related to gen-
eralized model checking (GMC). In the next section, we study this relationship.

3 The definition of module checking in [KV96] actually requires the transition rela-
tion of any (M’,s’) in C(M,s) to be total, which has the effect of preventing the
environment from blocking the system by refusing to execute any transition; this
assumption is eliminated here to simplify the presentation.
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3 Comparing Module Checking and GMC

We first consider the case of properties specified in linear temporal logic (LTL) or
in universal branching temporal logics such as VCT' L and YCTL*. In this case,
[KV96| shows that module checking and model checking coincide. Indeed, by
definition, an LTL or universal property holds of a model if and only if all paths
in that model satisfy the given (path) property. In the case of a module, module
checking can be reduced to checking whether the property holds of the module
when placed in the maximal environment consisting of all possible environment
transitions, which in turns is equivalent to model checking. This implies that
LTL module checking has the same complexity as LTL model checking: it is
PSPACE-complete in the size of the formula and can be done in linear time in
the size of the model (it is also known to be NLOGSPACE-complete in |[M]).
In contrast, it is shown in [BGOOJG.I02] that GMC for LTL can be more precise
but also more expensive than LTL model checking: GMC for LTL is EXPTIME-
complete in the size of the formula [BGO0] and can be done in quadratic time in
the size of the model [G.J02].

In the case of properties specified in branching temporal logics (BTL), thus
including existential quantification, [KV96] shows that the complexity of mod-
ule checking is higher than that of model checking, and is in fact as hard as
satisfiability.

The following theorem states that, in the BTL case, GMC and module check-
ing are interreducible.

Theorem 3. For any branching temporal logic L, the GMC problem and the
module checking problem for L are interreducible in linear time and logarithmic
space.

Proof. Consider a formula ¢ of the logic L and a module (M, s) represented by a KMTS
as defined in Section 22l We have (M,s) =, ¢ iff V(M',s") € C(M,s) : (M',s") = ¢
(by Definition B)) iff =3(M’,s") € C(M, s) : (M',s") £ ¢. For any branching temporal
logic, the latter is equivalent to “GMC((M, s),~¢) (by Definition [G). Thus, we have
(M, s) =r ¢ if GMC((M, s), ~¢) does not hold. Conversely, GMC((M, s), ¢) holds iff
(M, s) Fer =

In the BTL setting, generalized model checking and module checking are thus
very closely related. One could even say that they are the “dual’ of each other,
in the same sense as the quantifier V is the dual of 3 since V = =3-. The previous
theorem also explains why both problems have the same complexity in the case
of BTL. For instance, [KV96| pointed out that the complexity in the size of the
formula of module checking for a BTL L is the same as that of satisfiability for
L, while a similar result was proved independently for GMC in [BGOQ].

This close correspondence also makes it possible to transfer unmatched re-
sults obtained for one problem to the other. For instance, [KV96| only shows
that module checking for CTL can be done in PTIME in the size of M. Using
the results of [GJ02] concerning the complexity of GMC in the size of M, we
immediately obtain that module checking for CTL can require quadratic run-
ning time in [M|, but that it can be solved in time linear in |[M]| in the case of
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CTL persistence properties, i.e., properties recognizable by tree automata with
a co-Biichi acceptance condition. Conversely, [GJ02] does not provide a lower
bound on the complexity of GMC in the size of M for BTL persistence prop-
erties. Using the proof of Theorem 2 in [KV96] which states that the program
complexity of CTL and CTL* module checking is PTIME-complete, we obtain
that GMC for BTL persistence properties (and hence CTL and CTL* in gen-
eral) is PTIME-hard. (Moreover, it is easy to show that this proof carries over
to GMC for LTL, which is thus also PTIME-hard.)

In summary, generalized model checking and module checking are different,
yet related, problems. The former is a framework for reasoning about partially-
specified, i.e., abstract, systems, while the latter is a framework for reasoning
about open systems. It is then natural to ask whether these two techniques could
be combined into a framework for reasoning about abstract open systems. The
rest of this paper investigates this idea.

4 Modeling and Reasoning about Abstract Open Systems

We now discuss how to model abstract open systems. Our goal is to define
a modeling formalism for representing abstractions of programs implementing
open systems. Such abstractions could then be automatically generated from
source code by static analysis tools using abstraction techniques like predicate
abstraction. We thus focus here on a semantic model to represent abstract open
systems, not on a modeling language (with a specific syntax).

Combining the ideas of Section 2, an abstract open system can simply be
represented as a KMTS with two distinct types of “unknowns”: the third truth
value L can model loss of information due to abstraction, while may-transitions
unmatched by must-transitions can model uncertainty due to environment tran-
sitions. Formally, an abstract module, or 3-valued module, can be defined as
follows.

Definition 9 (Abstract Module). An abstract module is a KMTS, i.e., a
tuple (S, P, %t, s L) where S is a nonempty finite set of states, P is a finite

set of atomic propositions, —3C S x S and MU S x S are transition relations

must

such that ™3C™ and L : S x P — {true, L, false} is an interpretation that
associates a truth value in {true, L, false} with each atomic proposition in P for
each state in S. A module is an abstract module such that Vs € S : Vp € P :

L(s,p) #L. An abstract model is an abstract module such that must ey,

It is worth emphasizing that modeling abstract open systems this way does
not restrict expressiveness of either kind of “unknowns” since KMTSs have the
same expressiveness as PKSs and MTSs [GJ03]. In other words, any modeling of
incomplete information using | can also be done using may-transitions instead,
and vice versa. This implies that it does not matter which of L or may-transitions
are used to model abstraction or the environment. What matters is that the two
sources of incomplete information are modeled differently, so that they can be
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distinguished in the model. Indeed, these two types of partial information are
treated differently, as we will see later.

We now turn to the definition of abstract module checking, or 3-valued module
checking. For doing so, we first need to define the set of possible environments
in which an abstract module can be executed. We formally represent this set as
the set of completions of the abstract module with respect to a preorder <;rs,
which we define as follows.

Definition 10 (<ys7s). Let My = (S, P, 4, "% 4, L 1) and M¢c = (S¢, P,
must

S o, 280, Le) be KMTSs. The preorder <yrs is the greatest relation B C
S X Sc such that (84, 5.) € B implies the following:

VpeP: LA(Savp) = LC(sc,p)’

. must ’ . ’ must ’ ’

— if ¢ —> A S, there is some si, € S¢ such that s — ¢ sl and (s}, sL.) € B,
— if 5. " 5L, there is some s, € Sa such that s, —3$ 4 5!, and (s),,s.) € B.

The preorder < ;7 is similar to the completeness preorder on MTSs [LT88|, but
is defined on KMTSs and leaves truth values of atomic propositions unchanged.
Definition [I0 is also similar to Definition [3] defining < on KMTSs except for
the first condition which prevents the refinement of unknown truth values. Let
Crurs((M,s)) = {(M',s")|s Xprs s and M’ is a PKS} denote the set of com-
pletions of a module (M, s) with respect to <p;rs. We can now define abstract
module checking as follows.

Definition 11 (Abstract Module Checking). Given an abstract module
(M, s) and a temporal logic formula ¢, computing the value

true if V(M',s") € Cyyrs(M, s) : [(M', ') = ¢] = true
[(M, 3) ':T ¢] = false ile(M/aS/) € CMTS(Mvs) : [(Mlas/) |: (M = false
L otherwise

1s defined as the abstract module checking problem.

The previous definition generalizes the definition of module checking: when
(M, s) is a concrete module (i.e., a module where no atomic proposition has
the value L in any state), Definition [1l coincides with Definition Bl defining
module checking.

Abstract module checking defines a new 3-valued logic for reasoning about
abstract modules: its syntax is as usual and its semantics is defined by [(M, s) =,
@]. The following preorder < pxs on KMTSs measures the degree of completeness
of abstract modules with respect to the new semantics derived from abstract
module checking.

Definition 12 (Zpxs). Let My = (Sa, P, 4, ™% ) L 4) and Mc = (Sc, P,
must ma

— 0, ¢, Lo) be KMTSs. The preorder <pgs is the greatest relation B C
Sa x S¢ such that (sq,s:) € B implies the following:

1. vp e P: LA(saap) S LC(Scap)7
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if Sa =X, sl,, there is some s,, € S such that s i o sl and (sl,,s.) € B,

a’=c
. t . t
if sa 3 4 8!, there is some s\ € Sc such that s, % ¢ sl and (sl s.) € B,
. ma . ma
if 5 "X 5L, there is some s), € Sa such that s, —3$4 s, and (s.,,s.) € B,

. st ‘ st
5. if se ¢ sl there is some s, € Sa such that s, % 4 s, and (s, s.) € B.

o e

The preorder <pgg is similar to the completeness preorder on PKSs [BG99),
but is defined on KMTSs and requires a bisimulation-like relation on both may
and must transitions. The above definition extends Definition [ defining < on
KMTSs by also requiring conditions (2) and (5). An important property of <pkg
is the following.

ma

Lemma 1. Let My = (Sa, P, 4, "% 4. L) and M¢ = (Sc, P,™% o, ™%
,Lc) be KMTSs. Given any two states s, € Sa and s. € Sc, Sa SpKs Sc implies
the two following properties:

— Y(M},s,) € Curs(Ma, sq) : I(M{, st) € Curs(Mce, se) = i, 2pks s, and
- V(Mé,s/c) € Curs(Mc,se) : I(MY, sh) € Crurs(Ma, sq) : 8h, Spks ..

Intuitively, the previous lemma states that, if s, <pxs S¢, then the set of “pos-
sible environments” (i.e., Cpsrs) for s, and s. are equivalent: any environment
of s, is a possible environment of s. and vice versa. This lemma is useful to
prove our next theorem.

must mas must

Theorem 4. Let M4y = (Sa,P,—>4,—a,La) and Mc = (S¢, P, —¢
,MC,LC) be two abstract modules (KMTSs) such that s, € Sa and s. € Sc,
and let @ be the set of all formulas of 3-valued PML. Then,

Sa jPKS Se Zﬁ (V(ZS cd: [(MAaSa) ':r (b] S [(MCaSc> ):’l" (b])
Proof. Omitted due to space limitations.

The previous theorem thus states that 3-valued PML defined with the semantics
[(M,s) =, ¢] logically characterizes the preorder < pKSE This implies that ab-
stract module checking cannot distinguish abstract modules that are equivalent
with respect to the preorder <pgg. Another important corollary of this theo-
rem is that, by generating an abstraction (My, s,) from (a static analysis of)
a concrete module (Mg, s.) such that s, <pxs S., we can then both prove and
disprove arbitrary properties of s. by doing module checking of its abstraction
sq. How to automatically generate abstractions preserving <pgxg is discussed
with an example later in Section [Gl

In the case of LTL, abstract (3-valued) module checking, i.e., computing
[(M,s) Er ¢], reduces to abstract (3-valued) model checking, i.e., comput-
ing [(M,s) = ¢] with M viewed as a PKS where all the may-transitions are
also must-transitions. In the BTL case, 3-valued module checking can be ap-
prozimated by 3-valued model checking using the 3-valued semantics on KMTS

1 As in the 2-valued case, this result also holds for the propositional p-calculus.
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defined in Definition [2. Indeed, [(M,s) | ¢] = true (respectively false) im-
plies that V(M',s") € C(M,s) : (M',s') = ¢ (resp., (M',s") ¥~ ¢), which
in turn implies that [(M,s) =, ¢] = true (resp., false). We thus always have
[(M,s) = ¢] < [(M,s) =r ¢]. Since 3-valued model checking can be done at the
same cost as traditional 2-valued model checking [BGO0], computing [(M, s) = ¢]
is less computationally expensive than computing [(M, s) =, ¢] in the BTL case
(see Theorem [3)), and can thus be used as a cheaper but less precise partial
algorithm for testing whether [(M, s) |=, ¢] is true or false in that case.

5 Generalized Module Checking

As in the case of 3-valued model checking, precision of 3-valued module checking
can be improved by defining a 3-valued thorough semantics, denoted [(M, s) =,
@)t Let Cprs((M,s)) = {(M',s")|s <pks s and M’ is a module } denote the
set of possible (concrete) modules for an abstract module (M, s).

Definition 13 (Thorough Abstract Module Checking). Given an abstract
module (M, s) and a temporal logic formula ¢, computing the value

true if (M, s") E, ¢ for all (M',s") in Cprxs(M, s)
(M, s) Er @)t = < false if (M',s") W ¢ for all (M, ") in Cprs(M,s)
L otherwise

1s defined as the thorough abstract module checking problem.

The next theorem states that thorough abstract module checking is consistent
with abstract module checking.

Theorem 5. For any abstract module (M, s) and temporal logic formula ¢, we

have (M, s) = ¢] < [(M, s) = 1.

Proof. By definition, [(M,s) |=r @] = true implies [(M,s) |, ¢+ = true. Moreover,
[(M,s) & ¢] = false implies [(M, s) |=r ¢+ = false since I(M',s") € Curs(M,s) :
Y(M",s") € Cprs(M',s") : (M",s') £ ¢ implies YV(M',s") € Cprs(M,s)
IM”,8") € Curs(M',s") : (M",s") = ¢.

Checking whether [(M, s) =, ¢]; = true can be reduced to solving an instance
of the generalized model checking problem for (M, s) and —¢ with respect to the
completeness preorder < on KMTSs, because of the two universal quantifications
defining [(M, s) =, @]+ = true. In contrast, checking whether [(M,s) =, ¢]: =
false involves an alternation between 3 and V, and requires solving an instance
of the following problem, which we call generalized module checking.

Definition 14 (Generalized Module-Checking Problem). Given a state s
of an abstract module M and a formula ¢ of a temporal logic L, does there exist
a state s' of a module M’ such that s <pgg s’ and (M',s') =, ¢ ¢
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Clearly, generalized module checking (GModC) generalizes both module check-
ing and generalized model checking for any (i.e., BTL or LTL) temporal logic
since it includes both as particular sub-problems. Hence, generalized module
checking is at least as hard as generalized model checking, which is itself harder
than module checking in the LTL case and as hard as module checking in the
BTL case (see Section ). Is GModC harder than GMC? The next theorem shows
that this is not the case by providing a reduction from GModC to GMC.

Theorem 6. Given any (LTL or BTL) temporal logic L, any instance of the
generalized module checking problem for L can be reduced in linear time and
logarithmic space to an instance of the generalized model checking problem for L.

Proof. (Sketch) Consider a formula ¢ of the logic L and an abstract module (M, s)
represented by a KMTS M = (S, P, %t, ey L) as defined in Section [l Without loss
of generality, let us assume that ¢ is in positive form in which negation can apply only to
atomic propositions. We first define a PKS M’ = (S, P’, —', L) that simulates exactly
the may and must transitions of M with an additional proposition pp,.s: as follows:
S" = 8 x {must,may}, P' = P U {pmust}, ='= {((s,2),(s',2"))|(s,s") €2, 2’ =
must if (s,s') €223 or 2’ = may otherwise}, V(s,z) € S’ : Vp € P : L'((s,z),p) =
L(s,p), and L'((s,2), pmust) = true if x = must or L'((s, ), Pmust) = false otherwise.
Second, we translate the formula ¢ into the formula T'(¢) defined with a set P’ = P U
{Pmust} of atomic propositions by applying recursively the following rewrite rules: for
all p € P, T(p) = p and T(~p) = —p: T(é1 A2) = T(61) AT(62): T(61 Vba) = T(g1)V
T(¢2); T(AX @) = AX(T(4)); T(EXP) = EX(Pmust A T(¢)). (Note that the above
rules are for PML; in the case of the mu-calculus, fixpoint operators are left unchanged;
a similar translation exists for LTL). Third, we show that GModC((M, s), ¢) = true
iff GMC((M', (s,must)), T(¢)) = true.

To summarize, GModC has the same complexity as GMC. This implies the
following, maybe surprising, corollary: even though computing [(M,s) &, ¢
(thorough abstract module checking) can be more precise than computing
[(M,s) &, ¢] (abstract module checking), it has the same complexity in the
BTL case.

6 Application

The practical motivation for this paper is to provide a framework for verifying
properties of programs implementing open systems using automatic abstraction
techniques such as predicate abstraction.

An example of program implementing an open system is shown on the left of
Figure Bl In this program, z and y denote variables controlled by the program
(system), f denotes some unknown function of the system, while z denotes a
variable controlled by the environment. The notation “x,y = 1,0” means that
variables x and y are simultaneously assigned to values 1 and 0, respectively.

Imagine we are interested in checking the property “(eventually y is odd)
and (at any time, z is odd or y is even)”. From this property, we define two
predicates p : “is x odd?” and ¢ : “is y odd?”. Given these two predicates, the
property can be represented by the LTL formula ¢ = &g A O(p V —q).
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S

(p=T.g=F) () --=J (p=1.9=L)

program C() {
x,y= 1,0; '

=F, =
if (read(z) == 0) then { (P=Fa=L)
X,y = 2%f(x),f(y);
x,y = 1,0; (p=T.q=F)

} else 8
x,y = £(x),£(y);
M

Fig. 3. Example of open program and abstract module

Using predicate abstraction techniques and predicates p and ¢, one can au-
tomatically compute an abstract module for this program that satisfies the pre-
order <pis and thus Theorem [, by construction. An example of such an ab-
stract module (M, s) for this program is shown on the right of Figure Bl The
truth values of atomic propositions p and ¢ is defined in each state as indi-
cated in the figure. Dotted transitions indicate may-transitions unmatched by
must-transitions and represent transitions controlled by the environment. Note
how the unknown function f is modeled using 1, while uncertainty due to the
environment is modeled using may-transitions.

In this example, we have [(M,s) |, ¢] =L, while [(M, s) =, ¢]; = false. In
other words, using the thorough interpretation and generalized module checking
is needed to obtain a definite answer in this case. Indeed, this result is obtained
by proving that, for all possible completions (M’,s’) such that (M,s) <pks
(M’ s"), there exists an environment of (M’,s’) (namely the one which forces
the system down the leftmost path) where ¢ is violated. We are not aware of
any decision procedure more efficient than generalized module checking to prove
automatically that the open program C of Figure Bl violates property QSE

Finally note how GModC differ from GMC in the presence of may-transitions:
while GModC((M, s), ¢) = false, we have GMC((M, s),¢) =L.

7 Conclusions

We have presented a framework for representing and reasoning about abstract
open systems. Our framework is designed to be used in conjunction with auto-
matic abstraction tools for generating abstractions from static program analysis.
We identified the preorder <pxg as the one being logically characterized by the

® Note that, since GMC for LTL can be reduced to SAT for CTL* (using Theorem 23
of [BGO0]), the above verification results could be obtained using a SAT solver for
CTL", but at a much higher complexity both in |M| and |¢|.
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Logic MC ModC GModC
Propositional Logic Linear Linear NP-complete
PML Linear PSPACE-complete | PSPACE-complete
CTL Linear EXPTIME-complete| EXPTIME-complete
p-calculus NPNco-NP EXPTIME-complete| EXPTIME-complete
LTL PSPACE-complete| PSPACE-complete |EXPTIME-complete

Fig. 4. Complexity in the size of the formula of model checking (MC), module checking
(ModC), and generalized module checking (GModC).

3-valued semantics derived from the definition of module checking of [KV96].
Any abstraction that preserves <pxg can then be used to both prove and dis-
prove arbitrary temporal properties of the concrete program. We introduced new
variants of the module checking problem suitable for reasoning about such ab-
stractions, namely abstract, thorough abstract and generalized module checking.
We also studied the complexity of these problems. The complexity of generalized
module checking is summarized in the last column of Figure [l The precision
of generalized module checking was illustrated with an example of program and
property that is beyond the scope of current abstraction-based verification tools.

Note that generating an abstraction (Mg, s,) preserving <pxg assumes that
it is possible to determine which transitions of the concrete module (M¢, s.) are
controlled by the system and which transitions are controlled by the environ-
ment. Our framework does not currently support a way to safely approximate
(Mg, s.) in the case this information is unknown (i.e., cannot be determined
exactly by a static analysis). Previous work on alternating refinement rela-
tions [AHKVI8J/AHOT] provides a way to conservatively abstract a game (like the
one played between a system and its environment) while preserving the existence
of a winning strategy for one of the players. However, such game abstractions
do not preserve the existence of a winning strategy for the other player: they
are conservative in the same sense as a simulation relation defines a conservative
abstraction of a system, which can be used for proving universal properties but
not refuting these. An interesting topic for future work is therefore to study how
to combine our framework with techniques for abstracting games with the goal
of designing “3-valued game abstractions” that would preserve winning strate-
gies for both players while allowing abstraction. Such a way, one could extend
the framework developed in this paper to allow sound approximations of the
partitioning between system and environment transitions while preserving the
ability to prove and disprove any temporal property of the interaction of the
system with its environment.

References

[AHO1] L. de Alfaro and T. Henzinger. Interface Automata. In Proceedings of
the 9th ACM Symposium on the Foundations of Software Engineering
(FSE’01), 2001.



[AHK V98]

[BGYY)

[BGOO]

[BRO1]

[CDH™00]

[Dam96]

[DDO1]

[Eme90]

[GHJO1]

[GJ02]

[GJ03]

[GS97]

[HIMS02]

Reasoning about Abstract Open Systems 239

R. Alur, T. Henzinger, O. Kupferman, and M. Vardi. Alternating Refine-
ment Relations. In Proc. 10th Conference on Concurrency Theory, vol-
ume 1466 of Lecture Notes in Computer Science, pages 163—178. Springer-
Verlag, 1998.

G. Bruns and P. Godefroid. Model Checking Partial State Spaces with
3-Valued Temporal Logics. In Proceedings of the 11th Conference on Com-
puter Aided Verification, volume 1633 of Lecture Notes in Computer Sci-
ence, pages 274-287, Trento, July 1999. Springer-Verlag.

G. Bruns and P. Godefroid. Generalized Model Checking: Reasoning
about Partial State Spaces. In Proceedings of CONCUR’2000 (11th In-
ternational Conference on Concurrency Theory), volume 1877 of Lecture
Notes in Computer Science, pages 168-182, University Park, August 2000.
Springer-Verlag.

T. Ball and S. Rajamani. The SLAM Toolkit. In Proceedings of CAV’2001
(13th Conference on Computer Aided Verification), volume 2102 of Lecture
Notes in Computer Science, pages 260-264, Paris, July 2001. Springer-
Verlag.

J. C. Corbett, M. B. Dwyer, J. Hatcliff, S. Laubach, C. S. Pasareanu,
Robby, and H. Zheng. Bandera: Extracting Finite-State Models from Java
Source Code. In Proceedings of the 22nd International Conference on
Software Engineering, 2000.

D. Dams. Abstract interpretation and partition refinement for model check-
ing. PhD thesis, Technische Universiteit Eindhoven, The Netherlands,
1996.

S. Das and D. L. Dill. Successive Approximation of Abstract Transition
Relations. In Proceedings of LICS’2001 (16th IEEE Symposium on Logic
in Computer Science), pages 51-58, Boston, June 2001.

E. A. Emerson. Temporal and Modal Logic. In J. van Leeuwen, editor,
Handbook of Theoretical Computer Science. Elsevier/MIT Press, Amster-
dam/Cambridge, 1990.

P. Godefroid, M. Huth, and R. Jagadeesan. Abstraction-based Model
Checking using Modal Transition Systems. In Proceedings of CON-
CUR’2001 (12th International Conference on Concurrency Theory), vol-
ume 2154 of Lecture Notes in Computer Science, pages 426-440, Aalborg,
August 2001. Springer-Verlag.

P. Godefroid and R. Jagadeesan. Automatic Abstraction Using General-
ized Model Checking. In Proceedings of CAV’2002 (14th Conference on
Computer Aided Verification), volume 2404 of Lecture Notes in Computer
Science, pages 137-150, Copenhagen, July 2002. Springer-Verlag.

P. Godefroid and R. Jagadeesan. On the Expressiveness of 3-Valued Mod-
els. In Proceedings of VMCAI’2003 (4th Conference on Verification, Model
Checking and Abstract Interpretation), volume 2575 of Lecture Notes in
Computer Science, pages 206—222, New York, January 2003. Springer-
Verlag.

S. Graf and H. Saidi. Construction of Abstract State Graphs with PVS.
In Proceedings of the 9th International Conference on Computer Aided
Verification, volume 1254 of Lecture Notes in Computer Science, pages
72-83, Haifa, June 1997. Springer-Verlag.

T. Henzinger, R. Jhala, R. Majumdar, and G. Sutre. Lazy Abstraction. In
Proceedings of the 29th ACM Symposium on Principles of Programming
Languages, pages 58—70, Portland, January 2002.



240 P. Godefroid

[HJSO01]

[Kle87]
[Koz83]

[KV96]

(LTS8

[VHBPOO]

M. Huth, R. Jagadeesan, and D. Schmidt. Modal Transition Systems: a
Foundation for Three-Valued Program Analysis. In Proceedings of the Eu-
ropean Symposium on Programming (ESOP’2001), volume 2028 of Lecture
Notes in Computer Science. Springer-Verlag, April 2001.

S. C. Kleene. Introduction to Metamathematics. North Holland, 1987.

D. Kozen. Results on the Propositional Mu-Calculus. Theoretical Com-
puter Science, 27:333-354, 1983.

O. Kupferman and M. Vardi. Module Checking. In Proc. §th Confer-
ence on Computer Aided Verification, volume 1102 of Lecture Notes in
Computer Science, pages 75—-86, New Brunswick, August 1996. Springer-
Verlag.

K. G. Larsen and B. Thomsen. A Modal Process Logic. In Proceedings of
Third Annual Symposium on Logic in Computer Science, pages 203-210.
IEEE Computer Society Press, 1988.

W. Visser, K. Havelund, G. Brat, and S. Park. Model Checking Programs.
In Proceedings of ASE’2000 (15th International Conference on Automated
Software Engineering), Grenoble, September 2000.



Schedule-Carrying Code*
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Abstract. We introduce the paradigm of schedule-carrying code (SCC).
A hard real-time program can be executed on a given platform only if
there exists a feasible schedule for the real-time tasks of the program.
Traditionally, a scheduler determines the existence of a feasible sched-
ule according to some scheduling strategy. With SCC, a compiler proves
the existence of a feasible schedule by generating executable code that
is attached to the program and represents its schedule. An SCC exe-
cutable is a real-time program that carries its schedule as code, which is
produced once and can be revalidated and executed with each use. We
evaluate SCC both in theory and practice. In theory, we give two scenar-
ios, of nonpreemptive and distributed scheduling for Giotto programs,
where the generation of a feasible schedule is hard, while the validation
of scheduling instructions that are attached to the programs is easy. In
practice, we implement SCC and show that explicit scheduling instruc-
tions can reduce the scheduling overhead up to 35% and can provide an
efficient, flexible, and verifiable means for compiling Giotto programs on
complex architectures, such as the TTA.

1 Introduction

Giotto is a high-level programming language for hard real-time applications [4].
A Giotto program consists of a collection of modes, each specifying the release
times and deadlines of a set of periodic tasks. In Giotto, the semantics of value
propagation between tasks is defined independent of the system scheduler, and
therefore deterministic: as long as the scheduler maintains all deadlines, the
outputs of all task invocations are determined by the sensor inputs, and do
not depend on the task ordering, distribution, or preemption mechanism of a
particular RTOS. A Giotto program is executable only if there exists a schedule
that meets all deadlines on a given hardware platform, with given resources
and performance. An executable combination of Giotto program and platform
data (primarily worst-case execution times for all tasks) is called time-safe [5].
The Giotto compiler must, in addition to generating code, prove time safety [6].
The proof of time safety establishes the existence of a feasible schedule, and in
doing so, produces the schedule. We introduce the idea of schedule-carrying code
(SCC): once a feasible schedule has been produced, it can be attached to the code

* This work was supported by the AFOSR MURI grant F49620-00-1-0327, the Califor-
nia MICRO grant 01-037, the DARPA grant F33615-C-98-3614, the MARCO grant
98-DT-660, and the NSF grants CCR-0208875, CCR-~0085949, and CCR-0225610.
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to serve as a witness for time safety, in case the code source is untrusted, or if the
code is moved to multiple targets. Thus, SCC is the paradigm of proof-carrying
code [10] extended from traditional safety properties, such as memory safety,
to real-time properties. SCC, however, offers an even more important capability
than the reuse of time-safety proofs. If the schedule itself is provided in the form
of executable instructions, properly attached to the code generated from Giotto,
then SCC renders the system scheduler of the target platform obsolete. This
leads to dramatic performance improvements in executing Giotto programs [7].

Let us be more precise. We define two virtual execution engines called the
E(mbedded) machine, and the S(cheduling) machine. The E machine executes
E code generated from a Giotto program [5]. E code is reactive code: it manages
the release times and deadlines of software tasks in reaction to environment
events, such as clock ticks. When an environment interrupt occurs, E code may
call a driver that reads a sensor port, or writes an actuator port, or transfers a
value between ports, and it may release a task to the system. If an RTOS is used,
the released task enters the ready queue, and can be dispatched by the system
scheduler. A Giotto compiler that proves time safety is a schedule-generating
compiler: it generates, in addition to E code, also S code, which represents a
feasible schedule for the generated E code. S code is executed by the S machine,
which replaces the system scheduler. S code is proactive code: it manages the
execution of released tasks on the available CPUs. S code may dispatch a task for
a certain amount of time (time-slice preemptive scheduling), or until another task
is released (priority preemptive), or until the task completes (nonpreemptive).
In other words, the S language is an expressive, executable schedule description
language. Our implementation executes intertwined E and S code produced by
the Giotto compiler, and thus provides the kernel functionality of an RTOS.

The usefulness of SCC rests on two premises. First, the execution of S code
is more efficient, and at least as flexible, as the use of the scheduler provided
by an RTOS. This is substantiated by our experiments, where we achieve up
to 35% overhead reduction and demonstrate the ability to change scheduling
strategies when switching Giotto modes [7]. Second, it is often more efficient to
check the feasibility of a schedule than to generate the schedule (“proof checking
is easier than proof generation”). Whenever this is the case, then it is beneficial
to have the Giotto compiler generate a feasible schedule once, and attach it to
the generated E code in the form of S code. Then, before execution, the target
platform may check the schedule in order to be sure that it can execute the
code without time-safety violations (i.e., without missing any deadlines specified
by the original Giotto program). While preemptive single-CPU scheduling for
Giotto is simple [6], it is NP-hard to generate nonpreemptive or distributed
schedules for Giotto programs, even if the program has only a single mode. We
show that these schedules, once expressed in S code, can be checked in time
linear in the size of the E code and the frequency of events. More generally,
SCC provides an efficient implementation of Giotto in the presence of many
scheduling constraints. In particular, in Section [4 we show how Giotto can be
compiled onto a time-triggered architecture using SCC.
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Fig. 1. The E machine and the S machine

2 SCC: Embedded Code Plus Scheduling Code

The E machine [5] is a virtual machine that interpretes E code, which supervises
the execution of software tasks in response to physical events. The S machine
is a virtual machine that interpretes S code, which specifies the temporal or-
der of task execution. Figure [l shows how E and S machine interact with the
physical environment, software tasks, and hardware platform. We first review
the E machine and then introduce the S machine.

2.1 The Embedded Machine

Interface. Physical environment processes communicate information to the E ma-
chine through environment ports, such as clocks and sensors, and application
software processes, called tasks, communicate information to the E machine
through task ports. The E machine communicates information to the environ-
ment and the tasks by calling system software processes, called drivers, which
write to driver ports, for instance actuators. The E machine releases tasks for
execution to the task scheduler (the S machine, or the scheduler of an RTOS)
by writing to release ports, and the scheduler signals the completion of tasks
to the E machine through completion ports. Hence, the environment, task, and
completion ports are the input ports of the E machine. A change of value at an
input port is an input event and causes an interrupt. The E machine monitors
the occurrence of input events through triggers. In this paper, we consider only
time triggers. A time trigger can be specified as a positive integer J; it watches an
environment clock and becomes enabled § clock ticks after its activation. Tasks,
drivers, and triggers are external to the E machine and must be implemented in
some programming language like C. Tasks are preemptive, user-level code with-
out internal synchronization points; drivers are system-level code during whose
execution all interrupts that correspond to input events are disabled. The task
idle is a special task that never completes.

E code. There are three non-control-flow E code instructions. The call(d) in-
struction initiates the execution of a driver d, and the E machine waits until d
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while ProgramCounter # 1 do
i := Instruction(ProgramCounter)
if call(d) =i then
if driver d accesses a port of a task ¢ that has been released but not completed
then throw a time-safety exception else execute d
else if schedule(t) =4 then
if task ¢ has already been released but not yet completed
then throw a time-safety exception else emit a signal on the release port of ¢
else if future(g,a) =1 then
append the trigger binding (g, a, s) to TriggerQueue, where s is the current
state of the input ports that occur in g
end if
ProgramCounter := Next(ProgramCounter)
end while

Algorithm 1: The E code interpreter

is finished before proceeding to the next E code instruction. The schedule(t)
instruction releases a task t to be executed, concurrently with other released
tasks, and then the E machine proceeds immediately to the next E code instruc-
tion. The schedule instruction does not order the execution of tasks, nor does
it relinquish control of the CPU to the scheduler. The future(g,a) instruction
activates the trigger g and marks the E code at address a for execution at the
future time instant when g becomes enabled. In order to handle multiple active
triggers, the E machine maintains a queue of trigger bindings (g, a, ), where s is
the current state of the input ports watched by the trigger g, which is required
for evaluating g in the future. E code has also control-flow instructions such
as if(c,a) and return. In the former case, if the condition ¢ (a predicate on
input ports) evaluates to true, then the E machine proceeds to address a; other-
wise it proceeds to the next instruction. The return instruction terminates the
execution of E code.

Algorithm [0 summarizes the E code interpreter. For each input event, the
E machine checks the trigger bindings in TriggerQueue. The first trigger binding
(g, a, s) in the queue with an enabled trigger g is removed from the queue and the
interpreter is invoked with ProgramCounter set to address a. This is repeated
until the queue contains no trigger binding with an enabled trigger. Then, the
E machine relinquishes control of the CPU to the task scheduler, which is either
provided by an RTOS [5] or implemented as S machine (see below). The goal
of the scheduler is to execute the released tasks so that they complete before
their deadlines. E code specifies task deadlines in two ways: once released, a task
t must complete (1) before any driver accesses a port of ¢, and (2) before t is
released again. If a task violates one of these conditions, then the E machine
throws a time-safety exception; otherwise the execution is time-safe.

Ezample. Figure [2 shows a Giotto program [4] in the left column and, in the
middle and right column, E code generated by the Giotto compiler [6]. The
Giotto program is a simplified version of a program that implements the flight
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start hover { HO: if(switch,CO 4 1) CO: if (switch,HO + 1)
mode hover() period 120ms { schedule(pilot) schedule(pilot)
exitfreq 3 do cruise(switch); schedule(control) schedule(control)
taskfreq 1 do pilot(); schedule(lieu) schedule(move)
taskfreq 2 do control(); future(40ms, H40a) future(30ms, C30)
taskfreq 3 do lieu(); } return[hO] return[cO]
mode cruise() period 120ms { H40a: if(switch, H40b) C30: schedule(move)
exitfreq 2 do hover(switch); schedule(lieu) future(30ms, C60)
taskfreq 1 do pilot(); future(20ms, H60) return[c30]
taskfreq 2 do control(); return[h40] C60: if(switch, H60)
taskfreq 4 do mowe(); } H40b: future(20ms, C60) schedule(control)
return schedule(move)
H60: schedule(control) future(30ms, C90)
future(20ms, H80a) return[c60]
return[h60] €90: schedule(move)
H80a: if(switch, H80b) future(30ms, CO)
schedule(lieu) return[c90]
future(40ms, HO)
return[h80]
H80Db: future(10ms, C90)
return

Fig. 2. A Giotto program with two modes, and the generated E code

controller of a model helicopter [8]. The program consists of a hover mode, in
which the helicopter maintains its airborne position, and a cruise mode. A Giotto
mode specifies a set of periodic tasks. The task periods are specified through
frequencies relative to the mode period, which is 120ms for both modes shown
here. The pilot task is invoked, in both modes, every 120ms to perform path
planning. The task outputs flight directions to the control task, which controls
the servos and is invoked every 60ms in both modes. In the hover mode, the
control task reads the current position estimation from the lieu task, which
is invoked every 40ms. In the cruise mode, the control task receives position
and velocity information from the mowve task, which is invoked every 30ms. The
system can switch mode every 40ms from hover to cruise, and every 60ms from
cruise to hover. A mode switch is initiated when the switch condition evaluates
to true. For simplicity, we omitted all sensor and actuator code.

The E code in the middle column of Figure [2] implements the hover mode,
and the right column implements the cruise mode. The execution of the pro-
gram starts in the hover mode, thus the E code execution starts with the
if (switch,CO + 1) instruction at address HO. If switch evaluates to true, then
the E machine proceeds to the schedule(pilot) instruction that follows the in-
struction at address CO. This corresponds to a switch to the cruise mode. If
switch evaluates to false, then the E machine proceeds to the schedule(pilot) in-
struction that follows the if instruction. The subsequent schedule instructions
release the control and lieu tasks for execution. Then, the future(40ms,H40a)
instruction makes the E machine execute the E code at address H40a after 40ms
elapse. For now, the return[h0] instruction terminates the E code execution and
relinquishes control of the CPU to the task scheduler. The expression [h0] is an
E code annotation, which will be explained later.
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while ProgramCounter # 1 do
i := Instruction(ProgramCounter)
ProgramCounter := Next(ProgramCounter)
if call(d) =i then
if driver d accesses a port of a task t that has been released but not completed
then throw a time-safety exception else execute d
else if dispatch(¢, h,a) =i then
if there is a thread instance in ThreadSet with a non-idle task then
throw a time-sharing exception
else
insert the thread instance (t, ProgramCounter, h, a, Reference Time)
into ThreadSet and set ProgramCounter to L
end if
else if idle(h) =i then
insert the thread instance (idle, L, h, ProgramCounter, Reference Time)
into ThreadSet and set ProgramCounter to L
else if fork(a) =i then
insert the thread instance (idle, L, true,a, s) into ThreadSet, where s is the
current value of the system clock
end if
end while

Algorithm 2: The S code interpreter

2.2 The Scheduling Machine

Interface. The hardware on which the S machine runs communicates information
to the S machine through hardware ports, such as clocks and message buffers,
and the tasks communicate information to the S machine through task ports.
The S machine communicates information to the hardware and the tasks by
calling drivers. An external task handler (in our case, the E machine) signals
the release of tasks to the S machine through release ports, and the S machine
signals the completion of tasks to the task handler by writing to completion
ports. Hardware, task, and release ports are input ports for the S machine, and
changes in their values are input events. The S machine monitors input events
through timeouts. In this paper, we consider two kinds of timeouts. A clock
timeout is specified by a nonnegative integer J; it watches a system clock and
expires 0 clock ticks into the S code thread that contains the timeout. The release
timeout @ expires as soon as any task is released.

S code. There are four non-control-flow S code instructions. The call(d) instruc-
tion initiates the execution of a driver d. Similar to the E machine, the S machine
waits until d is finished before proceeding to the next S code instruction. The
dispatch(t, h, a) instruction begins or resumes the execution of a task ¢ until the
timeout h expires. There are two possible outcomes: (1) the S machine proceeds
to the next instruction when ¢ completes, in case this happens before the timeout
h expires, or (2) the S machine proceeds to the instruction at address a when the
timeout h expires, in case this happens before ¢ completes. Case (1) applies also if
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RM: dispatch(lieu, +4) EDF0/60: dispatch(lieu, +4) EDF40/80: dispatch(control, +4)

dispatch(control, 4+3) dispatch(control, +3) dispatch(lieu, +3)
dispatch(pilot, +2) dispatch(pilot, +2) dispatch(pilot, +2)
idle() idle() idle()

fork(RM) fork(EDF40,/80) fork(EDF0,60)
return return return

Fig. 3. Rate-monotonic (RM) and earliest-deadline-first (EDF) S programs for the
hover mode of the Giotto program from Figure

t has not been released or has already completed when the dispatch instruction
is encountered. The idle(h) instruction makes the S machine idle until the time-
out h expires even when there are released tasks that have not been completed.
The S machine proceeds to the subsequent instruction when the timeout expires.
The fork(a) instruction marks the S code at address a for execution in parallel
to the S code that follows the instruction. The S code at a is a new thread of
execution. In order to handle multiple threads, the S machine maintains a set of
thread instances. S code may also have control-flow instructions, but we do not
consider them here. The call, fork, and control-flow instructions of S code are
transient instructions, as they execute, like E code instructions, in logical zero
time. In contrast, the dispatch and idle instructions are timed instructions, as
they cause a passage of time.

Algorithm [ summarizes the S code interpreter, which maintains the set
ThreadSet of thread instances. A thread instance has the form (¢, b, h, a, s), where
either ¢ is the idle task and b = L, or t is a regular task and b is the address at
which the S machine continues executing when ¢ completes before the timeout h
expires. When h expires before ¢ completes, the S machine continues executing,
instead, the S code at address a. The reference time s is the time when the
thread instance was created by a fork instruction, which is required for evalu-
ating clock timeouts. The S machine is woken up by an input event: a hardware
port may signal the completion of a task or the expiration of a clock timeout,
or a release port may signal the release of a task. If a task ¢t completes, then the
thread instances of the form (¢,b,-,-,s) become enabled, with ProgramCounter
set to b, and ReferenceTime set to s. If a timeout h expires, then the thread in-
stances of the form (-,-, h,a, s) become enabled, with ProgramCounter = a and
ReferenceTime = s. With each input event, every enabled thread instance is
removed from ThreadSet and executed until a timed instruction is encountered
(at that time, ProgramCounter is set to L by the interpreter). The execution
order for the enabled thread instances in ThreadSet is chosen nondeterministi-
cally. If control ends at dispatch instructions in more than one thread, then a
time-sharing exception occurs, because only one task can be dispatched on the
CPU; otherwise the execution is time-sharing.

Ezxamples. The left column of Figure B] shows an S program with the initial
address RM which implements rate-monotonic (RM) scheduling of the tasks in the
hover mode of the Giotto program from Figure[2 The S program only works if
no mode switching occurs; S code that supports mode switching will be discussed
below. We use idle() to abbreviate idle(©) and dispatch(¢, +n) to abbreviate
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NPO: dispatch(move)  NP30: dispatch(move) NP60: dispatch(pilot) NP90: dispatch(control)
dispatch(control) dispatch(pilot, NP60) dispatch(move) dispatch(mowve)
idle() idle() idle() idle()
fork(NP30) fork(NP60) fork(NP90) fork(NPO)
return return return return

Fig. 4. Nonpreemptive (NP) S program for the cruise mode

dispatch(t,©,a + n), where a is the address of the instruction itself and n is a
relative offset. In the example, the offsets in dispatch instructions always point
to fork instructions. The S program dispatches the tasks in a fixed, RM order
starting with the task that has the highest frequency. Suppose that the tasks
in the hover mode have been released by the E machine. Now, the S machine
starts executing the dispatch(lieu, +4) instruction. The lieu task executes until
it either completes or is preempted by the release of some other task. If the lieu
task completes first, then the S machine proceeds to the dispatch(control, +3)
instruction and executes the control task. Otherwise, if some task is released
before lieu completes, the S machine proceeds to the fork(RM) instruction and
forks a new thread starting again at address RM. The following return instruction
terminates the current thread. If all tasks complete during the execution of a
thread, then the idle() instruction is reached and the S machine waits until some
task is released to start a new thread. Note that the execution of the S code is
time sharing, and if there exists a feasible RM schedule for the tasks of the hover
mode, then the S code guarantees the time-safe execution of the E code for the
hover mode.

As an alternative to RM scheduling, the S code in the middle and right
column implements earliest-deadline-first (EDF) scheduling of the tasks in the
hover mode. The initial address of the EDF S program is EDF0/60. The thread
at EDFO/60 initially dispatches the lieu task followed by the control and pilot
tasks. However, unlike the RM S program, as soon as the lieu task is released
again, the S machine forks a new thread at address EDF40,/80 and terminates the
current thread. Now, at the 40ms instant, the control task is dispatched before
the lieu task, because the control task has an earlier absolute deadline than the
lieu task. If the control task already completed before the 40ms instant, then
the S machine immediately proceeds to the next instruction and dispatches the
lieu task. At the 60ms instant, the situation is the same as at Oms. So, we fork
again a thread at EDFO/60. At the 80ms instant, the absolute deadlines of all
tasks are the same. Thus we can use the thread at EDF40/80 again.

The S code of Figure @ implements nonpreemptive (NP) scheduling of the
tasks in the cruise mode. The initial address of the NP S program is NPO. We use
dispatch(t) to abbreviate dispatch(t, false, a), where a is the address of the next
instruction. Thus a dispatch(t) instruction executes the task ¢ until completion.
Given the worst-case execution time w(t) of each task ¢, the S program guaran-
tees time safety if w(move) + w(control) < 30ms and 2 - w(move) + w(pilot) <
60ms. Time sharing is ensured because the S program dispatches all tasks non-
preemptively, i.e., each task completes before another task is dispatched. Tasks
may still be preempted by E code and S code, but not by other tasks.
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h0/h60: h40/h80: ¢0/c30/c60,/c90:
dispatch(lieu, +3) dispatch(control, +3) dispatch(move, +3)
dispatch(control, +2) dispatch(lieu, +2) dispatch(control, +2)
dispatch(pilot, +1) dispatch(pilot, +1) dispatch(pilot, +1)
return return return

Fig. 5. Earliest-deadline-first (EDF) S program for both modes

Figure[d shows an S program that EDF schedules the tasks of both modes. In
order to facilitate the interaction of E and S code in the presence of conditional-
branch instructions (mode switching) in E code, we allow the E code to fork a
new thread instance of S code through E code annotations. Recall the E code of
Figure 2l The return[ho] instruction of the code block at address HO terminates
the execution of the code block and, in addition, forks a new thread of S code
at address h0. We start running the E program and S program by executing the
E code at the initial address HO. Now the initial address of the S program is
not required and thus L. The E code releases all three tasks of the hover mode
and then creates a new S code thread starting at h0. The thread dispatches
the three tasks in EDF order. Suppose that the lieu task completes before the
40ms instant, but not the control task. Thus, at the 40ms instant, the E code at
H40a preempts the control task. Now, suppose that we switch from the hover to
the cruise mode. We branch to the E code at H40b, which does not release any
tasks but only jumps to the E code at C60 after another 20ms elapse. Therefore,
after executing the E code at H40b, the current S code thread continues where it
was preempted by resuming the execution of the control task. No new thread is
created. Now, suppose that the control task completes before the 60ms instant,
but not the pilot task. Now, at the 60ms instant, the E code at C60 preempts the
pilot task. Unlike before, the control task is released now, no matter if we switch
mode or not. Since the current S code thread becomes enabled upon the release
of a task, the thread is terminated by jumping to the return instruction of the
code block at h0. Suppose that we stay in the cruise mode, i.e., the code block
at C60 is executed. In addition to the control task, the move task is released
and a new S code thread at c60 is created, which dispatches now the tasks of
the cruise mode in EDF order. Note that the S code for the cruise mode is
equivalent to RM S code, because the task frequencies in the cruise mode are
harmonic. The execution of the remaining E and S code works in a similar way.
The S program is time sharing, and since EDF is optimal for Giotto programs
with multiple modes [6], if there exists a feasible, preemptive schedule for the
tasks of the hover and cruise modes, then the EDF S program guarantees the
time-safe execution of the E program regardless of any mode switching.

2.3 Schedule-Carrying Code

An SCC program is a pair (£,S) consisting of an E program £ that shares a set
of tasks with an S program S. If £ contains conditional-branch instructions, then
its return instructions may be annotated with S code addresses as shown in the
example above. The runtime system for SCC is the E machine interacting with
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the S machine through release and completion ports. The machines are invoked
as follows: (1) if there is an enabled thread instance that contains a completed
task, then the S machine must handle that thread instance before the E machine
handles any enabled triggers; (2) if there is an enabled trigger binding, then
the E machine must handle that trigger binding before the S machine handles
any expired timeouts. The reason for (1) is that, when a task completes, the
dispatching thread must be processed before any E code is executed in order to
enable the prompt handling of output data upon task completion, say through
driver calls in S code. The reason for (2) is that the E machine must be invoked
before the S machine when an E code trigger is enabled at the same time when
an S code timeout expires, because the E code may release tasks that require
scheduling service from the S code. This will be formalized in the next section.

Implementation. With the help of Marco Sanvido, we have developed a mi-
crokernel on a StrongARM SA-1110 processor with 206MHz which executes
SCC programs using an integrated implementation of the E and S machine [7].
The microkernel has a footprint of 8kB. We have tested the microkernel with
SCC programs that implement four periodic, nonharmonic task sets with 4,
10, 50, and 100 tasks. Each set comnsists of four equally large task groups with
16.66Hz, 33.33Hz, 50Hz, and 100Hz tasks. The microkernel is invoked every 1ms
by a timer. The periodic release of the tasks is described by E code. We have
compared the performance of an EDF scheduler with S code that specifies EDF
scheduling. The average time spent in the EDF scheduler is 1.4us to schedule
4 tasks and 35us to schedule 100 tasks. The average time to execute, instead, the
EDF S code grows from 2.2us for scheduling 4 tasks to only 3.9us for schedul-
ing 100 tasks. With 100 tasks, EDF S code performs 35% better than the EDF
scheduler (51% vs. 78% CPU utilization). For details, the reader is referred to [7].

3 Generating SCC vs. Checking SCC

We show that checking the time safety of given S code can be exponentially
simpler than generating time-safe S code. Checking the time safety of SCC is a
program-analysis problem. Following the tradition of path-insensitive program
analysis, we define the abstract semantics of SCC, which ignores all port values
and assumes that both branches of conditionals can be taken. On this abstract
semantics, we present an efficient algorithm that provides a sufficient check for
the time safety of SCC generated from single-mode Giotto, which specifies a set
of periodic tasks.

3.1 Abstract Semantics of SCC

An abstract E program € = (V,E,k,\,0) over a set T of tasks consists of a
control-flow graph (V, E) which is a binaryll digraph, two edge-labeling functions
k and A, and an initial node v € V. Each edge e € F is labeled with an instruction
k(e) and an argument A(e) as follows:

! Each node has at most two successors.
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— k(e) = call and A(e) C T. The execution of e calls a driver that accesses
ports of the tasks in A(e).

— k(e) = schedule and A(e) € T. The execution of e releases the task A(e).

— k(e) = future and A(e) € N5 x V. The execution of e activates the trigger
with the binding A(e) = (4, u), which means that after § time units, E code
will be executed starting from control location u.

We require that the initial node ¢ has a single successor o' € V such that
k(0,0") = future and ¥’ is a leaf. We assume that a driver can access the ports
of at most two (or any fixed number) of tasks, and that all integers 6 can be
stored in constant space; hence the size of £ is |V|. A state ¢ = (v,r,s,7) of £
consists of a program counter v € V, a status s: T'— N U {T, L} for each task,
and a queue 7 C (N x V)* of trigger bindings. For each task ¢ € T, the status
s(t) = T indicates that ¢ has been released at the current time instant and not
yet executed; the status s(¢) € N indicates that ¢ has been released at a previous
time instant and executed for s(t) > 0 time units; the status s(t) = L indicates
that ¢ has been completed (or not yet released). Note that the number of different
status functions, and hence the number of states, is exponential in |T'|.

An abstract S program S = (V, E, u, v, k, \) over a set T of tasks consists of a
control-flow graph (V, E) which is a binary digraph, two node-labeling functions
w1 and v, and two edge-labeling functions x and A. Each control location v € V
is labeled by one of the following:

— pu(v) = dispatch and v(v) € T and v has a successor v; such that
A(v,v1) = L, and possibly a second successor vy such that either A(v, vy) = *
or AM(v,v2) € N. The execution of v dispatches the task v(v). If A(v,vy) = *
and a task is released before v(v) completes, control proceeds to wve; if
A(v,v2) € N and v(v) does not complete within the first A(v,v2) time units
from the time at which the current thread was created, control proceeds
to vy; otherwise, control proceeds to v; when v(v) completes.

— u(v) = idle and v has a single successor v’ such that either A(v,v’) = * or
A(v,v") € N. The execution of v idles the processor until a task is released
(if A(v,v") = %), or until A(v,v’) € N time units pass from the time at which
the current thread was created.

— p(v) = v. This indicates that control is at a transient instruction.

Ife = (v,v’) and p(v) = Vv, then the edge e € E is labeled by one of the following:

— k(e) = call and A(e) C T. The execution of e calls a driver that accesses
ports of the tasks in A(e).

— k(e) = fork and A(e) € V. If A(e) = u, then the execution of e creates a
new thread, which starts at control location wu.

By our assumptions, the size of S is [V|. A state ¢ = (s,0) of S consists of the
status s: T — N U {T, L} for each task, and a set 6 of threads. Each thread
(u, d) consists of a program counter v € V and a number § € N of time units
for which the thread has been executed. If w is a leaf, then the thread (u,d) has
terminated and may be removed from 6.



252 T.A. Henzinger, C.M. Kirsch, and S. Matic

An abstract single-processor SCC program IT = (€, S,P) over a set T of tasks
consists of an abstract E program &£ over T, an abstract S program S over 7', and
an annotation function @ that maps each leaf in the control graph of £ to a node
in the control graph of S. When the E code execution arrives at a leaf v, this
creates a new thread of S code which starts at control location @(v). A state of IT
is a tuple ¢ = (v, s, 7, 6) such that (v, s, 7) is a state of £, and (s, ) is a state of S.
The state ¢ violates nonpreemption if there exist two different tasks t1,t3 € T
such that s(t1), s(t2) € {T,0, L}. The state g violates time sharing if there exist
two different threads (uq, ), (uz,-) € 6 such that p(u1) = p(ug) = dispatch and
s(v(u1)) # L and s(v(uz)) # L. The state ¢ violates time safety if there exists
a task t € T with s(t) # L and one of the following: (1) v has a successor v’
in £ with either x(v,v") = call and t € A(v,v’), or k(v,v") = schedule and
t = Av,v"); or (2) there exists a thread (u,-) € 6 such that p(u) = vV and u
has a successor v’ in § with k(u,u’) = call and ¢ € A(u,u’). The state ¢ has a
transition to the state ¢ = (v, s',7/,6’) if one of the following:

Completion S transition The state ¢ is completion enabling, that is, there
exist a thread (u,d) € 6 and a successor v’ of w in S such that p(u) =
dispatch and s(v(u)) = L and A(u,u’) = L. Then (v',s',7") = (v,s,7) and
o' = (0\{(u,6)}) U (', 0)}.

Transient S transition The state g is transient enabling, that is, there exist
a thread (u,d) € 0 and a successor v’ of u in S such that u(u) = V. Then
(v',s',7") = (v,s,7) and one of the following:

— k(u,u’) = call and 0" = (0\{(u,d)}) U {(«/,9)}.
— k(u,u’) = fork and A(u,u') = 4 and ¢ = (O\{(u,d)}) U{(v,9), (4, 0)}.

E transition ¢ is neither completion nor transient enabling but E enabling,
that is, either (1) v has no successor and (0,u) € 7 for some u, or (2) v has
a successor v in &. If (1) let (0,u’) be the first such pair in 7. Then v/ =’
and ' = s and 7/ =7\ {(0,v/)} and ¢ = 6. If (2) then one of the following:

— k(v,v')=call and ' =sand 7' = 7.
— k(v,v’) = schedule and A(v,v") =t and s'(¢t) = T and §'(t') = s(t') for
all tasks ¢/ € T\{t}, and 7’ = 7.
— k(v,v’) = future and ' = s and 7’ = 7o {\(v,v')}.
In all three cases, if v’ is a leaf, then 8’ = 6 U {(®(v'),0)}; otherwise 8’ = 6.

Timeout S transition The state ¢ is neither completion nor transient nor E
enabling but timeout enabling, that is, there exist a thread (u,d) € 6 and
a successor u' of u in S such that p(u) € {dispatch,idle} and either
(1) Mu,v') € N and A(u,u') <4, or (2) Mu,u') ==+ and s(t) = T for some
task t € T. Then (v',s',7") = (v,s,7) and ¢ = (0\{(u,d)}) U{(v,9)}.

Time transition The state ¢ is neither completion nor transient nor timeout
nor E enabling. Then v’ = v. For all tasks ¢ € T, if there exists a thread
(u,d) € 6 with p(u) = dispatch and v(u) = ¢, then either s(t) = T and
s'(t) =1, or s(t) € N and §'(t) = s(t) + 1, or §'(t) = L; if no such thread
exists, then either s(t) = T and s'(¢) = 0, or '(t) # T and s'(¢t) = s(¢). In
case s'(t) = L, we say that on the transition (q,q’), task t completes after
execution time s(¢) 4+ 1. The queue 7’ results from 7 by replacing each trigger
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binding (§,u) by (6 —1,u). The set 6 results from 6 by replacing each thread
(u,0) by (u,6+1).

Note the priorities implied by this definition: transient S code that is enabled
by the completion of tasks has priority over E code, which has priority over
all remaining S code. A trace of the abstract single-processor SCC program IT
is a sequence ¥ = qo,q1,- .. ,qn Of states of IT such that (1) ¢ = (9, 5,0,0),
where ¢ is the initial node of £, and §(¢t) = L for all tasks ¢t € T, and (2) for
all i > 0, there is a transition from ¢; to ¢;+1. The trace 7 is time-safe (resp.
time-sharing; nonpreemptive) if no state of v violates time safety (time sharing;
nonpreemption).

An abstract multiprocessor SCC program IT over a set P of processors and a
set T of tasks is a function that assigns to each processor p € P a pair (T}, I1,,),
where T}, C T such that {7}, | p € P} is a partition of the task set 7', and II,
is an abstract single-processor SCC program over the set T}, of tasks. A trace 7y
of IT is a function that assigns to each processor p € P a trace vy, of II, such
that all single-processor traces 7, contain the same number of time transitions.
The trace 7 is time-safe (resp. time-sharing; nonpreemptive) if v, is time-safe
(time-sharing; nonpreemptive) for all p € P. A wecet map w: P x T — N assigns
to every processor p and task ¢ a worst-case execution time w(p,t) > 0. There are
a number of techniques for obtaining wcet maps, e.g. [2]. If P is a set of identical
processors, then w(py,t) = w(pe, t) for all processors py,ps € P and tasks t € T'.
The trace y of I is an w-trace if for all processors p € P, tasks t € T, and 7 > 0,
if t completes on the transition (g;, g;+1) of 7, then it completes with execution
time at most w(p, t). The abstract (single- or multiprocessor) SCC program I7 is
time-safe (resp. time-sharing; nonpreemptive) for weet map w if all w-traces of
IT are time-safe (time-sharing; nonpreemptive). The time safety (time sharing;
nonpreemption) of an abstract SCC program can be checked by searching the
state space, but the number of states is exponential in the number of tasks. We
will see that the check is simpler for SCC programs of a special form.

3.2 Giotto-Generated SCC

The E programs generated from Giotto programs have a special form [6]. Let G
be a Giotto program [4] with task set T and a single mode m, let 7, be the period
of m, let f; be the frequency in mode m of task t, and let f,, be the least common
multiple of all task and actuator frequencies in m. Then d,, = 7,/ fm denotes
the time interval between consecutive input events. The abstract E program
E = (V,E,k,\,0) over a set T" C T of tasks is G-generated if the control graph
(V, E) consists, in addition to the initial location ¢ and its successor o', of a set
of f,, acyclic digraphs &;, for 0 < i < f,,, such that every node in &; has at most
one successor, and &; consists of a source node v; followed by (1) a sequence of
O(|G]|) edges (v,v") with x(v,v") = call, followed by (2) a sequence of edges
(v,v") with k(v,v") = schedule and A(v,v’) =t for each task ¢ € T’ for which
(¢ fi/fm) € N, followed by (3) a single edge (v,v’) with k(v,v") = future
and A(v,v") = (dm, V(i+1)moaf,, )- Moreover, A(9,9") = (0,vo). If all numbers in G
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(mode period as well as task and actuator frequencies) are bounded by n, we have
|[V| = O(]G| - n). An abstract single-processor SCC program IT = (€,-,-) is G-
generated if £ is a G-generated abstract E program over the set 1" of all Giotto
tasks. An abstract multiprocessor SCC program IT is G-generated if for each
processor p € P, if IT,, = (&, -, ), then &, is a G-generated abstract E program
over the set T}, of tasks that are assigned to processor p.

Proposition 1. Let P be a set of identical processors, let G be a single-mode
Giotto program with task set T', and let w be a wcet map for P and T'. It is NP-
hard in the strong sense to decide if there is a G-generated abstract multiprocessor
SCC program over P and T which is time-safe and time-sharing for w.

Proof. Reduction from BIN PACKING [3]. Given an instance of BIN PACKING, we
choose as many processors as there are bins, and construct a single-mode Giotto
program whose tasks have periods equal to the bin capacity. O

Proposition 2. Let G be a single-mode Giotto program with task set T', and let
w be a weet map for T. It is NP-hard in the strong sense to decide if there is a G-
generated abstract single-processor SCC program over T which is nonpreemptive,
time-safe, and time-sharing for w.

Proof. Reduction from NSPT (nonpreemptive scheduling of periodic tasks) [I]. O

Checking time safety becomes simpler if we restrict also the shape of S code.
Let G be a Giotto program with task set 7" and numbers bounded by n, as
above. The abstract S program & = (V, E,u,v, k,\) is simple if the control
graph (V, E) is acyclic and for every node v € V, (1) if u(v) = Vv, then v has
at most one successor, and (2) if p(v) = Vv and v’ is a successor of v with
k(v,v") = fork, then v’ is a leaf. Condition (1) ensures that the S code does
not contain conditional branching. Condition (2) ensures that the S code is
single-threaded, i.e., during execution, there is always at most one thread in
the thread set. Single-threadedness, in turn, implies time sharing. An abstract
single-processor SCC program IT = (£,S,®) is simple G-generated if (1) £ is a
G-generated abstract E program over T, (2) S is a simple abstract S program of
size O(|G| - n) which does not contain numbers (clock timeouts) larger than the
time step d,,,, and (3) for each leaf v of &, if v is not the successor of the initial
node of £, then @(v) is a leaf of S. An abstract multiprocessor SCC program IT
is simple G-generated if for each processor p € P, the single-processor program
II,, over T, satisfies conditions (1)—(3). Note that for the Giotto program G
from Figure[2], the E code from Figure 2] together with the S code samples from
Figures [3] and @ yields simple G-generated SCC programs.

Proposition 3. Let P be a set of (nonidentical) processors, let G be a single-
mode Giotto program with task set T and numbers bounded by n, and let w be
a weet map for P and T. It can be checked in time O(|G| - n) if a given simple
G-generated abstract multiprocessor SCC program is time-safe (resp. nonpreemp-
tive) for w.
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ho: h40: h60: h80:

dispatch(lieu, 10, +2) dispatch(control, +2) dispatch(lieu,+2) dispatch(lieu, 30, +4)
idle(10) dispatch(lieu, +1) dispatch(control, +1) dispatch(control, 30, +2)
call(ctrl_in) return return idle(30)

dispatch(lieu, +2) call(lieu_out)
dispatch(control, +1) dispatch(control, +1)
return return

c0: c30/c60: €90: po:

dispatch(move, 10, +2) dispatch(mowve,+2)  dispatch(mowve, 20,+4) call(pilot_in)
idle(10) dispatch(control, +1) dispatch(control,20,+2) dispatch(pilot,+3)
call(ctrl_in) return idle(20) idle(120)
dispatch(move, +2) call(move_out) call(pilot_out)
dispatch(control, +1) dispatch(control, +1) return

return return

Fig. 6. Distributed, TDMA-based S code for a two-processor TTA

Proof. For unconditional single-threaded S code, if all traces in which each task
completes with an execution time equal to the time given by the wcet map w
is time-safe, than all w-traces are time-safe. Therefore all transitions are deter-
ministic, and it suffices to check the time-safety of a trace whose duration corre-
sponds to one mode period. The number of states thus explored is O(|G| - n). O

For multimode Giotto programs, we know that if each mode in isolation is time-
safe under EDF scheduling, then the whole program is time-safe under EDF [6].
Furthermore, we can check the EDF schedulability of a single mode by solving
a utilization equation [6]. Hence, for SCC, it remains to be checked if a given
abstract SCC program represents an EDF schedule, such as the example from
Figure @ This can be done in time linear in the size of the Giotto program.

4 SCC for Time-Triggered Networks

We illustrate how to generate distributed SCC programs that run on a time-
triggered architecture (TTA) [9], whose nodes are connected by a bus on which
all communication is scheduled according to a collision-free TDMA protocol.
Each time slot assigns exclusive network access to one of the nodes to send data.
Each node has a host and a network processor connected by a send and a receive
buffer. Thus the host processor can execute programs while data is being sent or
received. To send data, the host processor loads the send buffer before its time
slot arrives. Similarly, to receive data, the host reads the receive buffer after a
time slot ends. There are an E machine and an S machine running on each host
processor. The E code portion of a distributed SCC program may be generated
from Giotto. The S code portion specifies the execution order of released tasks,
and also calls drivers that transport data between message buffers and tasks
before and after the appropriate time slots. Thus the TDMA protocol imposes
additional timing constraints on the tasks.

Ezxample. Figure [d shows distributed, TDMA-based S code for two host proces-
sors, po and pp, which execute the Giotto program from Figure[2. Suppose that
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po executes the pilot task, while p; takes care of the other tasks by executing
the E code in Figure @] with the schedule(pilot) instructions removed. For pi,
we use the E code PO: schedule(pilot); future(120,P0); return|p0]. Suppose
that the output of the pilot task is read by the control task, while the outputs
of the lieu and mowve tasks are read by the pilot task. For this purpose, we use a
TDMA-schedule with two time slots, [y and [1, where [y is from Oms to 10ms, and
l1 is from 110ms to 120ms. Processor pg sends during [y, and p; sends during [;.
The pilot_out driver writes the output of the pilot task into the send buffer of py.
Similarly, the pilot_in driver reads the input for the pilot task from the receive
buffer of pyg. On processor p1, the ctri_in driver reads the input for the control
task from the receive buffer. The lieu_out and move_out drivers write the out-
puts of the lieu and move tasks, respectively, to the send buffer. Note that tasks
may be executed during the time slots [y and 1, because in a TTA each host has
a separate network processor that handles the network traffic. For example, the
pilot task may run for its full period of 120ms. The control task, on the other
hand, cannot start before 10ms elapse from the beginning of the mode period,
because its inputs depend on values received during the time slot [y. Likewise,
the liew and move tasks must complete before 110ms. The S code represents an
EDF schedule under the constraints imposed by the TDMA protocol. As the
constraints are the same for all modes of the Giotto program, it can be shown
that this schedule is optimal.
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Abstract. This paper develops energy-driven completion ratio guaran-
teed scheduling techniques for the implementation of embedded software
on multi-processor system with multiple supply voltages. We leverage
application’s performance requirements, uncertainties in execution time,
and tolerance for reasonable execution failures to scale processors’ sup-
ply voltages at run-time to reduce energy consumption. Specifically, we
study how to trade the difference between the highest achievable com-
pletion ratio @™** and the required completion ratio Qp for energy sav-
ing. We propose several on-line scheduling policies, which are all capable
of providing Qp, based on the knowledge about application’s execution
time. We show that significant energy saving is achievable when only
the worst/best case execution time are known and further energy reduc-
tion is possible with the probabilistic distribution of execution time. The
proposed algorithms have been implemented and their energy-efficiency
have been verified by simulations over real-life DSP applications and the
TGFF random benchmark suite.

1 Introduction

Performance guarantee and energy efficiency are becoming increasingly impor-
tant for the implementation of embedded software. Traditionally, the worst case
execution time (WCET) is considered to provide performance guarantee, how-
ever, this often leads to over-designing the system (e.g., more hardware and more
energy consumed than necessary). We discuss the problem of how to implement
multi-processor embedded systems to deliver performance guarantee with re-
duced energy consumption.

Many applications, such as multimedia and digital signal processing (DSP)
applications, are characterized by repetitive processing on periodically arriving
inputs (e.g., voice samples or video frames). Their processing deadlines, which
are determined by the throughput of the input data streams, may occasionally
be missed without being noticeable or annoying to the end user. For example, in
packet audio applications, loss rates between 1% - 10% can be tolerated [2], while
tolerance for losses in low bit-rate voice applications may be significantly lower
[13]. Such tolerance gives rise to slacks that can be exploited when streamlining
the embedded processing associated with such applications. Specifically, when
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the embedded processing does not interact with a lossy communication channel,
or when the channel quality is high compared to the tolerable rate of missed
deadlines, we are presented with slacks in the application that can be used to
reduce cost or power consumption.

Typically, slacks arise from the run-time task execution time variation and
can be exploited to improve real-time application’s response time or reduce
power. For example, Bambha and Bhattacharyya examined voltage scaling for
multi-processor with known computation time and hard deadline constraints
[1]. Luo and Jha presented a power-conscious algorithm [I4] and static battery-
aware scheduling algorithms for distributed real-time battery-powered systems
[15]. Zhu et al. introduced the concept of slack sharing on multi-processor sys-
tems to reduce energy consumption [26]. The essence of these works is to exploit
the slacks by using voltage scaling to reduce energy consumption without suf-
fering any performance degradation (execution failures).

The slack we consider in this paper comes from the tolerance of execution
failures or deadline missings. In particular, since the end user will not notice a
small percentage of execution failure, we can intentionally drop some tasks to
create slack for voltage scaling as long as we keep the loss rates to be tolerable.
Furthermore, much richer information than task’s WCET is available for many
DSP applications. Examples include the best case execution time (BCET), exe-
cution time with cache miss, when interrupt occurs, when pipeline stalls or when
different conditional branch happens. More important, most of these events are
predictable and we will be able to obtain the probabilities that they may happen
by knowing (e.g. by sampling technique) detailed timing information about the
system or by simulation on the target hardware [24]. This gives another degree
of freedom to explore on-line and offline voltage scaling for energy reduction.

Dynamic voltage scaling(DVS), which can vary the supply voltage and clock
frequency according to the workload at run-time, can exploit the slack time
generated by the workload variation and achieve the highest possible energy
efficiency for time-varying computational loads [3/19]. It is arguably the most
effective technique to reduce the dynamic energy, which is still the dominate
part of system’s energy dissipation despite the fast increase of leakage power on
modern systems. The most relevant works on DVS, to this paper, are on the
energy minimization of dependent tasks on multiple voltage processors. Schmitz
and Al-Hashimi investigated DVS processing elements power variations based
on the executed tasks, during the synthesis of distributed embedded systems,
and its impact on the energy saving [21]. Gruian and Kuchcinski introduced a
new scheduling approach, LEneS, that uses list-scheduling and a special priority
function to derive static schedules with low energy consumption. The assignment
of tasks to multiple processors is assumed to be given [§]. Luo and Jha presented
static scheduling algorithm based on critical path analysis and task execution
order refinement. An on-line scheduling algorithm is also developed to reduce the
energy consumption for real-time heterogeneous distributed embedded systems
while providing the best-effort services to soft aperiodic tasks. The deadlines and
precedence relationships of hard real-time periodic tasks are guaranteed [I6]. In
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[18], Mishra et al. proposed static and dynamic power management schemes for
distributed hard real-time systems, where the communication time is significant
and tasks may have precedence constraints. However, these algorithms use the
slacks to reduce energy but they do not drop tasks to create more slacks. Different
from them, some energy reduction techniques on single processor have been
proposed by Hua et al. for multimedia applications with tolerance to deadline
misses while providing a statistical completion ratio guarantee [10].

Finally, we mention that early efforts on multi-processor design range from
the design space exploration algorithm [12] to the implementation of such sys-
tems [723]. And scalable architectures and co-design approaches have been
developed for the design of multi-processor DSP systems (e.g., see [1TJ20]).
These approaches, however, do not provide systematic techniques to handle volt-
age scaling, non-deterministic computation time, or completion ratio tolerance.
Performance-driven static scheduling algorithms that allocate task graphs to
multi-processors [22] can be used in conjunction with best- or average-case task
computation time to generate an initial schedule for our proposed methods. It
can then interleave performance monitoring and voltage adjustment functional-
ity into the schedule to streamline its performance.

A Motivational Example

We consider a simple case when a multiple-voltage processor executes three
tasks A, B,C in that order repetitively. Table [[{a) gives each task’s only two
possible execution time and the probabilities that they occur. Table [[Ib) shows
the normalized power consumption and processing speed of the processor at
three different voltages.

Table 1. Characteristics of the tasks and the processor.  (a): each entry shows the
best/worst case execution time at vi and the probability this execution time occurs at
run time.  (b): power is normalized to the power at v and delay column gives the
normalized processing time to execute the same task at different voltages.

task| BCET | WCET voltage |power| delay
A [(1, 80%)((6, 20%)|||v1 = 3.3V| 1 1
B {(2, 90%)|(7, 10%)|||v2 = 2.4V| 0.30 1.8
C (2, 75%)|(5, 25%)|||vs = 1.8V| 0.09 3.4

(a) Three tasks. (b) Processor parameters.

Suppose that each iteration of “4 — B — C” must be completed in 10 CPU
units and we can tolerate 40% of the 10,000 iterations to miss their deadlines.
We now compare the following three different algorithms:

(I) For each iteration, run at the highest voltage v1 to the completion or the
deadline whichever happens first.

(IT) Assign deadline pairs (0,6), (5,8), and (10,10) to A, B, and C respectively. For
each task, terminate the current iteration if the task cannot be completed
by its second and longer deadline at v1; otherwise, run at the lowest voltage
without violating its first and shorter deadline or run at vy to its completion.
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(IIT) In each iteration, assign 1, 7, and 2 (a total of 10) CPU units to A, B, and
C respectively. Each task can only be executed within its assigned slot: if it
cannot be finished at v, terminate; otherwise run at the lowest voltage to
completion.

Assuming that the execution time of each task follows the above probability,
for each algorithm, we obtain the completion ratio Q, each iteration’s average
processing time (at different voltages) and power consumption (Table l). We
mention that 1) algorithm I gives the highest possible completion ratio; 2) algo-
rithm IT achieves the same ratio with less energy consumption; and 3) algorithm
IIT trades unnecessary completion for further energy reduction. Although algo-
rithm I is a straightforward best-effort approach, the settings for algorithms II
and IIT are not trivial: ~ Why the deadline pairs are determined for A and B?
Is it a coincidence that such setting achieves the same completion ratio as algo-
rithm I?  How to set execution slot for each task in algorithm III to guarantee
the 60% completion ratio, in particular if we cannot find 80% and 75% whose
product gives the desired completion ratio?

Table 2. Expected completion ratio and energy consumption for the three algorithms.
tQuy, tQug, and tQus are the average time that the processor operates at three voltages
for each iteration; E is the average energy consumption to complete one iteration; and
the last column, obtained by E-60%/Q, corresponds to the case of shutting the system
down once 6,000 iterations are completed.

Q t@’Ul t@’Uz t@l)3 E E@(Q = 60%)
1(91.5%(6.94 0 0 16.94 4.55
11191.5%|| 4.21 4.54 0 |5.57 3.65
III| 60% ||2.56 0 4.90|3.00 3.00

In this paper, i) we first formulate the energy minimization problem with dead-
line miss tolerance on multi-processor (DSP) systems; ii) we then develop on-line
scheduling techniques to convert deadline miss tolerances into energy reduction
via DVS; iii) this departs us from the conservative view of over-implementing the
embedded software in order to meet deadlines under WCET; iv) our result is an
algorithmic framework that integrates considerations of iterative multiprocessor
scheduling, voltage scaling, non-deterministic computation time, and completion
ratio requirement, and provides robust, energy-efficient multi-processor imple-
mentation of embedded software for embedded DSP applications.

2 Problem Formulation

We consider the task graph G = (V,E) for a given application. Each vertex
in the graph represents one computation and directed edges represent the data
dependencies between vertices. For each vertex v;, we associate it with a finite
set of possible execution time {t;1 < t;2 < -+ < t;x, } and the corresponding

set of probabilities {p; 1,piz2, ", Pik Zle piy = 1} that such execution time
may occur. That is, with probability p; ;, vertex v; requires an execution time
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in the amount of ¢; ;. Note that ¢; 1, is the WCET and ¢;; is the BCET for task
v;. We then define the prefix sum of the occurrence probability

l
Pyi=Y pij (1)
j=1

Clearly, P;; measures the probability that the computation at vertex v; can be
completed within time ¢; ; and we have P; ;;, = 1 which means that a completion
is guaranteed if we allocate CPU to vertex v; based on its WCET ¢; x, .

A directed edge (v;,v;) € E shows that the computation at vertex v; requires
data from vertex v;. For each edge (v;, v;), there is a cost for inter-processor com-
munication (IPC) w,, ., which is the time to transfer data from the processor
that executes v; to a different processor that will execute v;. There is no IPC
cost, i.e. wy, o, = 0, if vertices v; and v; are mapped to the same processor by
the task scheduler. For a given datapath < vjvs---v, >, its completion time is
the sum of the execution time at run-time, of each vertex, e;, and all the IPC
costs. That is,

C(<vvg v, >)=e; + Z(wvzfl,m +€;) (2)
=2

The completion time for the entire task graph G (or equivalently the given ap-
plication), denoted by C'(G), is equal to the completion time of its critical path,
which has the longest completion time among all its datapaths.

We are also given a deadline constraint M, which specifies the maximum
time allowed to complete the application. The application (or its task graph)
will be executed on a multi-processor system periodically with its deadline M
as the period. We say that an iteration is successfully completed if its completion
time, which depends on the run-time behavior, C(G) < M. Closely related
to M is a real-valued completion ratio constraint(or requirement) Qg € [0, 1],
which gives the minimum acceptable completion ratio over a sufficiently large
number of iterations. Alternatively, Qg can be interpreted as a guarantee on the
probability with which an arbitrary iteration can be successfully completed.

Finally, we assume that there are multiple supply voltage levels available at
the same time for each processor in the multi-processor system. This type of
system can be implemented by using a set of voltage regulators each of which
regulates a specific voltage for a given clock frequency. In this way, the operating
system can control the clock frequency at run-time by writing to a register in
the system control state exactly the way as in [3] except that the system does
not need to wait for the voltage converter to generate the desired operating
voltage. In sum we can assume that each processor can switch its operating
voltage from one level to another instantaneously and independently with the
power dissipation P o CV2, f and gate delay d (‘/dd‘i% at supply voltage
Viq and threshold voltage Vy;,, where 1 < o < 2 is a constant depends on the
technology [4]. Furthermore, on a multiple voltage system, for a task under any
time constraint, the voltage scheduling with at most two voltages minimizes the
energy consumption and the task is finished just at its deadline [I9].
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In this paper, we consider the following problem:

For a given task graph G with its deadline M and completion ratio con-
straint Qq, find a scheduling strategy for a multi-processor multi-voltage
system (a means of (1) assigning vertices to processors, (2) determining
the execution order of vertices on the same processor, and (3) selecting
the supply voltage for each processor) such that the energy consumption
to satisfy the completion ratio constraint Qg is minimized.

It is well-known that the variable voltage task scheduling for low power is
in general NP-hard [9/19]. On the other hand, there exist intensive studies on
multi-processor task scheduling problem with other optimization objectives such
as completion time or IPC cost [I722]. In this paper, We focus on developing
on-line algorithms for voltage scaling (and voltage selection in particular) on a
scheduled task graph. That is, we assume that tasks have already been assigned
to processors and our goal is to determine when and at which voltage each task
should be executed in order to minimize the total energy consumption while
meeting the completion ratio constraint Q.

3 Energy-Driven Voltage Scaling Techniques with
Completion Ratio Constraint

In this section, we first obtain, with a simple algorithm, the best completion
ratio on multi-processor system for a given task assignment. We then give a
lower bound on the energy consumption to achieve the best completion ratio.
Our focus will be on the development of on-line energy reduction algorithms that
leverage the required completion ratio, which is lower than the best achievable.

3.1 9Q™%®: The Highest Achievable Completion Ratio

Even when there is only one supply voltage, which results in a fixed processing
speed, and each task has its own fixed execution time, the problem of deter-
mining whether a set of tasks can be scheduled on a multi-processor system to
be completed by a specific deadline remains NP-complete (this is the multipro-
cessor scheduling problem [SS8], which is NP-complete for two processors [A].).
However, for a given task assignment, the highest possible completion ratio can
be trivially achieved by simply applying the highest supply voltage on all the
processors. That is, each processor keeps on executing whenever there exist tasks
assigned to this processor ready for execution;and stops when it completes all
its assigned tasks in the current iteration or when the deadline M is reached. In
the latter, if any processor has not finished its execution, we say the current iter-
ation is failed, otherwise, we have a successful completion or simply completion.
Clearly this naive method is a best-effort approach in that it tries to complete
as many iterations as possible. Since it operates all the processors at the highest
voltage, the naive approach will provide the highest possible completion ratio,
denoted by Q™%*. In another word, if a completion ratio requirement cannot
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be achieved by this naive approach within the given deadline M, then no other
algorithms can achieve it either.

When the application-specified completion ratio requirement Qy < Q™% a
simple counting mechanism can be used to reduce energy consumption. Specif-
ically we cut the N iterations into smaller groups and shut the system down
once sufficient iterations have been completed in each group. For example, if
an MPEG application requires a 90% completion ratio, we can slow down the
system (or switch the CPU to other applications) whenever the system has cor-
rectly decoded 90 out of 100 consecutive frames. This counting mechanism saves
total energy by preventing the system from over-serving the application.

For system with multiple operating voltages, we mention that energy could
have been saved over the above naive approach in the following scenario: i) if we
knew that an iteration would be completed earlier than the deadline M, we could
have processed with a lower voltage; and ii) if we knew that an iteration cannot be
completed and have stopped the execution earlier. To save the maximal amount
of energy, we want to determine the lowest voltage levels to lead us to completions
right at the deadline M and find the earliest time to terminate an incompletable
iteration. However, additional information about the task’s execution time (e.g.
WCET, BCET, and/or the probabilistic distribution) is required to answer these
questions. In the rest of this section, we propose on-line voltage scaling techniques
to reduce energy with the help of such information.

3.2 BEEM: Achieving Q™%* with the Minimum Energy

The best-effort energy minimization (BEEM) technique proposed by Hua et al.
gives the minimum energy consumption on a single processor system to provide
the highest achievable completion ratio [10]. We extend this approach and pro-
pose algorithm BEEMI1 for the multi-processor system and BEEM2 that does
not assume tasks’ execution time are known as a priori.

We define the latest completion time T}' and the earliest completion time T}
for a vertex v using the following recursive formulas:

0 =1"=M (if v is a sink node) (3)
Tevi = min{Ter - tj»kj — Wy, v, |(’Ui’ Uj) € E} (4)
Tlvi = min{Tlvj — ﬁj,l — Wy, v, |(U,‘, ’Uj) S E} (5)

where t;; and tjk, are the BCET and WCET of vertex v;, Wy, v, 18 the cost of
IPC from vertices v; to v; which is 0 if the two vertices are assigned to the same
processor.

Lemma 1. If an algorithm minimizes energy consumption, then vertex v;’s
completion time cannot be earlier than T7%.

[Proof]:  Clearly such algorithm will complete each iteration at deadline M.
Otherwise, one can always reduce the operating voltage and processing speed
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(or adjust the combination of two operating voltages) for the last task to save
more energy.

Let t be vertex v;’s completion time at run time. If ¢ < T?%, for any path
from v; to a sink node v, ug = v;, u1,- -+, u = v, let WCET,; be the worst case
execution time of vertex u;, then the completion time of this path will be

k— k—1
Zwu7, w1 T WCOET,, +1)<T”1+Z Wy, ;. + WCET,, )
=0 =0
k—1
=T + Wy, + WCET,, + > (W, ,,, + WCET,

j=1

j+1)

k—1
ST+ (Woyuy,, + WCOET,,,,) < STV =M

j=1

This implies that even when the WCET happens for all the successor vertices
of v; on this path, the completion of this path occurs before the deadline M.
Note that this is true for all the path, therefore the iteration finishes earlier and
this cannot be the most energy efficient. Contradiction. 0

Lemma 2. If vertex v;’s completion time ¢ > T}"", then the current iteration
is not completable by deadline M.

[Proof]:  Assuming that best case execution time occur for all the rest vertices
at time t when wv; is completed, this gives us the earliest time that we can
complete the current iteration and there exists at least one path from v; to
one sink node v (ug = v;,uy, -+, u, = v), and for each pair (uj,u;+1) T, =
T"’Jrl BCET, — Wy, u,,,- The completion of this path happens at time

Uj+1

k—1 k—1
T=t+Y (wyu,, + BCET,,,)> T+ (wyu,,, + BCET,,,,)
Jj=0 Jj=0
k—1
=T +> (wy, ., + BCET,, )= =T =M
j=1

Combining these two lemmas and the naive approach that achieves the high-
est possible completion ratio Q™**, we have:

Theorem 3. (BEEM1) If we know the execution time t? of vertex v, the
following algorithm achieves Q@™%* with the minimum energy consumption.

Let ¢ be the current time that v is going to be processed and t? be v’s
real execution time,
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— if t +¢t7 > T}, terminate the current iteration;
— if t + ¢t < T, scale voltage such that v will be completed at T};
— otherwise, process at the highest voltage as in the naive approach;

However, it is unrealistic to have each task’s real execution time known as a
priori, we hereby propose algorithm BEEM2, another version of BEEM that does
not require tasks’ real-time execution time to make decisions, yet still achieves
the highest completion ratio Q%*:

Algorithm BEEM?2

Let t be the current time that v is going to be processed,
— if t+ BCET, > T}, terminate the current iteration;
— if t+ WCET, < T2, scale voltage such that WCET, will be com-
pleted at T7';
— otherwise, process at the highest voltage;

Without knowing task’s real execution time, BEEM2 conservatively i) ter-
minates an iteration if it is incompletable even in vertex v’s best case execution
time BCET,; and ii) slows down to save energy while still guaranteeing that
vertex v’s worst case execution time WCET, can be completed at its earliest
completion time T”. We mention that the pair {T7, T} can be computed of-
fline only once and both BEEM1 and BEEM2 algorithms require at most two
additions and two comparisons. Therefore, the on-line decision making takes
constant time and will not increase the run time complexity. Finally, similar to
our discussion for the naive approach, further energy reduction is possible if the
required completion ratio Qg < Q"%".

3.3 QGEM: Completion Ratio Guaranteed Energy Minimization

Both the naive approach and BEEM algorithms achieve the highest completion
ratio. Although they can also be adopted to provide exactly the required com-
pletion ratio Qg for energy reduction, they may not be the most energy efficient
way to do so when Qp < Q™. In this section, we propose a hybrid offline
on-line completion ratio Q guaranteed energy minimization (QGEM) algorithm,
which consists of three steps:

In Step 1, we seek to find the minimum effort (that is, the least amount of
computation ! we have to process on each vertex v;) to provide the required
completion ratio Qy (Fig. M). Starting with the full commitment to serve ev-
ery task’'s WCET (line 2), we use a greedy heuristic to lower our commitment
the vertices along critical paths (lines 6-13). Vertex v; is selected first if the
reduction from its WCET ¢;; to ;-1 (or from the current ¢;; to ¢;; 1) max-
imally shortens the critical paths and minimally degrades the completion ratio,
measuring by their product (line 10).

The goal in Step 2 is to allocate the maximum execution time té for each
task v; to process the minimum computation ¢ and to have the completion time
L close to deadline M (Fig. ). Lines 3-9 repetitively scale tfl for all the tasks.
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/* Step 1: Minimium effort for completion ratio guarantee. */

1. find a topological order of the vertices: vi,- -+, vn;
2.ty = tong; /* assign WCET to each vertex */
3.9=1; /* completion ratio must be 1 if each vertex gets its WCET */

4. determine the completion time L;
5. while (Q > Qp)
6. { for each vertex v; along critical paths;
{ determine the completion time L’ when reduces ¢/ from its current ¢;; to t;;_1;

7
8. compute the completion ratio @} = Q- P;;lfll;
7
9.}
10.  pick the vertex v; that achieves the maximum gain (L — L') - P’;;;T ;

_ 0. B,
1L Q=0 %

12, if(Q> Qo) H=tj-1;
13. }

Fig. 1. QGEM’s offline part to determine the minimum commitment to provide Qg.

Because the IPCs are not scaled, maximally extending the allocated execution
time to each task by a factor of M/L (line 6) may not stretch the completion
time from L to M. Furthermore, this unevenly extends each path and we re-
evaluate the completion time (and critical path) at line 7. To prevent an endless
repetition, we stop when the scale factor r is less than a small number € (line
5), which is set as 107° in our simulation. Lines 11-22 continue to scale ¢/, for
vertices off critical paths in a similar way.

Now for vertex v;, we have the pair (ti,,tfz) which represent the minimum
amount of work and maximal execution time we commit to v;. Define, recursively,
the expected drop-time for v; to be

D, = té + max{Dy, + wy,

(vk,vi) € E} (6)

Step 3 defines the on-line voltage scheduling policy for the QGEM approach in
Fig.[3, where we scale voltage to complete a task v; by its expected drop-time D;
assuming that the real-time execution time requirement equals to the minimum
workload ¢! we have committed to v; (line 2). If v; demands more, it will be
finished after D; and we will drop the current iteration (line 4).

Note that if every task v; has real execution time less than % in an iteration,
QGEM'’s on-line scheduler will be able to complete this iteration. On the other
hand, if longer execution time occurs at run-time, QGEM will terminate the
iteration right after the execution of this task. From the way we determine ¢’
(in Fig. M), we know that the required completion ratio Qy will be guaranteed.
Energy saving comes from two mechanisms: the early termination of unnecessary
iterations (line 5 in Fig. B) and the use of low voltage to fully utilize the time
from now to a task’s expected drop-time (line 2 in Fig. B). We will confirm
our claim on QGEM’s completion ratio guarantee and demonstrate its energy
efficiency by simulation in the next section.
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/* Step 2: Maximum execution time allocation with deadline constraint.*/
1. for each vertex v;

2. done(v;) =0; th =1 /* allocate time t¢ to each vertex */
3. determine the completion time L;

4.r=%—1;

5. while (7 > ¢€) /* to prevent an endless loop */
6. {t, =t, - (1+7); /* scale the time allocated to each vertex */
7. determine the completion time L;

8 r=M_q

9.}

10. for each vertex v; on critical paths done(v;) = 1;

11. while (done(v;) = 0 for some vertex v;)
12. { determine the completion time L;

13. while (L < M)

14.  { for each vertex v; with done(v;) =0

15. th =1, - (1+6); /* & is a small positive number */
16. determine the completion time L; .
17. } /* L may exceed deadline M, so we have to scale back ;. */

18. for each vertex v; with done(v;) =0

19 {t;=t,/(1+0);

20. if v; is on the critical path done(v;) = 1;

21. } /* it is still possible to scale vertices off critical paths. */
22. 1

Fig. 2. QGEM’s offline part to allocate execution time for each task.

/* Step 3: On-line voltage scheduling. */

1. t = current time when vertex v; is ready for processing;

2. scale voltage such that the fixed workload ¢% can be completed by time D;
3. execute task v; to its completion;

4. if the completion occurs later than D;

5. report failure; break and wait for the next iteration;

Fig. 3. On-line scheduling policy for algorithm QGEM.
4 Simulation Results

In this section we present the simulation results to verify the efficacy of our
proposed approaches. We have implemented the proposed algorithms and simu-
lated them over a variety of real-life and random benchmark graphs. Some task
graphs, such as FFT(Fast Fourier Transform), Laplace(Laplace transform) and
karp10 (Karplus-Strong music synthesis algorithm with 10 voices), are extracted
from popular DSP applications. The others are generated by using TGFF [5],
which is a randomized task graph generator. We assume that there are a set of
homogeneous processors available. However, our approaches are general enough
to be applied to embedded systems with heterogeneous multi-processors.
Before we apply our approaches to the benchmark graphs, we need to schedule
all of tasks to available processors based on the performance such as latency. Here
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we use the dynamic level scheduling (DLS) method to schedule the tasks,
however, our techniques could be used with any alternative static scheduling
strategy. The DLS method accounts for interprocessor communication overhead
when mapping precedence graphs onto multiple processors in order to achieve
the latency from the source to the sink as small as possible. We apply this
method to the benchmarks and obtain the scheduling results which include the
task execution order in each processor and interprocessor communication links
and costs. Furthermore, we assume that the interprocessor communication is
full-duplex and the intraprocessor data communication cost can be neglected.

After we obtain the results from DLS, we apply the proposed algorithms to
them. There are several objectives for our experiments. First, we want to com-
pare the energy consumption by using different algorithms under same deadline
and completion ratio requirements. Secondly, we want to investigate the im-
pact of completion ratio requirement and deadline requirement to the energy
consumption of the proposed approaches. Finally, we want to study the energy
efficiency of our algorithms with different number of processors.

We set up our experiments in the following way. For each task, there are three
possible execution time, ey < e; < e, that occur at the following corresponding
probabilities pg >> p; > po respectively. All processors support real time volt-
age scheduling and power management (such as shut down) mechanism. Four
different voltage levels, 3.3V, 2.6V, 1.9V, and 1.2V are available with threshold
voltage 0.5V. For each pair of deadline M and completion ratio Qp, we simulate
1,000,000 iterations for each benchmark by using each algorithm. Because naive,
BEEM1 and BEEM2 all provide the highest possible completion ratio that is
higher than the required Qy, in order to reduce the energy, we take 100 itera-
tions as a group and stop execution once 100Qy iterations in the same group
have been completed.

Table Blreports the average energy consumption per iteration by different al-
gorithms on each benchmark with deadline constraint M and completion ratio
constraint Q(0.900). From the table we can see that both BEEM1 and BEEM2
provide the same completion ratio with an average of nearly 29% and 26%
energy saving over naive. Compared with BEEM2, BEEM1 saves more energy
because it assumes that the actual execution time can be known a priori. How-
ever, without this assumption the QGEM approach can still save more energy
than BEEM2 in most benchmarks. Specifically, it provides 36% and 12% en-
ergy saving over naive and BEEM2 and achieves 0.9111 average completion ratio
which is higher than the required completion ratio 0.9000. It is mentioned that
for FFT2 benchmark, QGEM has negative energy saving compared to BEEM?2
because the deadline M is so long that BEEM2 can scale down the voltage to
execute most of the tasks and save energy.

Fig. @l depicts the completion ratio requirement’s impact to energy efficiency
of different algorithms with same deadline M(9705). We can see that with the
decrement of Q, the energy consumption of each algorithm is decreased. How-
ever, different from naive, BEEM1 and BEEM2, the energy consumption of
QGEM doesn’t change dramatically. Therefore, although under high completion
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Table 3. Average energy consumption per iteration by naive, BEEM1, BEEM2 and
QGEM to achieve Qp = 0.900 with deadline constraints M. (n: number of vertices in
the benchmark task graph; m: number of processors; Q: the actual completion ratio
achieved by QGEM without forcing the processors stop at Qo; energy is in the unit of
the dissipation in one CPU unit at the reference voltage 3.3V.)

naive |[BEEM1 BEEM2 QGEM
Benchmark! n lm No. M saving | saving |saving | saving
IPCs energy vs. vs. vs. vs. Q

naive | naive | naive |BEEM2
FFT1 28 |2] 15 | 1275 (1040.4 || 6.78% | 6.07% |35.71%| 31.56% [0.9118
FFT2 28 (2| 16 | 2445 | 2122.4 || 18.15% | 18.15% [15.96%| -2.67% [0.9104
Laplace |16 |2| 13 | 2550 | 1799.7 || 42.75% | 32.63% |45.12%| 18.53% |0.9232
karpl0 |21 (2] 12 | 993 | 592.8 || 23.44% | 15.84% |50.54%| 41.23% |0.9392
TGFF1 [39|2] 20 |4956 | 4437.7 || 33.98% | 30.75% |38.94%| 11.82% [0.9090
TGFF2 |51(3] 36 |4449 |6102.8 || 34.20% | 31.27% |34.36%| 4.49% [0.9185
TGFF3 |60 |3| 51 | 5487 | 8541.2 ||29.73% | 27.01% [33.13%| 8.39% |0.9034
TGFF4 | 74(2] 49 | 9216 | 8838.9 || 32.08% | 30.68% |38.67%| 11.53% [0.9109
TGFF5 |84 (3| 74 | 6990 [11137.6|| 29.38% | 27.85% [34.56%| 9.31% |0.9065
TGFF6 |91|2] 59 [11631]10799.3|| 33.23% | 32.25% |41.16%| 13.16% |0.9057
TGFF7 [107|3] 89 | 9129 [13608.3|| 31.15% | 29.71% |36.23%| 9.28% [0.9027
TGFF8 [117|3| 111 | 9705 [15674.0|| 28.30% | 27.07% [34.51%| 10.21% |0.9074
TGFF9 |[131|2] 85 [15225[15165.7|| 31.00% | 30.31% |37.81%| 10.77% |0.9084
TGFF10 (1474 163 [10124/21925.8]| 30.09% | 29.04% [31.69%| 3.71% |0.9029
TGFF11 |163|3| 159 [13068|22984.4|| 25.61% | 24.95% |31.76%| 9.08% [0.9100
TGFF12 |174|4| 169 [12183|25220.2(| 29.89% | 29.08% |33.35%| 6.02% [0.9074
average 28.73% | 26.42% |35.84%]| 12.28% (0.9111

ratio requirement (Qg >0.75 in Fig. M), using QGEM consumes the least energy,
it may consume more energy than BEEM1, BEEM2 even naive when Qj is low.

N

Energy consumption per iteration

—5— Naive approach with shut-down
-0~ BEEM 1 with shut—down
—&— BEEM 2 with shut-down

—— QGEM

0.9 0.85 0.8

0.75
Completio

0.7 0.65

0.6 0.55 0.5
n ratio requirement

0.45

Fig. 4. Different completion ratio requirement’s impact to the average energy con-
sumption per iteration on benchmark TGFF8 with 3 processors.
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The deadline requirement’s impact to the energy consumption is shown in
Fig. [ with the same Qy(0.900). Because the naive approach operates at the
highest voltage till the required Qg is reached, when the highest possible com-
pletion ratio of the system is close to 1, its energy consumption keeps constant
regardless of the change of the deadline M. However in BEEM1 and BEEM2,
the latest completion time 7" and the earliest completion time T for each ver-
tex v depend on M (see (3)-(5)), and the energy consumption will be reduced
dramatically with the increment of M. For QGEM, the increment of deadline
also has positive effect on the energy saving while it is not as dramatic as it does
to BEEM1 and BEEM2. Similar to the completion ratio requirement’s impact,
we conclude that QGEM consumes less energy than BEEM1 and BEEM2 in the
short deadline (with the condition that Qg is achievable), while consuming more
energy when the deadline is long.

)
T
I

—5— Naive approach with shut—down
—-O- BEEM 1 with shut-down B

IS
T

—A— BEEM 2 with shut-down
—— QGEM

©
T
I

oL

Energy consumption per iteration
T

L L L L L L L L
9 0.95 1 1.05 1.1 1.15 1.2 1.25 1.3

.
0.8 0.85 0.
Iteration deadline requirement(sample period) x 10"

Fig. 5. Different deadline requirement’s impact to the average energy consumption per
iteration on benchmark TGFF8 with 3 processors.

From Table [} and Fig. @[], we can conclude that QGEM save more energy
than BEEM1 and BEEM2 when Qj is high and M is not too long. Actually this
conclusion is valid regardless of the number of multiple processors. Fig. [0 shows
the energy consumption of different algorithms under different deadlines and
different number of processors. With the increment of the number of processors,
its latency will be reduced. So for the same deadline(e.g., 7275), it is not relatively
long and QGEM saves more energy than BEEM1 and BEEM2 for the system
with small number of processors (e.g., 4 processors), however, for the system
with large number of processors(e.g., >5 processors), QGEM will consume more
energy than BEEM1 and BEEM2.

5 Conclusions

Many embedded applications, such as multimedia and DSP applications, have
high performance requirement yet are able to tolerate certain level of execution
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—5— Naive approach with shut—down
1.4l -5~ BEEM 1 with shut-down

—4&— BEEM 2 with shut—down

—— QGEM

Energy consumption per iteration

L
2 3

4 5 6
Number of processors

Fig. 6. The average energy consumption per iteration on benchmark TGFF8 with
different number of processors and different deadlines(13525, 7275, 5925 and 4725).

failures. We investigate how to trade this tolerance for energy efficiency, another
increasingly important concern in the implementation of embedded software.
In particular, we consider systems with multiple supply voltages that enable
dynamic voltage scaling, arguably the most effective energy reduction technique.
We present several on-line scheduling algorithms that scale operating voltage
based on some parameters pre-determined offline. All the algorithms have low
run-time complexity yet achieve significant energy saving while providing the
required performance, measured by the completion ratio.
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1 Introduction

Current trends in industry are leading towards the use of Java [5]] as a programming
language for implementing embedded and real-time applications. From the software
engineering perspective, the Java environment is indeed a very attractive development
framework. Object-oriented programming provides encapsulation of abstractions into
objects that communicate through clearly defined interfaces. Dynamic loading eases the
maintenance and improvement of complex applications with evolving requirements and
functionality. Besides, Java provides built-in support for multi-threading.

However, the semantics of Java do not guarantee a predictable run-time behavior,
which is an essential issue in embedded real-time software. To overcome this problem,
work has been done to extend the language and the platform to accommodate to the
requirements of real-time systems by focusing on current practices. Among such work,
we should mention the Real-Time Specification for Java [I1]], and the Real-Time Core
Extension for the Java Platform [12], that provide support for real-time programming
(timers, clocks, handlers, priorities, ... ). Still, these extensions leave some important
issues unspecified, like the scheduling algorithm to be used, allowing an implementation
to resolve them at will.

In order to obtain more precise semantics, domain-specific profiles have also been
defined, such as the Ravenscar-Java [8] high-integrity profile for safety-critical systems.
This profile settles an execution model based on a two/three-phase program execution,
comprising an initialization phase and a mission phase (possibly followed by a ter-
mination phase), and multi-threading semantics relying on fixed priority preemptive
scheduling and priority ceiling inheritance. Though designed to ease analysis and pro-
gramming, this profile still has some drawbacks. For instance, it does not directly support
threads which synchronize and communicate using the wait and notify methods of
Java. Besides, the underlying schedulability analysis is pessimistic by nature and not
well adapted for systems with heterogeneous tasks and constraints.

The other important issue is performance. Though there are efforts to produce ef-
ficient implementations of Java Virtual Machines (e.g., [1)15]), the slowdown due to
the VM remains an argument against adopting Java for real-time applications. Real-time
systems can afford neither the overhead nor the non-determinism of using a Just-In-Time
(JIT) compiler (e.g., [3I14]). An alternative approach consists in using an Ahead-of-Time
(AOT) compiler (e.g., [1OJ17]) to generate executable code for a run-time system and to

* Partially supported by the RNTLproject Expresso(http: //www.irisa.fr/rntl-expresso).

R. Alur and I. Lee (Eds.): EMSOFT 2003, LNCS 2855, pp. 274-B89] 2003.
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provide a native implementation of the real-time primitives. A major advantage of AOT
compilation is that it allows performing sophisticated analysis techniques to produce
highly optimized code.

In this paper we present an approach that takes into account the demands of both
precise semantics and performance. Our work is based on the two/three-phase execution
model and API of the Expresso High-Integrity Profile [4], which itself inherits concepts
from the Ravenscar-Java profile and the RTSJ API. However, the semantics proposed by
the profile do not fit the needs of applications that would demand alternative schedul-
ing and synchronization paradigms, and handling quality of service requirements. To
accommodate to such demands, our approach focuses primarily on the application.

WCET

Information .
Model Azzlﬁgta Scheduler
Generator Model Synthesis
Java
Program * *
Instrumented gable of
Java ynamic
Proer: Priorities
rogram (per state)
Scheduler
Run—Time
T;l;,);) ! > Native Support Library
— Compiler Executable RT OS
(POSIX / eCos)

Fig. 1. Code analysis & generation chain

Following [13]], we first extract a formal model of the behavior of the application
program as an extended automaton (see Fig. [[] & section ). Then, we synthesize an
application-dependent scheduler (see sections BHA) which is safe (i.e., it is deadlock
free and meets all timing constraints) and QoS extendible (i.e., it can be extended to
handle QoS requirements, such as reducing response jitter, power consumption or context
switches). This synthesized scheduler is meant to be used with an appropriate native run-
time support we have developed, which itself uses the underlying R-T" OS’s primitives
(see section [3). Our scheduler also needs an instrumented version of the original Java
code (also produced by our model extracting tool), so as to be able to follow the changes
of thread states (i.e., the instrumentation implements an abstract program counter). The
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test-bed we have developed has been integrated together with the Expresso High-Integrity
API and the Turbol [[L7] Java-to-native compiler.

This framework provides a complete analysis and compilation chain for embedded
real-time systems based on Java, allowing one to substitute RMA/EDF & PCP with a
scheduler which is still safe but not as pessimistic. In this article, we describe the model
generator, the scheduler architecture and synthesis methodology, and the prototype test-
bed implemented using POSIX [6] primitives.

We will illustrate our approach throughout the paper with a case study inspired by the
robotic arm system described in [9] (see Fig.[2). The arm is programmed to take objects
from a conveyor belt, to store them in a buffer shelf, and to put them into a basket. The
arm is controlled by threads running on a single processor. The TrajectoryControl
thread reads commands from a shared buffer and issues set-points to the low-level arm
controller Controler. If there are no commands to process, it holds, otherwise reads
sensor values and computes the new set-point. Its execution time is between Sms and
6ms. The Lifter thread is activated periodically every 40m:s. Its role is to command the
arm to pick objects from the conveyor belt. Upon termination, it issues a command to the
TrajectoryControl and activates the Putter. Its execution time is between 4ms to
8ms. The Putter thread sends commands to take the object from the buffer shelf and put
it into the basket. Its execution time is between 4ms to 8ms. The SensorReader thread
reads sensors every 24ms. Its execution time is 1ms. The results of the sensors are used
by TrajectoryControl. Controler is a periodic thread with period 16ms. Notice in
Fig. 2Zlhow, according to the Expresso HIP-API, waitForPeriod returns a boolean value
which is false if the thread misses its period. In such a case, the application ends the
mission phase and goes into a termination phase which is omitted here. In this paper we
only consider the problem of synthesizing a scheduler for the mission phase.

The paper is organized as follows. Section[2 presents the technique we use to gen-
erate models from Java source code. Section Blexplains the scheduler architecture and
execution semantics, while section M describes our methodology for synthesizing an
application-dependent scheduler. Section Bldiscusses our test-bed implementation.

2 Model Generation

We consider real-time Java applications made up of a fixed number of threads that syn-
chronize and communicate through a fixed set of global shared objects. There is a distin-
guished thread, namely Main, which is the first thread to wake up at application startup
and the unique entry-point of the application. We assume that Main is programmed ac-
cording to the Expresso HIP, that is, all the shared objects and threads are created during
the initialization phase.

The model of a Java program is a transition system which abstracts program actions
and states. Each state in the model is an abstraction of a program state at run-time.
Transitions are associated with source code and capture the change that its execution
makes to the program state. More formally, let © = {th;} be a finite set of threads,
2 = {0, } be afinite set of shared objects, and A be a set of labels. Labels may correspond
to large blocks of source code or to specific statements, such as: lock (corresponding to
the Java-bytecode monitorEnter), unlock (monitorExit), wait, waitTimed (the Java
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Fig. 2. Robotic arm system architecture
Intervals preceding computations give their minimum & maximum execution duration.
Transitions T_9 — T_10 (setPoint), L.1 —+ L 2 P8— P.9 S 2— S 3and C.2— C.3
correspond to code which has been sliced away.

wait method with a timeout parameter), and waitForPeriod (the method of the class
PeriodicThread in the Expresso profile, which blocks a thread until its next period).
The model is a tuple P = (S, A, T') where: S is a finite set of states,and 7' C S x A x S
is a transition relation. We define TH : T — © to be the function mapping each
transition to the corresponding executing thread.
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For each thread th we define Xy, : S — 29 x 2 | where Xy, (s) = (X+,X7)
is called the synchronization context of th at the state s. X T contains the set of objects
which are locked by th, when th is at state s. X~ is either the empty set or a singleton
containing the object that cannot be synchronized by th at s (and thus cannot be added
to XF) which corresponds to the lock released when wait or waitTimed are invoked on
that object. This is done to keep the synchronization context consistent during the model
extraction process. Let X = (X7, ™) be a synchronization context, and w C {2 a set
of global objects. We define:

YAddw = (T U(Ww\X7),X7)
X Removew = (X1 \w, ¥~ Uw)
The Add operation appends objects to the synchronization context by adding them to the

YT set, as long as these objects are not in the X~ set. The Remove operation removes
objects from the set of locked ones, and records them in the '~ set.

beginsynch beginwait
@) >0
Th | Olock
beginsynch beginwait Th | O.unlock
X X i
O sadafoy () ZRemove{0}
synchronized(O) { waitQ):;
Th|  Body |:> Th| Body Th NTh | 20
} Q ,
Y Add{O} C)ERemove{O}
X X
O.unlock
endsynch Th endwait Th|0O.lock
/
@) zQ
endSy"Ch endwait
(a) synchronized block (b) wait () statement

Fig. 3. Graph rewrite rules for the generation of models

Our model generator constructs a model from the source code by applying graph
rewriting rules on the control flow graph. A segment P of sequential source code is
modeled by a state labelled begin » denoting the control state preceding the execution
of P, a transition labelled by P, and a state labelled endp denoting the control state
following P. The translation could be kept at this abstraction level or may be refined
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recursively. Therefore, the granularity of the model can be controlled by the designer.
The translation of control-flow statements (e.g., ;, if -then-else, while, ... ) is done
according to standard rewriting rules. Synchronization statements are treated specially
though. The synchronized statement (characterized by the requested object O) is
translated as shown in Fig.[3(a)] Entry in the synchronized block is modeled by a
transition labeled with a lock on object O, while the exit is modeled by a transition
labeled with an unlock. The fact that the thread T'h holds the lock of O is recorded
by adding {O} to the X of the synchronized statement. An invocation of wait on O
is translated by three transitions (Fig. B(b)): one modeling the lock release and leading
to a waiting state, another labelled by a reception-of-notification action, and a final
transition modeling the lock request. These graph-rewrite rules allow us to obtain an
extended automaton at the desired level of abstraction for each application thread. The
information encoded in the synchronization context X of each state of these automata is
used for informing the scheduler synthesis program about the resources which are used
at the states of a thread. They are also used for constructing a resource allocation graph
which is subsequently used for deriving a set of initial constraints against the deadlocks
of the system. These constraints can be used as an initial scheduler, so as to decrease the
possible behaviors of the system.

3 Scheduler Architecture and Semantics

3.1 Architecture

The architecture of the schedulers we synthesize consists of two three-layered stacks [[7],
as shown in Fig. Ml The left stack selects a thread for execution. The right stack selects
a thread for the reception of a notification. Being able to control which thread will be
notified for a particular event is something that other scheduling policies do not offer,
since they concentrate only on the selection of threads for execution. After one of the
scheduler stacks is finished, it passes control to an underlying R-T' OS which provides
low-level kernel mechanisms such as thread creation, suspension and resumption, and
timeout enabling/disabling.

Controlling the Executing Thread. The left stack takes control of the system when
the application calls one of lock, unlock, waitForPeriod, wait and waitTimed. In
these cases, it must choose one of the available threads as the thread which should be
executed next. It does this in three steps, each one performed at a different layer. In
the first layer, referred to as the Ready-Exec scheduler, it calculates the set of threads
Rexec Which are ready to execute without directly blocking due to mutual exclusion.
The Safe-Exec scheduler layer is responsible for calculating the subset Sexec Of Rexec,
consisting of those threads which can safely execute, that is, their execution will not cause
a deadlock nor a deadline miss. The third layer QoS-Exec calculates the set Qoxec C
Sexec, consisting of those safe threads which also respect the QoS requirements of the
application.
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Fig. 4. Scheduler architecture

Controlling the Notified Thread. The right stack is passed control when the application
calls notify or notifyAll. The reason for this is that the threads which will be notified
(if any) cannot ever be selected for execution. This is because they will immediately
try to re-enter the monitor after being notified and thus get blocked by the notifier
(which is already in the monitor). Nevertheless, we can control which among the threads
waiting for the notification should receive the notification, if there are more than one
threads waiting and we are not performing a notifyAll. Thus, the top layer Ready-Notif
calculates the set Rtif of threads waiting on the condition variable being notified.
The middle layer Safe-Notif, calculates the subset Syotir Of Ryotir consisting of those
threads which, if notified, will not cause the system to enter into a deadlock state or
to miss a deadline. The Safe-Notif layer passes the S,oif set to the bottom QoS-Notif
layer, which calculates the subset Q) otir Of Spotif, consisting of the threads which can
be safely notified and also respect the QoS requirements.

QoS Policies. The complexity of the QoS layer is controlled by the application designer.
In choosing a QoS policy (or policies, since these are composable) the designer can
balance between the execution time and extra memory space needed by the policy and
the gains to the overall system quality the particular policy can offer. A QoS policy is,
for example, the minimization of the response jitter of some thread (e.g., if it controls
a physical device), or the local minimization of context switches (LMCS) in order to
speed-up the execution and (hopefully) minimize cache misses/flushes and, thus, also
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energy consumption. This latter policy can be implemented quite easily, since all one
needs to examine is whether the currently executing thread Txyec is in the set Sexec Of
threads which are safe to execute next. If this is the case, then we can let it continue its
execution, by setting the set Qeyec equal to the singleton {Trxec }-

Other, more complex policies may take their decisions by examining application
variables and/or (parts of) the execution history.

3.2 Semantics

The model of the system we construct is the parallel composition of: (i) an automaton
which is responsible for advancing time and firing timeouts, (ii) one automaton for each
of the application threads, and (iii) two more automata, for the QoS-Exec and the QoS-
Notif scheduler layers respectively. The application automata are those obtained from
the Java source code, appropriately annotated with the timing constraints modeling the
execution times of the code that has been abstracted away.

The state of the system model comprises of:

— aprogram counter (PC;) for each of the application threads,

— alocal clock (C;) for each thread, which is used for their computations and the
timeouts if they execute a waitTimed,

— aglobal clock (CSystemi) for modeling the periods of each periodic thread,

— avariable (Tgxec) holding the currently executing thread,

— twoboolean variables (Exec_Sched_Enabled & Notif_Sched_Enabled) for controlling
whether it is one of the scheduler automata (and which one of them), or the time
(when they are both true) or the time and application automata (when they are both
false) which should execute, and

— the boolean variables of the application threads used in conditionals associated with
waiting statements.

The system goes through three different modes of execution, as shown in Fig.
In the “Time Only” mode (where Exec_Sched_Enabled = Notif_Sched_Enabled = true)
the automaton responsible for advancing time and firing timeouts (shown in Fig.
is the sole automaton enabled in the system and it can fire one or more timeouts, if
any is enabled, corresponding to the expiration of a waitTimed or waitForPeriod.
If a timeout is fired then the execution mode changes to “Schedulers Only” (where
Exec_Sched_Enabled = —Notif _Sched_Enabled), so that our scheduler can handle it. If
there is no timeout to be fired then the execution mode changes to “Time and Applica-
tion” (where Exec_Sched_Enabled = Notif Sched_Enabled = false). At this mode, both
the time automaton and the automata of the application are enabled. If the application
automaton needs to execute a time guarded action (i.e., a computation), then it blocks,
allowing time to advance. The time automaton then performs a tick (i.e., a time step)
and we pass back to the “Time Only” mode, so as to check if a timeout has now been
enabled. If, however, an application automaton needs to perform an action which causes
re-scheduling, then it passes control back to the schedulers (i.e., the mode now becomes
“Schedulers Only”).
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Fig. 5. Time & Scheduler automata and system execution modes

4 Scheduler Synthesis

In order to synthesize the Safe-Exec and Safe-Notif scheduler layers, we first construct
the set of reachable states and, thus, identify the deadlocks. These are the states where
the application threads are deadlocked, or the states where some thread has missed its
deadline or period (since in that case we block the system explicitly). The existence of
these states indicates that the predicate we are currently using to describe the set Sexec
(resp. Spotir) needs to be constrained even further. This predicate starts with the value
of true, thus accepting initially all threads in the set Rexec (resp. Ruotit) as safe, where
Rexec has been calculated during the extraction of the model from the source code.
Having obtained the deadlocked states, we do a backwards traversal of the whole state
space starting from the deadlocked states, until we reach a state which corresponds to a
choice of one of the scheduler automata. There, we identify the choice Txxe. = t; which
allowed the path leading to a deadlock state(s) and create a new constraint for the layer
Safe-Exec (resp. Safe-Notif ). This constraint is constructed by changing the set Sexec
(resp. Spotif) to be:
Stee(5Ta18) = Sexcel5tate) \ {ti}

! oc(state) is equal to the empty set, then we add the
current state to the set of deadlocks and continue the synthesis procedure.

If at some point we find that S

4.1 State-Space Reduction and Application Analysis

Even though the basic idea of synthesizing the Safe-Exec and Safe-Notif scheduler
layers is simple, it is evident that in practice it suffers from the state explosion problem.
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Therefore, it is imperative that we use techniques to minimize the size of the state space.
Our method consists of synthesizing schedulers for successively more detailed models,
adding thus complexity to a model only when we have already calculated how we can
constrain the more abstract one. The scheduler synthesis is performed in five major steps.

Compositional Synthesis. First, we decompose the system and synthesize constraints
independently for each of the components. We then apply the synthesis algorithm again
on the parallel composition of the already constrained models. In the case study, we
decided to decompose the application in two sub-systems, one consisting of 4 threads,
namely, Lifter, Putter, SensorReader, and TrajectoryControl, and another one
comprising the Controler thread. The decision was mainly taken because of the size
of the corresponding models (see Table[T)). This approach allows us to start the synthesis
with a model about 84% smaller than the original one.

Table 1. Model abstractions and optimizations

In the “original” models the IDLE task is allowed to execute only when no other task is safe.
Otherwise, the state-spaces explode - the 5-thread system has more than 404 M states.

[Model kind | States  Red.] Trans.  Red.[Dead.]
H Model Abstractions & Optimizations for 4 threads H
T original (i.e., P)|| 92382 0.00%|103658 0.00% 61
U 3320 96.41%| 4680 95.49% 0
T NP 74650 19.19%| 83018 19.91% 61
T P, bbe 20866 77.41%| 25020 75.86% 1
T NP, bbe 18304 80.19%| 21738 79.03% 1
H Model Abstractions & Optimizations for 5 threads H
T original (i.e., P)||600086 0.00%|695653 0.00%| 1814
U 5080 99.15%| 8232 98.82% 0
T NP 445979 25.68%(511809 26.43%| 1579
T P, bbe 221750 63.05%(271429 60.98% 1
T NP, bbe 171238 71.46%(206655 70.29% 1

Abstraction of Time. Second, we consider the issue of time. We examine the untimed
model (U) of the system and search for constraints which can guarantee the absence of
deadlocks. Searching for deadlocks in the untimed model allows us to examine a much
smaller search space. In the case study we observed a reduction of 96% for the 4-thread
subsystem and 99% for the whole system (see Table [[). More importantly, finding and
removing all deadlocks in the untimed model means that the application is logically
correct. An initial set of deadlocks can actually be obtained during the generation of
the model from the source code by applying standard analysis techniques for deadlock
detection (typically a search for loops in a dependency graph). Our model generator
implements such an analysis as well.
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Having found all the potential deadlocks in the untimed system, we add the synthe-
sized Sexec and Spotir Scheduler sets obtained so far to the timed model (T), in order to
search for the timeliness constraints, which can guarantee that all threads will meet their
deadlines. In order to make the problem more tractable, we reduced the timed model
modulo the branching bisimulation equivalence (bbe) reduction [[16], which eliminates
“unobservable” actions (in our case the Tick action) but only when doing so preserves
the branching structure of processes. Given a set of equivalent states under the bbe re-
duction, we elect as a representative of this set the state which has the maximum global
clock value.

Execution Model. Third, we analyze the behavior of the system for two different
execution models, namely preemptive and non-preemptive. We first consider that the
application threads cannot be preempted while they are computing. The non-preemptive
execution model hypothesis reduces the state space, since it removes all the cases where
the execution of a thread is suspended so as to handle an interrupt. Once we can indeed
safely schedule the system under the hypothesis that threads are never preempted, then
we can use the constraints obtained during this step to reduce even further the state space
that we have to construct and analyze when we do allow threads to be preempted. The
non-preemption of threads is easily added to our models through the use of a QoS policy
that forbids the schedulers from choosing a thread for execution, when another thread is
already in a state where it is performing a computation:

Qexec(state) = {t . t € Sexec(state) N —3t" # t . computes(t')}

In the case study, the combination of the non-preemptive execution model (NP) with
the bbe leads to a reduction of about 80% for the 4-thread subsystem and 70% for the 5
threads. However, we cannot safely schedule all systems when we do not allow threads
to be preempted. This means that for these systems we will not obtain any scheduling
constraints and, therefore, will be obliged to examine the larger, unconstrained state
space of the timed model, which corresponds to a preemptive execution model.

Observability of Clocks. Having synthesized a safe scheduler for an application does
not necessarily mean that we can implement it easily with an existing R-7 OS though.
The difficulty of implementing it as is, arises from the fact that the constraints we produce
during the synthesis use the state of the system to decide what are the safe choices at
each point during the execution and, therefore, also make reference to the values of the
local clocks of the threads. However, these clocks do not really exist in the application
but were only introduced as a way to model the computations of the threads. Introducing
them in the final code means that we will have to add for each thread an additional
timer object and reset and activate (resp. deactivate) the timer before (resp. after) each
computation and read its value when making a scheduling decision. As using timers may
substantially increase the execution time of the scheduler, we investigate the possibility
of synthesizing a clock-free one, which only examines the PCs of the threads. This will
make the scheduler itself faster to execute, since in order to make a scheduling decision
it now only needs to examine the n values of the different PCs and not the 2n + 1 values
of the PCs, the local thread clocks and the global clock.
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On the other hand, removing the clocks from the constraints can introduce states
where the scheduler will take the wrong decision and cause a thread to miss its deadline.
These states are those where a scheduler gets called at the same configuration of thread
PCs but at different time instances. Since the time instances (and therefore the clock
values) are different, the safe sets S Of these states can be different themselves as well.
When we decide to not observe the clock values while scheduling, we are effectively
unable to differentiate among these different sets and all these states become equivalent,
as far as our scheduler is concerned. Therefore, if we wish our scheduler to always make
a decision which is safe, then the Sexec set of this equivalence class of states should
be the intersection of the Sqxec sets of the states which belong to the same equivalence
class.

Sexec(classj) = ﬂ Soxce(Staté;)

state; Eclass;

Sometimes, the Seyec (Wss;) set will be empty, if the scheduler decisions at the members
of this equivalence class were conflicting. When encountering such an equivalence class
whose Sexec set is the empty set, we need to add its members to the set of deadlocked
states and continue the synthesis algorithm, until we find a set of constraints which helps
us to avoid the whole class, if any.

Other QoS Policies. Once we have synthesized a safe scheduler, we can compose it
with other QoS policies to choose among the safe threads those which better realize the
QoS requirements of the system. Actually, as Altisen et al. [2] showed, a QoS policy can
also be used from the start of the synthesis as an initial scheduling policy, so as to reduce
the size of the model we want to analyze. In this case, the QoS policy used should give
preference to tasks of the system which have a higher probability to miss their deadlines.

Table 2. Synthesis steps

HModel kind [ [States Red. [ Trans. Red. [ Dead.[ Constr. H
I Synthesis Steps for 4 threads |
U 3320 96.41%| 4680 95.49% 0 0
U, No Deadlocks 3320 96.41%| 4680 95.49% 0 0
T NP, bbe , No Deadlocks 18304 80.19%| 21738 79.03% 1 0
T NP, bbe , Safe 13830 85.03%| 16196 84.38% 0 15
T P, bbe , No Clocks 16807 81.81%| 20003 80.70% 1 15
T B, bbe , No Clocks, Safe 16249 82.41%| 19245 81.43% 0 23
“ Synthesis Steps for 5 threads H
T LMCS, bbe , 4 threads Safe 23302 96.12%| 26515 96.19% 1 23
T LMCS, bbe 15742 97.38%| 17584 97.47% 0 38

T LMCS, bbe , No Clocks (Safe)|| 15742 97.38%| 17584 97.47% 0 38
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Table [2] shows the results obtained when applying our methodology on the case
study. First we synthesized a safe scheduler consisting of 15 constraints for the 4-thread
subsystem, considering that the execution mode is non-preemptive. Then we used these
constraints to render the state space smaller once we choose a preemptive execution
mode and we no longer observe clocks. This lead to another 8 constraints, with which
the 4-thread subsystem is indeed always safe. Then, we used the 23 constraints we
synthesized for the 4-thread subsystem, to minimize the 5-thread one. In parallel, we
also used a QoS policy which locally minimizes context switches (LMCS), so as to
render the state space even smaller. This produced another 15 constraints, under which
the 5-thread system is safe, when it is running with the LMCS QoS policy.

5 Scheduler Implementation

Once the scheduler has been synthesized using the model, it has to be implemented and
integrated with the code generated by the TurboJ compiler. The structure of the executable
code is depicted in Fig.[6l The generated code consists of two parts, namely, the applica-
tion code and the synthesized scheduling predicates. The application code is instrumented
to call the application-level scheduler called J_Scheduler when an application thread
executes the code corresponding to the Java-bytecode statements monitorEnter or
monitorExit, and the methods notify, notifyAll, wait, waitTimed and waitForPeriod.
J_Scheduler calls the function Synthesized_Predicates which evaluates the syn-
thesized predicates corresponding to the different scheduler layers. The application-level
scheduler is implemented on top of an accompanying run-time library, which offers an
implementation in native code of the aforementioned statements and methods.

Application code

| A | A
\V ‘ v ‘ 4 777777777777 h”’:”‘i
J lock(), J unlock(), ...—= synt esize
— - 'scheduler constraints

Expresso HIP-API '
A |4
7 v

POSIX RT OS

Fig. 6. System decomposition

More precisely, our implementation uses a subset of PoSIX, i.e., it uses mutexes
(without any priority inheritance protocol), condition variables & priorities. Indeed, it
does not use real-time timers, since one of the underlying OS’s we needed to support
(in the context of the Expresso project) does not provide any. More specifically, we use
a single mutex (sched_mx) and provide to each application thread a unique condition
variable. These condition variables are all associated with the aforementioned mutex
(a capability which exists in Posix but not in Java). Finally, we use three different
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Table 3. Pseudo-code of the application scheduler

1| void J_Scheduler (int tc, bool in_notify, timespec &deadline) {

2| bool finished = true, level_super = false;

3l int tn;

4| /* tc is the current thread (i.)& tn the next one (tn)*/

5| do {

6 tn = Synthesized_Predicates (THREADS_TABLE); // calculate Ready, Safe & QoS sets
7
8
9

if (tn != tc) {
if (in_notify) {
if (-1 !'= tn) { // -1 means no thread is waiting
10 J_Set_Priority(tn, BLOCKED); // Don’t allow t, to preempt you

1 notify (THREADS_TABLE[tn] .cv);
12 }

13 } else { // ! in notify

14 J_Set_Priority(tn, EXEC);

15 THREADS_TABLE [tn] .position = THREADS_TABLE[tn].pos_after_notif;
16 notify (THREADS_TABLE [tn].cV);

17

18 if (NULL == deadline) { // Not a waitTimed or waitForPeriod

19 // Release CPU here

wait (THREADS_TABLE [tc].cv, sched_mx);
/* Here I have been signaled */
} else { // NULL != deadline

J_Set_Priority(tc, SUPER); // Release CPU here

timed_wait (THREADS_TABLE [tc] .cv, sched_mx, deadline);

/* Here I have been signaled or I have timed-out.
Must re-schedule to be safe, if I timed-out. */

if (THREADS_TABLE [tc].position != THREADS_TABLE[tc].pos_after_notif) {
finished = false;
THREADS_TABLE[tc] .position = THREADS_TABLE[tc].pos_after_timeout;

}

level_super = true ; deadline = NULL;

2R oRs

2

W w1 e e
8 8 B 3 R Y

2 }

13 }

34 }

35 } while (! finished);

6 if (level_super) J_Set_Priority(tc, EXEC);

| }

3| void J_lock (int tc, int curr_pos) { // Juunlock is exactly the same
0| lock (sched _mx);

a1 THREADS_TABLE [tc] .position = curr_pos;

2| J_Scheduler (tc, false, NULL);

1| unlock (sched_mx) ;

priority levels, namely, BLOCKED, EXEC & SUPER (from lowest to highest) and
the SCHED_FIFO Posix scheduling policy (i.e., priority based, FIFO, non-preemptive
execution of tasks having the same priority).

The pseudo-code of this implementation is shown in Table Bl Before calling
J_Scheduler, the running application thread locks sched mx and changes the la-
bel used for marking its position in the model. J_Scheduler calls the function
Synthesized_Predicates (generated by the synthesis tool) passing it the current
labels of all the application threads. If the thread chosen to be executed next (¢,,) is
different from the current one (¢.) and ¢, is not doing a notification, we set the priority
of ¢, to EXEC, we notify the condition variable of ¢,, (cv:,) and finish by having ¢,
wait on its own condition variable (cv;,). This final action releases sched_mx just before
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blocking, thus allowing the notified thread ¢,, to resume execution. If ¢,, happens to be
the same as ¢, then the application scheduler returns normally and ¢, unlocks sched mx.
The algorithm changes somewhat when calling the application scheduler because of
a waitTimed or a waitForPeriod. In this case, we also pass to our scheduler the time
that the current thread should wait. The scheduler then performs a timed wait on cv;,
using as timeout the absolute deadline passed as an argument, instead of doing a simple
wait. In addition, it also increases the priority of ¢. to SUPER just before performing
the timed wait, so that ¢, has the chance to get the CPU as soon as it timeouts. If ¢,
does indeed timeout, it re-calculates the scheduler predicates so as to find out if it is
indeed safe to continue execution. Functions J_timed_wait and J_wait set the field
THREADS_TABLE[] .pos_after_notif right before calling function J_Scheduler to
be the label corresponding to the internal state of the wait where the thread has been noti-
fied but has not yet reacquired the mutex of the object on which it was waiting. In a sim-
ilar manner, the field pos_after_timeout is set by the functions J_timed_wait, and
J_wait_for_period to the label corresponding to the internal state of the waitTimed,
or the label corresponding to the first statement following the beginning of a new period.
We have successfully executed our implementation over two different combinations
of hardware architecture and embedded OS’s, namely an Intel Pentium II (333MHz)
running eCos over Linux and a PowerPC simulator (PSIM) using the proprietary OS of
an industrial partner of the Expresso project. The experiments we performed with eCos
showed that the execution time of the synthesized predicates (i.e., the execution time
of function Synthesized_Predicates called by J_Scheduler) is comparable to the
execution time of locking an (unlocked) mutex, having a WCET of the order of 4us.
Besides, we have a non-Posix prototype implementation over eCos that uses alarms
and alarm handlers, thus allowing us to support deadline and period miss handlers as
proposed by the RTSJ, but disallowed by the Expresso and the Ravenscar-Java profiles.

6 Conclusions

We have presented a complete application-driven scheduler synthesis chain that allows
to automatically generate native code for embedded real-time systems based on Java.
In addition, it allows one to substitute RMA/EDF & PCP with a scheduler which is
still safe but not as pessimistic and which can be easily extended with QoS scheduling
policies. We are not aware of any other similar chain. The full integration of the model-
generation and scheduler-synthesis tools with the compiler is under test as it requires a
close collaboration with the TurboJ development team.
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Abstract. An important bottleneck in model-based design of embedded systems
is the cost of constructing models. This cost can be significantly decreased by
increasing the reuse of existing model components in the design process. This
paper describes a tool suite, which has been developed for component-based
model synthesis. The DESERT tool suite can be interfaced to existing modeling
and analysis environments and can be inserted in various, domain specific de-
sign flows. The modeling component of DESERT supports the modeling of de-
sign spaces and the automated search for designs that meet structural
requirements. DESERT has been introduced in automotive applications and
proved to be useful in increasing design productivity.

1 Introduction

Extensive modeling and model analysis is a crucial element of design flows for em-
bedded systems. The cost of the design process is largely influenced by the cost of
constructing models for detailed analysis and code generation. There is a significant
pressure toward tool manufacturers to decrease this cost by increasing the automation
of the modeling process. A promising approach to achieve this goal is to take advan-
tage of reusable modeling components and automated model composition. An expo-
sition of this problem was detailed by Ken Butts and others [8] describing the need for
a model compiler in automotive applications.

Automotive controller modeling is typically done by means of model-based tool
suites, such as MathWorks Simulinkﬂ and Stateflow” [2]. According to the authors
[1], building models for powertrain controller assemblies requires selection of 75-100
component models from thousands for each of the 130 vehicle types. The model
components include 1 to 3 sampling contexts (crankshaft position or time) and on the
average 20 inputs and 14 outputs. This means that the complete model has over 100
scheduling connections and 2000 data connections. Components cannot be selected
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I MATLAB, Simulink and Stateflow are registered trademarks of The MathWorks, Inc., Na-
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independently from each other. There are complex compatibility relationships among
model components. Selection of components may require selection of others and the
overall component structure influences or determines basic performance characteris-
tics of the design.

The goal of our research has been the design of a component-based model synthe-
sis tool, which given a set of models for subcomponents, composes a system model m
automatically such that a set of design constraints are satisfied. The design require-
ments for the tools have been inspired by the practical needs of automotive control
engineers:

1. Model components are MATLAB®, Simulink®, Stateflow” models.

2. Model components are characterized by a set of component attributes
(component type like “continuous” and “discrete”, input/output (I/O)
definitions, essential parameters, solver used in simulation, sampling time,
etc.) that influence composability and capture performance characteristics.

3. Model architectures are described by an abstract, hierarchical, high-level
modeling language, whose leaf nodes refer to model components defined
above.

4. There is a rich set of compatibility relations among model components.
Structural constraints focus on I/O signal types and simulation properties.
Component compatibility relates components via high-level design goals,
such as “fun-to-drive” or “green”.

The challenge is to synthesize integrated models that meet set design goals and
performance targets using the available model components. While the original model
compiler challenge [8] is defined in the context of Simulink® models, we generalized
the method and tools developed and made them independent from the actual domain
specific modeling languages and modeling tools used in a particular design flow.

The primary contribution of the described work is the DEsign Space ExploRation
Tool (DESERT), which starts with carefully constructed design spaces representing
design templates and synthesizes fully specified models that meet selected design
constraints. DESERT is a domain independent tool chain for defining design spaces
and executing constraint-based design space exploration. The DESERT tool chain can
be linked to different domain specific modeling environments via model transforma-
tions. These domain specific modeling environments may include hardware architec-
ture or software architecture models.

The paper first gives a short summary of relevant concepts. This will be followed
by a discussion on constructing, shaping and aggregating design spaces. The paper
concludes with a description of our constraint-based model synthesis technique,
which is currently based on a symbolic representation of the design space and sym-
bolic pruning of the design alternatives.

2 Background and Terminology

In model-based design, systems are described by models expressed in domain specific
modeling languages (DSML). Formally, a DSML is a five-tuple of concrete syntax
(C), abstract syntax (A), semantic domain (S) and semantic and syntactic mappings
(M, and M) [9]:

L=<CA S M, M >
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The C concrete syntax defines the specific (textual or graphical) notation used to
express models, which may be graphical, textual or mixed. The A abstract syntax
defines the concepts, relationships, and integrity constraints available in the language.
Thus, the abstract syntax determines all the (syntactically) correct “sentences” (in our
case: models) that can be built. (It is important to note that the abstract syntax in-
cludes semantic elements as well. The integrity constraints, which define well-
formedness rules for the models, are frequently called “static semantics”.) The S se-
mantic domain is usually defined by means of some mathematical formalism in terms
of which the meaning of the models is explained. The M, : A—C mapping assigns
syntactic constructs (graphical, textual or both) to the elements of the abstract syntax.
The M;: A—S semantic mapping relates syntactic concepts to those of the semantic
domain.

Any DSML, which is to be used in the development process of embedded systems,
requires the precise specification (or modeling) of all five components of the language
definition. The languages, which are used for defining components of DSMLs are
called meta-languages and the concrete, formal specifications of DSMLs are called
metamodels [1].

The specification of the abstract syntax of DSMLs requires a meta-language that
can express concepts, relationships, and integrity constraints. In our work in Model-
Integrated Computing (MIC) [4], we adopted UML class diagrams and the Object
Constraint Language (OCL) as meta-language. This selection is consistent with
UML’s four layer meta-modeling architecture [16], which uses UML class diagrams
and OCL as meta-language for the abstract syntax specification of UML.

The semantic domain and semantic mapping defines semantics for a DSML. The
role of semantics is to give a precise interpretation for the meaning of models that we
can create using the modeling language. Naturally, models might have different in-
teresting properties; therefore a DSML might have a multitude of semantic domains
and semantic mappings associated with it. For example, structural and behavioral
semantics are frequently associated with DSMLs. The structural semantics of a mod-
eling language describes the meaning of the models in terms of the structure of model
instances: all of the possible sets of components and their relationships, which are
consistent with the well-formedness rules in defined by the abstract syntax (structural
semantics is frequently called instance semantics [16]). Accordingly, the semantic
domain for structural semantics is defined by some form of set-relational mathemat-
ics. The behavioral semantics describes the evolution of the state of the modeled
artifact along some time model. Hence, behavioral semantics is formally modeled by
mathematical structures representing some form of dynamics, such as discrete transi-
tion system [2] or Hybrid Systems [3].

Although specification of semantics is commonly done informally using English
text (see e.g. the specification of UML 1.3 [16]), the desirable solution is explicit,
formal specification. There are two frequently used methods for specifying semantics:
the metamodeling approach and the translational approach (see Figure 1).

e In the meta-modeling approach (see e.g. [5]), the semantics is defined by a meta-
language that already has a well-defined semantics. For example, the UML/OCL
meta-language that we use for defining the abstract syntax of a DSML has a
structural semantics: it describes the possible components and structure of valid,
syntactically correct domain models. The semantics of this meta-language can be
represented by using a formal language, which supports the precise definition of
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sets and relations on sets. By providing the formal semantics for UML class dia-
grams and OCL - say, in Z [6]- the UML/OCL meta-model of the abstracts syn-
tax of a DSMLs specifies not only its abstract syntax, but its structural semantics
as well.

e The translational approach defines semantics via specifying the mapping be-
tween a DSML and another modeling language will well-defined semantics. As it
can be seen on the right side of Figure 1, a model translator is a function 7 : A,—
A, whose domain and co-domain are the abstract syntax specifications. By
choosing UML class diagrams and OCL as meta-language for the specification of
abstract syntax, the specification of the model translator can be facilitated using
graph transformations between (instance) graphs generatively specified by the
class diagram [7].

Semantics via meta-modeling Semantics via translation

Abstract Semantic’ Abstlact Semanllcs Semantlc
Syntax ] Domain Symax Domam
Meta-modeling language Modeling language | ':
k with well -defined semantics m with well -defined sem antics
H
Concrete Concrete
Syntax Syntax
i
1
Represented b: . translator
P ¥ ! 1 Semantics
Meta-model Tl )
= Y
Abstract Abstract
Syntax Syntax

Concrete
Syntax

Semantics

Concrete
Syntax

Fig. 1. Specification of semantics

As it will be shown later, formally specified structural semantics, meta-modeling
and model transformations play essential role in solving the model synthesis problem
in a domain independent manner. Although in this paper we focus on meta-models
representing the abstract syntax of DSMLs (because of their significance in defining
structural semantics and because of the central role of abstract syntax in specifying
model translations), we should mention that meta-models are also used for defining
behavioral semantics. For example, Lee and Sangiovanni-Vincentelli [19] developed
the Tagged Signal Model to compare models of computations. Burch, Passerone and
Sangiovanni-Vincentelli introduced trace algebras as semantic domain for modeling
behaviors in the Metropolis project [20]. These, and other meta-modeling approaches
have important roles in defining different behavioral semantics for DSMLs.
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3 Construction of the Design Space

Model structures for automotive control are specified as refinements of a generic
architecture [8] shown in Figure 2. Each top-level model component, such as trans-
mission, transmission control T/M, etc., has many alternative realizations with differ-
ent parameters and internal structure - arranged in a refinement hierarchy.
Accordingly, components at any level in the refinement hierarchy may have alterna-
tive implementations. We call components with alternative implementations tem-
plates. At the leaf nodes of the refinement hierarchy are the primitive model
components, which may also be templates with alternative (primitive) implementa-
tions. In our specific application context, the primitive model components are Simu-
link® models. (The “Bus” concepts on the diagram represent a set of variables shared
among the model components.)

The template concept has a significant impact on the structural semantics of mod-
els. Without templates, each m model is unique, i.e. represents a point design. By
introducing templates in the specification of the modeling language, each model in-
cluding templates defines a set of models, M,, which we call design space. An m.e
M, model instance in the design space is defined by binding the component templates
to one of the alternative implementations and by the binding the parameter values of
the parameterized components to a specific value.
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Fig. 2. Top-level Model Architecture in Automotive Systems

Remark 1: The scalability of hierarchically structured alternatives in capturing
large design space can be judged from the following example: With a
alternative implementations per Template, and n Template blocks on
each level of an m -level deep refinement hierarchy, this representation

can define: a*" design configurations, where k,, = (km_1 +1)><n, and
k, =n, using just (axn)m primitives. As an example, with n=4,

a=3,and m=3, a total of 1728 primitives can represent 384 design
configurations!



Constraint-Based Design-Space Exploration and Model Synthesis 295

Remark 2: The design space captures all possible m.e M,, model instances defined
by the instantiation of templates and model parameters. Therefore, the
essential semantics of a DSML, which is extended with the template
and parameter concepts is structural semantics.

The goal of model synthesis is to find model instances in the design space, which
satisfy design constraints regarding the feasible composition of model components
(see Compatibility Constraints in section 5.3) and satisfy selected structural charac-
teristics. Structural characteristics can be directly derived from structural features of
the model. For example, let C be the set of all primitive control components and let
Cj={c|ceC,c€mj} is the subset of primitive controller components, which are ele-
ments of model meM,, Furthermore, let cost(c,) is a function, which assigns and
estimated implementation cost for each primitive controller components. Since the
overall cost of the controller implementation for m, is (approximately) the sum of the
implementation cost of all controller components: cost(C)=2, cost(c|c,eC,c.em,), we
can further restrict the design space with a cost constraint L:

M, _,={meM,|cost(C)<L}

where M, _, is the set of all models in the design space, whose controller cost is less
then L. The significance of structural constraints is that constraint-based design space
exploration tools can efficiently restrict the design space using computationally inex-
pensive techniques.

Remark 3: As opposed structural constraints, behavioral constraints, such as con-
troller dynamic performance, require behavioral analysis of designs
using simulation or other analysis tools. Since simulation for large
models is expensive, it is a good strategy to restrict the design space
first by means of structural constraints and explore only the structur-
ally correct designs using simulation.

It is interesting to relate our concept of design space with the concept of platform
in Sangiovanni-Vincentelli’s platform-based design [21]. Applying the definition of
platforms in [22] we can conclude that the set of all designs that can arise from com-
posing the C set of primitive model components form a platform (we will refer to this
platform as Model Platform, MP). Clearly, the set of all designs, which can be gener-
ated by combining the primitive model components (i.e. the Model Platform) is not
practical for automated model synthesis. The size of this set is unbounded and in-
cludes practically only meaningless configurations, therefore any automated search in
that space would be hopeless. The top-down refinement strategy followed in our de-
sign space construction strategy starts with an application (or a set of applications,
such as automotive controllers) and incrementally refines it to MP. Using the termi-
nology of platform-based design [21][22], we start by selecting a point or a set of
points in an Application Platform (formed by the interesting set of automotive con-
trollers) and capture the feasible refinement paths to MP via hierarchically layered
alternative refinements and parameterization. The resulting set of designs M, c MP
restricts tremendously the number of meaningless configurations. The remaining,
meaningless configurations in the top-down refinement strategy are the result of com-
patibility violations and neglected interdependences among design decisions. How-
ever, we can express these formally by means of compatibility and interdependency
constraints, which than can be used for further restricting the design space.
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Creation of extensive well-structured design spaces for different categories of ap-
plications requires significant effort. However, this effort is not required in the form
of an initial investment, which is to be done before design space exploration can start.
We envision design space construction as byproduct of product development process;
the creation of a structured repository where design experience is accumulated.

4 Overview of the DESERT Design Flow

Our goal with DESERT has been to provide a model synthesis tool suite, which can
represent large design spaces and can manipulate them by means of structural con-
straints. The place of these steps in the overall design flow is shown in Figure 3. The
inputs to the DESERT tool suite are models and model components used for behav-
ioral modeling and analysis (in our case Simulink” models). DESERT does not require
all details of Simulink models, only those, which are required to specify the basic
structure of designs.

1. The Component Abstraction tool maps Simulink” model components into
Abstract Components by executing the 7, model transformation. The Ab-
stract Components preserve the structure of I/O interfaces (using interface
types) and configurable parameters.

2. The Design Space Modeling tool supports the construction of M, design
spaces using Abstract Components. Templates and parameters are the
added language constructs that enable modelers define design spaces in-
stead of point designs.

3. The Design Space Encoding tool maps the M, design space into a repre-
sentation form, which is suitable for manipulating/changing the space by
restricting it with various design constraints.

4. The Design Space Pruning tool performs the design space manipulation
and enables the user to select a design, which meets all structural design
constraints.

5. The Design Decoding tool reconstructs the selected design from its en-
coded version.

6. The Component Reconstruction tool takes the design with abstracted
components and reconstructs the detailed design suitable for behavioral
analysis (i.e. it synthesizes the detailed Simulink model in our example).

In the following sections we describe the key principles we used in implementing the
system.

5 Specification of DSMLs in the DESERT Design Flow

As we discussed earlier, the domain and codomain of model transformations in the
design flow are represented through meta-models specifying the abstract syntax of the
modeling languages. The DESERT design flow includes several transformations on
the models. These transformations decouple the complex design space exploration
tools (Design Space Encoding and Design Space Pruning) from the domain (and tool)
specific detailed Simulink” component models and from the Design Space Modeling
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tool, which still uses a modeling language with domain specific flavor (although it
uses abstracted components). In this section we show some of the important compo-
nents of the design flow focusing more on the approach rather than the technical
details.

Bahavioral Design S
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Fig. 3. DESERT Design flow

5.1 Component Abstraction

The 7, model transformation receives Simulink” model components and generates
abstract components for Design Space Modeling. The domain of 7, is represented by
the meta-model of the Simulink® models, which is shown in Figure 4. (Detailed de-
scription of the Simulink® meta-model can be found in [10].) In short, the System
class encapsulates a system model in Simulink. It serves as a container for the block
diagram that models a dynamical system. It contains Block objects and connections
(Line objects) between the Block objects. Some of these Block objects may be Sub-
system objects. A Subsystem can be composed as a block diagram. The composition
is indirect through a System object i.e. every Subsystem object contains a single Sys-
tem object. This enables hierarchical representation of a complex system. Every
Model/Subsystem object contains a single System object. A System object may also
contain Annotation objects that are used to add documentary information/user com-
ments to the system models. The System class has a small set of attributes that cap-
ture various visual preferences, printing preferences, and system information.

The codomain of the 7, model transformation is represented by the meta-model of
the Design Space Modeling tool. The meta-model is shown in Figure 5.

Similarly to the Simulink meta-model, the Design Space meta-model specifies also
a hierarchical block diagram language with object types Compound, Template and
SimulinkSystem. The SimulinkSystem objects refer to the abstracted components im-
ported from the Simulink environment. The Simulink and Design Space meta-models
in Figures 4 and 5 clearly show the role of the 7, (Component Abstraction) transfor-
mation: internal details of the Simulink model objects are suppressed, only the name
(Name attribute in the System object) I/O interfaces (InputPort and OutputPort) and
parameters (Parameter object) are preserved in the Design Space Modeling environ-
ment. The specific new constructs added to the meta-model for modeling Design
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Spaces are the Template-s (see our earlier discussion on templates) and Constraint-s.
In DESERT’s Design Space Modeling environment the constraints are described as
OCL expressions [13].
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Fig. 4. Meta-model of Simulink”

5.2 Design Space Modeling

As we described earlier, the M, design space is constructed manually by Design
Space Modelers (see Figure 3). The DESERT tool suit uses Vanderbilt/ISIS Graphi-
cal Modeling Environment (GME) as Design Space Modeling tool. GME is a metap-
rogrammable graphical model builder [11], which can be customized to a DSML via
abstract syntax and concrete syntax specification in terms of meta-models. The latest
public release of GME3 is downloadable from the ISIS web site [12].
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Fig. 5. Design Space meta-model

Design space modeling is essentially creating product line model architectures:
modelers incrementally build, expand the M, space by adding new primitive model
components (abstracted from Simulink® models), and compose them into new ver-
sions of plant and controller models. Note that this process is not the enumeration of
all possible designs; the designer merely specifies alternatives on various levels of the
hierarchy. As a consequence of this, we are not considering explicit traversal of the
design space during the pruning process. While adding new implementation alterna-
tives to plant and controller models on various levels of the refinement hierarchy, the
rapidly expanding design space can be restricted by new compatibility and other
structural constraints. To remain consistent with the selected meta-modeling language
(UML class diagrams and OCL), we use OCL-based constraints [13] to “shape” the
design space. While the meaning of these constraints is domain-specific, there are
typical constraint categories that are suitable to demonstrate the method.

1. Compatibility constraints — Matching interfaces are not sufficient conditions
for composability. In fact, in many situations selection of implementation
alternatives are not orthogonal due to the lack of semantic compatibility. A
simple example for a semantic compatibility constraint for a design space de-
fined in a signal processing domain is shown in Figure 6. The meaning of the
constraint is that “Spectral domain correlation composes only with Spectral
domain filters and Spatial domain correlation composes only with Spatial
domain filters”.
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2. Inter-aspect constraints — Inter-aspect constraints express interdependencies
among design spaces defined for capturing different aspects of designs. For
example, plant models and controller models can be represented in two sepa-
rate design spaces. Naturally, a large number of inter-dependencies exist
between the plant model configurations and controller configurations. Com-
posing an end-to-end system requires evaluating these inter-aspect con-
straints. Inter-aspect constraints can be used to explicate these dependencies
and relations as a constraint network, which can then be subsequently util-
ized in the design space exploration to systematically synthesize a point-
design for the aggregate system.
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Eg. 6. Example for semantic composability constraints

5.3 Design Space Encoding and Pruning

Up to this point, we identified constructs and methods for defining, aggregating and
constraining design spaces. The roles of the next two steps in the DESERT design
flow (see Figure 3) Design Space Encoding and Design Space Pruning are the fol-
lowings:
1. understand whether or not we have created inconsistency during design
space modeling (meaning that the design space is ‘empty’), and
2. find models that meet the required structural constraints.

Since we are focusing on structural semantics of the design space and intend to
compute with structural constraints, manipulation of design-spaces can be reduced to
set operations: calculating product spaces (composition of design spaces) and finding
subspaces that satisfy various (structural) constraints. Since the size of design-spaces
is frequently huge, execution of these set manipulation operations with enumerating
all elements is hopeless. Therefore, we choose to perform the manipulation operations
symbolically. Two problems had to be solved: 1) symbolic representation of design-
spaces, and 2) symbolic representation of constraints.

If we restrict the parameters of model objects to finite domains, the design space
will be also finite. By introducing a binary encoding of the elements in a finite set, all
operations involving the set and its subsets can be represented as Boolean functions
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[15]. These can then be symbolically manipulated with Ordered Binary Decision
Diagrams (OBDD-s), a powerful tool for representing, and performing operations
involving Boolean function. The choice of encoding scheme has a strong impact on
the scalability of the symbolic manipulation algorithms, as it determines the number
of binary variables required for representing the sets. The details of our encoding
scheme has been described in [14], here we only demonstrate the approach.

Figure 7 shows the encoding of a simple design space formed by hierarchically
structured alternatives. In this example, s, the top-level node in the design space is a
template, which has three alternative implementations: s/ or s2 or s3. sl is also a
template with three alternative implementations: s/1 or s12 or s13. s2’s implementa-
tion requires three components, s2/ and s22 and s23. Out of these components, s2/
and s23 are templates with two-two alternative implementations, s271/ or s212 and
5231 or s232, respectively. The prefix-based binary encoding scheme [14] assigns
binary code to each element such that each configuration receives a unique encoding
value. In the example, four Boolean variables, [v,, v,, V,, V,] are required for the en-
coding of the structure. Figure 8 shows the symbolic Boolean representation of this
design space, given the encoding. For example, the binary code of node s2 in the
design space is S2=—v,v,. As it can be seen, s2 represents a subspace in the design
space with four alternative configurations.

0000 0001

0010

010_ 011_

Fig. 7. Encoding abstracted design-spaces

S=S,V5,V85; S =WV, Sy == Vv;— v,
S1=81 V8 1VS 3 S =W —V,V3 Sr12=" MV V2
§,=8,1A82,1853 S 3= W=V V,—V3 S)31= "WV V3
$21=8211V8512 Sy="WoV, S)3="WoV V3
S25=8231 V8,32 S3=Vo—v,

Fig. 8. Symbolic Boolean representation of abstracted design-spaces
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In addition to encoding the structure of the design-space, the encoding scheme has
to encode the parameters of the parameterized model components. Subsequent to
encoding, and deciding the variable ordering, the symbolic Boolean representation is
mapped to an OBDD representation in a straightforward manner [14].

Earlier we listed some basic categories of structural constraints. Symbolic repre-
sentation of each of these categories of constraints is summarized below.

1.

Compatibility and Inter-aspect constraints — These constraints specify rela-
tions among subspaces in the overall design space. Symbolically, the con-
straints can be represented as a Boolean expression over the Boolean
representation of the design-space. Figure 9 shows an example of a compati-
bility constraint, and its symbolic Boolean representation. The compatibility
constraint in the example expresses interdependency between implementa-
tion decisions. Specifically, selection of implementation s2// for template
s21 implies that s231 must be the selected implementation for template s23.
In the Boolean space, this constraint is expressed by the following Boolean
expression:
ce=8211 = S231=8211A8231v 8211

Resource constraints — Resource constraints specify bounds on the resource
needs of a composed system. These may be in the form of size, weight, en-
ergy, cost, etc. As we described earlier, the important limitations for the re-
source constraints, which DESERT is able to manage is that they are derived
from structural characteristics of designs. In general, resource constraints are
more challenging to represent symbolically, than composability or inter-
aspect constraints. Different resource attributes compose differently, e.g. cost
can be composed additively, reliability can be composed multiplicatively,
latency can be composed as additively for pipelined components, and as
maximum for parallel components, etc. DESERT provides some built-in
composition functions (addition, maximum, minimum, etc.), and has a well-
defined interface for creating custom composition functions.

10__ —
cc=8,11=8531
cc=8,,1/8531 VS5

0001 0010

Fig. 9. Symbolic representation of a compatibility constraint

In addition to these basic categories of constraints, complex constraints may be ex-
pressed by combining one or more of these constraints with first order logic connec-
tives. The symbolic representation of the complex constraints can be accomplished
simply by composing the symbolic representation of the basic constraints.



Constraint-Based Design-Space Exploration and Model Synthesis 303

The symbolic pruning of the design-space, as observed earlier, in essence, is a set
manipulation problem. Constraint-based pruning is a restriction of the aggregate space
with the constraints. Symbolic pruning is simply the logical conjunction of the sym-
bolic representation of the space with the symbolic representation of the constraints. It
is worth emphasizing that during the pruning process all of the (potentially very large)
design spaces are evaluated simultaneously. Figure 9 illustrates the process of sym-
bolic design-space pruning. As the figure shows, the Design Space Pruning tool is
prepared for applying constraints on the Design Space. According to our experience,
OBDD based representations scale well for representing the structure of the design
space (nested AND/OR expressions). The critical challenge in scalability occurs dur-
ing the design-space pruning step. Automatic application of complex constraints to
large spaces may result in explosion of the OBDD-s therefore DESERT has an inter-
active user interface to influence this process. Users can control the importance of
constraints and select the sequence order of their application. We are experimenting
with re-encoding the design-space after each pruning step, which usually results in a
drastic decrease in the number of binary variables (see Figure 10).

The primary advantage of the symbolic design space pruning approach is that it is
exhaustive: the pruned space includes all of the designs, which meet the applied de-
sign constraints. As experience with scalability in real-life industrial applications at
Ford accumulate, we will be able to see the limitations of the method.

A significantly simpler, but still useful alternative approach to design space prun-
ing is to find a single design configuration (not all), which satisfies the selected design
constraints. We currently experiment with various constraint solvers and languages,
such as Oz [17] to develop solution for this approach.

- ~

Design Space| | Binary OBDD
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Design Space| | Binary .| OBDD
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Design
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Design Space| | Binary .| OBDD
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Composing Representation

Constraints

Re-encoding/Iterative Pruning

Fig. 10. Symbolic design space pruning
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5.4 Reconstructing Detailed Design

The concluding steps of the DESERT design flow (see Figure 3) are the decoding of
the selected abstract design from its binary code and reconstructing the detailed mod-
els from the abstract design. The decoding process involves reconstructing a data
structure from the encoded form, where the data structure is an abstracted representa-
tion of the actual design. The design space encoder and decoder components operate
on a shared “dictionary”, which captures what specific design space model elements
correspond to what codes. The resulting data structure is a specific, point design (i.e. a
single model m), which can be looked at in the modeling tool. Naturally, it does not
have any templates (i.e. no alternatives).

The final step is the creation of the actual design model in Simulink®. The design
model created in the design decoding step is follows the Design Space metamodel
(from Figure 5), and from it a model is constructed that follows the Simulink” meta-
model (from Figure 4). This construction is mostly straightforward, the only compli-
cation arises because of the connections: the blocks in the final design have to be
“wired-up” as required. However, this wiring can be algorithmically generated from
the (higher-level) buses and wires captured in the design space models.

6 Conclusions and Future Work

Design space modeling and model synthesis are important part of the design flow for
embedded systems. Automated tools can offer major productivity advantages for
practicing engineers. During the development of the DESERT tool suite the Vander-
bilt/ISIS team has been in close interaction with Ford, which was essential in identi-
fying the crucial challenges engineers face. At this point, the prototype tool is field
tested in real-life vehicle development programs.

The method described has been based on the structural semantics of models. The
role of model synthesis based on structural constraints is to prune the design space
before the computationally more expensive behavioral analysis methods are used for
finding optimal design solutions. Since structural semantics is defined for all domain
specific modeling languages, the tool suite can be interfaced to many design flows
(independently from the behavioral semantics of the languages). We have been using
this opportunity extensively in other domains, such as modeling environment for
power-aware computing [18].
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Eliminating Stack Overflow by Abstract Interpretation

John Regehr, Alastair Reid, and Kirk Webb

School of Computing, University of Utah

Abstract. An important correctness criterion for software running on embedded
microcontrollers is stack safety: a guarantee that the call stack does not over-
flow. We address two aspects of the problem of creating stack-safe embedded
software that also makes efficient use of memory: statically bounding worst-case
stack depth, and automatically reducing stack memory requirements. Our first
contribution is a method for statically guaranteeing stack safety by performing
whole-program analysis, using an approach based on context-sensitive abstract
interpretation of machine code. Abstract interpretation permits our analysis to ac-
curately model when interrupts are enabled and disabled, which is essential for
accurately bounding the stack depth of typical embedded systems. We have imple-
mented a stack analysis tool that targets Atmel AVR microcontrollers, and tested
it on embedded applications compiled from up to 30,000 lines of C. We exper-
imentally validate the accuracy of the tool, which runs in a few seconds on the
largest programs that we tested. The second contribution of this paper is a novel
framework for automatically reducing stack memory requirements. We show that
goal-directed global function inlining can be used to reduce the stack memory
requirements of component-based embedded software, on average, to 40% of the
requirement of a system compiled without inlining, and to 68% of the requirement
of a system compiled with aggressive whole-program inlining that is not directed
towards reducing stack usage.

1 Introduction

Inexpensive microcontrollers are used in a wide variety of embedded applications such as
vehicle control, consumer electronics, medical automation, and sensor networks. Static
analysis of the behavior of software running on these processors is important for two
main reasons:

— Embedded systems are often used in safety critical applications and can be hard to
upgrade once deployed. Since undetected bugs can be very costly, it is useful to
attempt to find software defects early.

— Severe constraints on cost, size, and power make it undesirable to overprovision
resources as a hedge against unforeseen demand. Rather, worst-case resource re-
quirements should be determined statically and accurately, even for resources like
memory that are convenient to allocate in a dynamic style.

In this paper we describe the results of an experiment in applying static analysis
techniques to binary programs in order to bound and reduce their stack memory require-
ments. We check embedded programs for stack safety: the property that they will not
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Without stack bounding With static stack bounding
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N worst observed depth ﬁ l
| .. true worst ) upper bound
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data, BSS within this range data, BSS
0 KB 0 KB

Fig. 1. Typical RAM layout for an embedded program with and without stack bounding.
Without a bound, developers must rely on guesswork to determine the amount of storage
to allocate to the stack.

run out of stack memory at run time. Stack safety, which is not guaranteed by traditional
type-safe languages like Java, is particularly important for embedded software because
stack overflows can easily crash a system. The transparent dynamic stack expansion
that is performed by general-purpose operating systems is infeasible on small embedded
systems due to lack of virtual memory hardware and limited availability of physical
memory. For example, 8-bit microcontrollers typically have between a few tens of bytes
and a few tens of kilobytes of RAM. Bounds on stack depth can also be usefully incorpo-
rated into executable programs, for example to assign appropriate stack sizes to threads
or to provide a heap allocator with as much storage as possible without compromising
stack safety.

The alternative to static stack depth analysis that is currently used in industry is to
ensure that memory allocated to the stack exceeds the largest stack size ever observed
during testing by some safety margin. A large safety margin would provide good in-
surance against stack overflow, but for embedded processors used in products such as
sensor network nodes and consumer electronics, the degree of overprovisioning must be
kept small in order to minimize per-unit product cost. Figure[Tlillustrates the relationship
between the testing- and analysis-based approaches to allocating memory for the stack.

Testing-based approaches to software validation are inherently unreliable, and test-
ing embedded software for maximum stack depth is particularly unreliable because its
behavior is timing dependent: the worst observed stack depth depends on what code is
executing when an interrupt is triggered and on whether further interrupts trigger before
the first returns. For example, consider a hypothetical embedded system where the maxi-
mum stack depth occurs when the following events occur at almost the same time: 1) the
main program summarizes data once a second spending 100 microseconds at maximum
stack depth; 2) a timer interrupt fires 100 times a second spending 100 microseconds at
maximum stack depth; and 3) a packet arrives on a network interface up to 10 times a
second; the handler spends 100 microseconds at maximum stack depth. If these events
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occur independently of each other, then the worst case will occur roughly once every 10
years. This means that the worst case will probably not be discovered during testing, but
will probably occur in the real world where there may be many instances of the embed-
ded system. In practice, the events are not all independent and the timing of some events
can be controlled by the test environment. However, we would expect a real system to
spend less time at the worst-case stack depth and to involve more events.

Another drawback of the testing-based approach to determining stack depth is that
it treats the system as a black box, providing developers with little or no feedback about
how to best optimize memory usage. Static stack analysis, on the other hand, identifies
the critical path through the system and also the maximum stack consumption of each
function; this usually exposes obvious candidates for optimization.

Using our method for statically bounding stack depth as a starting point, we have
developed a novel way to automatically reduce the stack memory requirement of an
embedded system. The optimization proceeds by evaluating the effect of a large number
of potential program transformations in a feedback loop, applying only transformations
that reduce the worst-case depth of the stack. Static analysis makes this kind of optimiza-
tion feasible by rapidly providing accurate information about a program. Testing-based
approaches to learning about system behavior, on the other hand, are slower and typically
only explore a fraction of the possible state space.

Our work is preceded by a stack depth analysis by Brylow et al. [3] that also performs
whole-program analysis of executable programs for embedded systems. However, while
they focused on relatively small programs written by hand in assembly language, we
focus on programs that are up to 30 times larger, and that are compiled from C to a
RISC architecture. The added difficulties in analyzing larger, compiled programs ne-
cessitated a more powerful approach based on context-sensitive abstract interpretation
of machine code; we motivate and describe this approach in Section[2l Section Bldis-
cusses the problems in experimentally validating the abstract interpretation and stack
depth analysis, and presents evidence that the analysis provides accurate results. In Sec-
tion[d] we describe the use of a stack bounding tool to support automatically reducing the
stack memory consumption of an embedded system. Finally, we compare our research
to previous efforts in Section[3 and conclude in Section

2 Bounding Stack Depth

Embedded system designers typically try to statically allocate resources needed by the
system. This makes systems more predictable and reliable by providing a priori bounds on
resource consumption. However, an almost universal exception to this rule is that memory
is dynamically allocated on the call stack. Stacks provide a useful model of storage, with
constant-time allocation and deallocation and without fragmentation. Furthermore, the
notion of a stack is designed into microcontrollers at a fundamental level. For example,
hardware support for interrupts typically pushes the machine state onto the stack before
calling a user-defined interrupt handler, and pops the machine state upon termination of
the handler. For developers of embedded systems, it is important not only to know that
the stack depth is bounded, but also to have a tight bound — one that is not much greater
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than the true worst-case stack depth. This section describes the whole-program analysis
that we use to obtain tight bounds on stack depth.

Our prototype stack analysis tool targets programs for the Atmel AVR, a popular
family of microcontrollers. We chose to analyze binary program images, rather than
source code, for a number of reasons:

There is no need to predict compiler behavior. Many compiler decisions, such as
those regarding function inlining and register allocation, have a strong effect on
stack depth.

— Inlined assembly language is common in embedded systems, and a safe analysis
must account for its effects.

— The source code for libraries and real-time operating systems are commonly not
available for analysis.

— Since the analysis is independent of the compiler, developers are free to change
compilers or compiler versions. In addition, the analysis is not fragile with respect
to non-standard language extensions that embedded compilers commonly use to
provide developers with fine-grained control over processor-specific features.

— Adding a post-compilation analysis step to the development process presents devel-

opers with a clean usage model.

2.1 Analysis Overview and Motivation

The first challenge in bounding stack depth is to measure the contributions to the stack
of each interrupt handler and of the main program. Since indirect function calls and
recursion are uncommon in embedded systems [4], a callgraph for each entry point into
the program can be constructed using standard analysis techniques. Given a callgraph it
is usually straightforward to compute its stack requirement.

The second, more difficult, challenge in embedded systems is accurately estimating
interactions between interrupt handlers and the main program to compute a maximum
stack depth for the whole system. If interrupts are disabled while running interrupt
handlers, one can safely estimate the stack bound of a system containing n interrupt
handlers using this formula:

stack bound = depth(main) + 'mlax depth(interrupt;)
1=1..n

However, interrupt handlers are often run with interrupts enabled to ensure that other
interrupt handlers are able to meet real-time deadlines. If a system permits at most one
concurrent instance of each interrupt handler, the worst-case stack depth of a system can
be computed using this formula:

stack bound = depth(main) + Z depth(interrupt;)

i=1l..n

Unfortunately, as we show in Section[3], this simple formula often provides unnecessarily
pessimistic answers when used to analyze real systems where only some parts of some
interrupt handlers run with interrupts enabled.
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in r24, 0x3f ; r24 <- CPU status register

cli ; disable interrupts

adc r24, r24 ; carry bit <- prev interrupt status
eor r24, r24 ; r24 <- 0

adc r24, r24 ; r24 <- carry bit

mov rl8, r24 ; rl8 <- r24

. critical section ...

and rl8, ri8 ; test r18 for zero

breq +2 ; if zero, skip next instruction
sei ; enable interrupts

ret ; return from function

Fig. 2. This fragment of assembly language for Atmel AVR microcontrollers motivates
our approach to program analysis and illustrates a common idiom in embedded software:
disable interrupts, execute a critical section, and then reenable interrupts only if they had
previously been enabled

To obtain a safe, tight stack bound for realistic embedded systems, we developed
a two-part analysis. The first must generate an accurate estimate of the state of the
processor’s interrupt mask at each point in the program, and also the effect of each
instruction on the stack depth. The second part of the analysis — unlike the first —
accounts for potential preemptions between interrupts handlers and can accurately bound
the global stack requirement for a system.

Figure[presents a fragment of machine code that motivates our approach to program
analysis. Analogous code can be found in almost any embedded system: its purpose is
to disable interrupts, execute a critical section that must run atomically with respect to
interrupt handlers, and then reenable interrupts only if they had previously been enabled.
There are a number of challenges in analyzing such code.

First, effects of arithmetic and logical operations must be modeled with enough
accuracy to track data movement through general-purpose and special-purpose registers.
In addition, partially unknown data must be modeled. For example, analysis of the code
fragment must succeed even when only a single bit of the CPU status register — the
master interrupt control bit — is initially known.

Second, dead edges in the control-flow graph must be detected and avoided. For
example, when the example code fragment is called in a context where interrupts are
disabled, it is important that the analysis conclude that the sei instruction is not executed
since this would pollute the estimate of the processor state at subsequent addresses.

Finally, to prevent procedural aliasing from degrading the estimate of the machine
state, a context sensitive analysis must be used. For example, in some systems the code in
Figure2lis called with interrupts disabled by some parts of the system and is called with
interrupts enabled by other parts of the system. With a context-insensitive approach, the
analysis concludes that since the initial state of the interrupt flag can vary, the final state
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Fig. 3. Modeling machine states and operations in the abstract interpretation

of the interrupt flag can also vary and so analysis of both callers of the function would
proceed with the interrupt flag unknown. This can lead to large overestimates in stack
bounds since unknown values are propagated to any code that could execute after the
call. With a context-sensitive analysis the two calls are analyzed separately, resulting in
an accurate estimate of the interrupt state.

The next section describes the abstract interpretation we have developed to meet
these challenges.

2.2 Abstracting the Processor State

The purpose of our abstract interpretation is to generate a safe, precise estimate of the
state of the processor at each point in the program; this is a requirement for finding a
tight bound on stack depth. Designing the abstract interpretation boils down to two main
design decisions.

First, how much of the machine state should the analysis model? For programs that
we have analyzed, it is sufficient to model the program counter, general-purpose registers,
and several I/O registers. Atmel AVR chips contain 32 general-purpose registers and 64
I/0 registers; each register stores eight bits. From the I/O space we model the registers
that contain interrupt masks and the processor status register. We do not model main
memory or most I/O registers, such as those that implement timers, analog-to-digital
conversion, and serial communication.

Second, what is the abstract model for each element of machine state? We chose
to model the machine at the bit level to capture the effect of bitwise operations on the
interrupt mask and condition code register — we had initially attempted to model the
machine at word granularity and this turned out to lose too much information through
conservative approximation. Each bit of machine state is modeled using the lattice de-
picted in Figure[3(a)] The lattice contains the values 0 and 1 as well as a bottom element,
L, that corresponds to a bit that cannot be proven to have value 0 or 1 at a particular
program point.

Figure[3(b)| shows abstractions of some common logical operators. Abstractions of
operators should always return a result that is as accurate as possible. For example, when
all bits of the input to an instruction have the value O or 1, the execution of the instruction
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should have the same result that it would have on a real processor. In this respect our
abstract interpreter implements most of the functionality of a standard CPU simulator.

For example, when executing the and instruction with {1,1,0,0,1,1,0,0} as one ar-
gumentand {1, 1, 1, 1, 1,1,1,1} asthe other argument, the result register will contain
the value {L, 1,0,0,1,1,0,0}. Arithmetic operators are treated similarly, but require
more care because bits in the result typically depend on multiple bits in the input. Fur-
thermore, the abstract interpretation must take into account the effect of instructions on
processor condition codes, since subsequent branching decisions are made using these
values.

The example in Figure 2 illustrates two special cases that must be accounted for
in the abstract interpretation. First, the add-with-carry instruction adc, when both of
its arguments are the same register, acts as rotate-left-through-carry. In other words, it
shifts each bit in its input one position to the left, with the leftmost bit going into the
CPU’s carry flag and the previous carry flag going into the rightmost bit. Second, the
exclusive-or instruction eor, when both of its arguments are the same register, acts like
a clear instruction — after its execution the register is known to contain all zero bits
regardless of its previous contents.

2.3 Managing Abstract Processor States

An important decision in designing the analysis was when to create a copy of the abstract
machine state at a particular program point, as opposed to merging two abstract states.
The merge operator, shown in Figure is lossy since a conservative approximation
must always be made. We have chosen to implement a context-sensitive analysis, which
means that we fork the machine state each time a function call is made, and at no other
points in the program. This has several consequences. First, and most important, it means
that the abstract interpretation is not forced to make a conservative approximation when a
function is called from different points in the program where the processor is in different
states. In particular, when a function is called both with interrupts enabled and disabled,
the analysis is not forced to conclude that the status of the interrupt bit is unknown inside
the function and upon return from it. Second, it means that we cannot show termination
of a loop implemented within a function. This is not a problem at present since loops
are irrelevant to the stack depth analysis as long as there is no net change in stack depth
across the loop. However, it will become a problem if we decide to push our analysis
forward to bound heap allocation or execution time. Third, it means that we can, in
principle, detect termination of recursion. However, our current implementation rarely
does so in practice because most recursion is bounded by values that are stored on the
stack — which our analysis does not model. Finally, forking the state at function calls
means that the state space of the stack analyzer might become large. This has not been
a problem in practice; the largest programs that we have analyzed cause the analyzer to
allocate about 140 MB. If memory requirements become a problem for the analysis, a
relatively simple solution would be to merge program states that are identical or that are
similar enough that a conservative merging will result in minimal loss of precision.
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2.4 Abstract Interpretation and Stack Analysis Algorithms

The program analysis begins by initializing a worklist with all entry points into the
program; entry points are found by examining the vector of interrupt handlers that is
stored at the bottom of a program image, which includes the address of a startup routine
that eventually jumps to main (). For each item in the worklist, the analyzer abstractly
interprets a single instruction. If the interpretation changes the state of the processor at
that program point, items are added to the worklist corresponding to each live control
flow edge leaving the instruction. Termination is assured because the state space for a
program is finite and because we never revisit states more than once.

The abstract interpretation detects control-flow edges that are dead in a particular
context, and also control-flow edges that are dead in all contexts. In many systems we
have analyzed, the abstract interpretation finds up to a dozen branches that are provably
not taken. This illustrates the increased precision of our analysis relative to the dataflow
analysis that an optimizing compiler has previously performed on the embedded program
as part of a dead code elimination pass.

In the second phase, the analysis considers there to be a control flow edge from
every instruction in the program to the first instruction of every interrupt handler that
cannot be proven to be disabled at that program point. An interrupt is disabled if either
the master interrupt bit is zero or the enable bit for the particular interrupt is zero. Once
these edges are known, the worst-case stack depth for a program can be found using the
method developed by Brylow et al. [3]: perform a depth-first search over control flow
edges, explicit and implicit, keeping track of the effect of each instruction on the stack
depth, and also keeping track of the largest stack depth seen so far.

A complication that we have encountered in many real programs is that interrupt
handlers commonly run with all interrupts enabled, admitting the possibility that a new
instance of an interrupt handler will be signaled before the previous instance terminates.
From an analysis viewpoint reentrant interrupt handlers are a serious problem: systems
containing them cannot be proven to be stack-safe without also reasoning about time.
In effect, the stack bounding problem becomes predicated on the results of a real-time
analysis that is well beyond the current capabilities of our tool.

Inreal systems that we have looked at reentrant interrupt handlers are so common that
we have provided a facility for working around the problem by permitting a developer to
manually assert that a particular interrupt handler can preempt itself only up to a certain
number of times. Programmers appear to commonly rely on ad hoc real-time reasoning,
e.g., “this interrupt only arrives 10 times per second and so it cannot possibly interrupt
itself.” In practice, most instances of this kind of reasoning should be considered to be
design flaws — few interrupt handlers are written in a reentrant fashion so it is usually
better to design systems where concurrent instances of a single handler are not permitted.
Furthermore, stack depth requirements and the potential for race conditions will be kept
to a minimum if there are no cycles in the interrupt preemption graph, and if preemption
of interrupt handlers is only permitted when necessary to meet a real-time deadline.

2.5 Other Challenges

In this section we address other challenges faced by the stack analysis tool: loads into
the stack pointer, self-modifying code, indirect branches, indirect stores, and recursive



314 J. Regehr, A. Reid, K. Webb

function calls. These features can complicate or defeat static analysis. However, em-
bedded developers tend to make very limited use of them, and in our experience static
analysis of real programs is still possible and, moreover, effective.

We support code that increments or decrements the stack pointer by constants, for
example to allocate or deallocate function-scoped data structures. Code that adds non-
constants to the stack pointer (e.g., to allocate variable sized arrays on the stack) would
require some extra work to bound the amount of space added to the stack. We also do
not support code that changes the stack pointer to new values in a more general way, as
is done in the context switch routine of a preemptive operating system.

The AVR has a Harvard architecture, making it possible to prove the absence of
self-modifying code simply by ensuring that a program cannot reach a “store program
memory” instruction. However, by reduction to the halting problem, self-modifying code
cannot be reliably detected in the general case. Fortunately, use of self-modifying code
is rare and discouraged — it is notoriously difficult to understand and also precludes
reducing the cost of an embedded system by putting the program into ROM.

Our analysis must build a conservative approximation of the program’s control flow
graph. Indirect branches cause problems for program analysis because it can be difficult
to tightly bound the set of potential branch targets. Our approach to dealing with indirect
branches is based on the observation that they are usually used in a structured way, and
the structure can be exploited to learn the set of targets. For example, when analyzing
TinyOS [6] programs, the argument to the function TOS_post is usually a literal constant
representing the address of a function that will be called by an event scheduling loop.
The value of the argument is identified by abstract interpretation, but the connection
between posting an event and making the indirect call must be established manually.
Making it easier to express such connections is an area of future work.

The stack analysis cannot deal with the form of indirect branch found in the context
switch routine of a preemptive real-time operating system — the set of potential targets
is too large. However, these branches need not be analyzed: since switching context to
a new thread involves a change to a completely separate stack, it suffices to learn the
worst-case stack usage of the operating system code and add it to the worst-case stack
usage for each thread.

Memory writes can compromise our static analysis in two ways. First, an out-of-
bounds store may overwrite a return address on the call stack, causing the program
to return to an unforeseen location. Second, since the AVR maps its registers into low
memory, a stray write could change a register in a way invisible to the analysis. We deal
with direct stores by ensuring that they reference an appropriate range of RAM that is
not occupied by the registers or call stack. Indirect stores are simply assumed not to
overwrite a register or return address; our rationale is that a program containing this
behavior is so flawed that its stack safety is irrelevant. In the long run a better solution
would be to construct embedded software in a type-safe language.

Recursive code is uncommon in embedded software. For example, Engblom [4]
studied a collection of embedded systems containing over 300,000 lines of C code, and
it contained only 14 recursive loops. Our approach to dealing with recursion, therefore,
is blunt: we require that developers explicitly specify a maximum iteration count for
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each recursive loop in a system. The analysis returns an unbounded stack depth if the
developers neglect to specify a limit for a particular loop.

It would be straightforward to port our stack analyzer to other processors: the analysis
algorithms, such as the whole-program analysis for worst-case stack depth, operate on
an abstract representation of the program that is not processor dependent. However,
the analysis would return pessimistic results for register-poor architectures such as the
Motorola 68HC11, since code for those processors makes significant use of the stack, and
stack values are not currently modeled by our tool. In particular, we would probably not
obtain precise results for code equivalent to the code in FigureRlthat we used to motivate
our approach. To handle register-poor architectures we are developing an approach to
modeling the stack that is based on a simple type system for registers that are used as
pointers into stack frames.

2.6 Using the Stack Tool

We have a prototype tool that implements our stack depth analysis. In its simplest mode
of usage, the stack tool returns a single number: an upper bound on the stack depth for
a system. For example:

$ ./stacktool -w flybywire.elf
total stack requirement from global analysis = 55

To make the tool more useful we provide a number of extra features, including
switching between context-sensitive and context-insensitive program analysis, creating
a graphical callgraph for a system, listing branches that can be proven to be dead in all
contexts, finding the shortest path through a program that reaches the maximum stack
depth, and printing a disassembled version of the embedded program with annotations
indicating interrupt status and worst-case stack depth at each instruction. These are all
useful in helping developers understand and manually reduce stack memory consumption
in their programs.

There are other obvious ways to use the stack tool that we have not yet implemented.
For example, using stack bounds to compute the maximum size of the heap for a system so
that it stops just short of compromising stack safety, or computing a minimum safe stack
size for individual threads in a multi-threaded embedded system. Ideally, the analysis
would become part of the build process and values from the analysis would be used
directly in the code being generated.

3 Validating the Analysis

We used several approaches to increase our confidence in the validity of our analysis
techniques and their implementations.
3.1 Validating the Abstract Interpretation

To test the abstract interpretation, we modified a simulator for AVR processors to dump
the state of the machine after executing each instruction. Then, we created a separate
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program to ensure that this concrete state was “within” the conservative approximation
of the machine state produced by abstract interpretation at that address, and that the
simulator did not execute any instructions that had been marked as dead code by the
static analysis. During early development of the analysis this was helpful in finding bugs
and in providing a much more thorough check on the abstract interpretation than manual
inspection of analysis results — our next-best validation technique. We have tested the
current version of the stack analysis tool by executing at least 100,000 instructions of
about a dozen programs, including several that were written specifically to stress-test
the analysis, and did not find any discrepancies.

3.2 Validating Stack Bounds

There are two important metrics for validating the bounds returned by the stack tool.
The first is qualitative: Does the tool ever return an unsafe result? Testing the stack tool
against actual execution of about a dozen embedded applications has not turned up any
examples where it has returned a bound that is less than an observed stack depth. This
justifies some confidence that our algorithms are sound.

Our second metric is quantitative: Is the tool capable of returning results that are close
to the true worst-case stack depth for a system? The maximum observed stack depth,
the worst-case stack depth estimate from the stack tool, and the (non-computable) true
worst-case stack depth are related in this way:

worst observed < true worst < estimated worst

One might hope that the precision of the analysis could be validated straightforwardly
by instrumenting some embedded systems to make them report their worst observed stack
depth and comparing these values to the bounds on stack depth. For several reasons, this
approach produces maximum observed stack depths that are significantly smaller than
the estimated worst case and, we believe, the true worst case. First, the timing issues
that we discussed in Section[I]l come into play, making it very hard to observe interrupt
handlers preempting each other even when it is clearly possible that they may do so.
Second, even within the main function and individual interrupt handlers, it can be very
difficult to force an embedded system to execute the code path that produces the worst-
case stack depth. Embedded systems often present a narrower external interface than do
traditional applications, and it is correspondingly harder to force them to execute certain
code paths using test inputs. While the difficulty of thorough testing is frustrating, it does
support our thesis that static program analysis is particularly important in this domain.

The 71 embedded applications that we used to test our analysis come from three
families. The first is Autopilot, a simple cyclic-executive style control program for an
autonomous helicopter [10]. The second is a collection of application programs that are
distributed with TinyOS version 0.6.1, a small operating system for networked sensor
nodes. The third is a collection of application programs that are distributed with TinyOS
1.0 [6]. Version 1.0 is a complete rewrite of TinyOS using nesC [5]], a programming
language very similar to C that is compiled by translating into C. All programs were
compiled from C using gcc version 3.0.2 or 3.1.1, and all target the ATmegal03 chip,
a member of the Atmel AVR family that contains 4 KB of RAM and 128 KB of flash
memory.
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3.3 Validating Analysis of Individual Interrupts

To quantitatively evaluate the stack tool, we wrote a program that modifies the assembly
language version of an AVR program in such a way that each interrupt is handled on
its own stack. This makes stack measurement timing-independent, but still leaves the
difficult problem of making the main function and each interrupt handler execute the
path to the worst-case stack depth.

We found that a perfect match between predicted and actual stack depth could only
be obtained for slightly modified versions of simple embedded applications such as the
BlinkTask TinyOS kernel whose function is to flash an LED. Even for this example,
we were forced to comment out a call to a function supporting one-shot timers in a timer
module: it contributed to the worst-case stack depth, but could never be called in our
system. After making this small modification and adding serial-line driver code to enable
reporting of stack depths to a separate computer, the BlinkTask application contained
about 4000 lines of C code, even after a dead-code elimination pass performed by nesC.
Running the stack analysis on this modified kernel produced the following results:

Stack depths:
vector O main = 33, at d30

vector 15 _output_compareO_ = 32, at 50a
vector 18 _uart_recv_ = 27, at 3e8
vector 20 _uart_trans_ = 23, at a90

This shows the estimated worst-case stack depth of each entry point into the program
and also an address at which this depth is reached. We then ran this kernel on an AVR
processor and queried it to learn the worst observed stack depth; it reported the same
stack depths as the analysis reported.

3.4 Evaluating the Global Analysis

Of the 71 applications used to test our analysis, there are seven that defeat our analysis
tool, for example because they make an indirect jump based on a value that is not a
literal constant, or they load an indeterminate value into the stack pointer. We believe
that some of these applications could be successfully analyzed by a slightly improved
version of our stack tool, but for now we disregard them.

The stack analysis results from the remaining 64 kernels are too large to display in a
figure so we have chosen, at random, 15 TinyOS 0.6.1 applications and 15 TinyOS 1.0
applications and displayed them in Figure[dl Analysis of the results for all 64 applications
shows that on average, the context insensitive global analysis returns a stack bound that is
15% lower than the bound determined by summing the requirements of interrupt handlers
and the main function, and that on average the context sensitive analysis returns a bound
that is 35% lower than the bound computed by summing interrupts.

Another metric that can be used to compare the context sensitive and insensitive
analyses is the number of instructions for which each method fails to identify a con-
crete interrupt mask. The context insensitive analysis was unable to identify a concrete
interrupt mask for 41% of the instructions in a given kernel, on average. The context
sensitive analysis, on the other hand, failed to identify a concrete value for the interrupt
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Fig. 4. Comparing stack bounds for summation of interrupts, global context insensitive
analysis, and context sensitive analysis

mask for only 2.2% of instructions, which mostly fall into two categories. First, instruc-
tions whose interrupt mask would become analyzable if the call stack were modeled.
Second, instructions whose interrupt mask is genuinely ambiguous — within a single
context they can be shown to execute both with interrupts disabled and enabled.

Since increased precision in the analysis translates directly into memory savings
for embedded developers, we believe that the added complexity of the context-sensitive
analysis is justified. In most cases where the more powerful analysis did not decrease the
stack bound — for example, the Autopilot application — there was simply nothing that
the tool could do: these applications run all interrupt handlers with interrupts enabled,
precluding tight bounds on stack depth. Finally, the stack depth analysis requires less
than four seconds of CPU time on a 1.4 GHz Athlon for all of our example programs,
and for many applications it requires well under one second.

4 Reducing Stack Depth

Previous sections described and evaluated a tool for bounding stack depth. In this section
we go a step further by exploring the use of the stack bounding tool as an essential part
of a method for automatically reducing the stack memory requirements of embedded
software. Reducing stack depth is useful because it potentially frees up more storage for
the heap, permits more threads to be run on a given processor, or permits a product to
be based on a less expensive CPU with fewer on-chip resources.
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Fig. 5. Overview of stack depth reduction

The basic observation that makes stack minimization possible is that given a way
to quickly and accurately bound the stack depth of a program, it becomes possible for
a compiler or similar tool to rapidly evaluate the effect of a large number of program
transformations on the stack requirements of a system. We then choose to apply only
the transformations that improve stack memory usage.

Figure[d illustrates our approach to automatic stack depth reduction. Although this
technique is generic and would admit a variety of program transformations, so far the
only transformation we have experience with is global function inlining. Inlining is a
common optimization that replaces a function call with a copy of the function body.
The immediate effect of function inlining on stack usage is to avoid the need to push a
return address and function arguments onto the stack. More significantly, inlining allows
intraprocedural optimizations to apply which may simplify the code to the extent that
fewer temporary variables are required, which may further reduce stack usage. Inlining
also allows better register allocation since the compiler considers the caller and the callee
simultaneously instead of separately. In general, inlining needs to be used sparingly. If a
function is inlined many times, the size of the compiled binary can increase. Furthermore,
aggressive inlining can actually increase stack memory requirements by overloading the
compiler’s register allocator. In previous work [L1], we developed a global function
inliner for C programs that can perform inlining on complete programs instead of within
individual C files. To support the work reported in this paper, we modified this inliner
to accept an explicit list of callgraph edges to inline.

To reduce the stack depth requirements of an embedded system we perform a heuristic
search that attempts to minimize the cost of a program, where cost is a user-supplied
function of stack depth and code size. For example, one obvious cost function minimizes
stack depth without regard to code size. Another useful cost function is willing to trade
one byte of stack memory for 32 bytes of code memory, since the processors we currently
use have 32 times more code memory than data memory.

Systems that we have analyzed contain between 80 and 670 callgraph edges that
could be inlined, leading in the worst case to 267° possible inlining decisions. Since this
space obviously cannot be searched exhaustively, we use a heuristic search. We have
found that an effective approach is to bound the degree of inlining “from above” and
“from below” and then perform a random search of the space in between. Minimizing
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Fig. 6. Comparing stack reduction tradeoffs with default compilation methods for an
example TinyOS kernel. Note that the origin of the graph is not at 0, 0.

code size is often best accomplished by starting with no functions inlined and then
repeatedly picking an uninlined function and inlining it only if this improves the cost
metric. Minimizing stack depth, on the other hand, is often best accomplished by starting
with all functions inlined and then repeatedly picking an inlined function and dropping
the inlining if this improves the cost metric. To see why this is more effective at reducing
stack depth, consider a system where there are two paths to the maximum stack depth.
Separately considering inlining decisions on either path will not improve the stack depth:
it is only by considering both inlinings at once that their benefit is seen.

Having found upper and lower bounds on the inlining decisions, we search the space
between the bounds by accepting inlinings where the previous solutions agreed, and then
repeatedly test inlinings that they disagreed on. In practice this step often finds solutions
missed by the previous two steps.

Figure Blshows the results of applying the stack depth / code size reduction algorithm
to the TinyOS kernel CntToLedsAndRfm. There are three data points corresponding
respectively to a system compiled without any function inlining, to a system compiled
with as much inlining as possible (subject to limitations on inlining recursive functions
and indirect calls), and to a system compiled by the nesC compiler [5], which performs
fairly aggressive global function inlining on its own. The remaining data points were
collected by running our stack reduction algorithm with a variety of cost functions
ranging from those that gave high priority to reducing stack depth to those that gave
high priority to reducing code size. These results are typical: we applied stack depth
reduction to a number of TinyOS kernels and found that we could usually use about
40% of the stack required by a kernel without any inlining, and about 68% of the stack
required by kernels compiled using nesC.
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5 Related Work

The previous research most closely related to our work is the stack depth analysis by
Brylow et al. [3]]. Their analysis was designed to handle programs written by hand that
are on the order of 1000 lines of assembly language; the programs we analyze, on
the other hand, are compiled and are up to 30 times larger. Their contribution was to
model interrupt-driven embedded systems, but their method could only handle immediate
values loaded into the interrupt mask register — an ineffective technique when applied
to software where all data, including interrupt masks, moves through registers. Our work
goes well beyond theirs through its use of an aggressive abstract interpretation of ALU
operations, conditional branches, etc. to track the status of the interrupt mask.

Palsberg and Ma [9] provide a calculus for reasoning about interrupt-driven systems
and a type system for checking stack boundedness. Like us, they provide a degree of
context sensitivity (in their type system this is encoded using intersection types). Unlike
us, they model just the interrupt mask register, which would prevent them from accurately
modeling our motivating example in Figure[2. The other major difference is that their
focus is on the calculus and its formal properties and so they restrict their attention
to small examples (10—15 instructions) that can be studied in detail, and they restrict
themselves to a greatly simplified language that lacks pointers and function calls.

AbsInt makes a commercial product called StackAnalyzer [11]; its goal is to estimate
stack depth in embedded software. We were not able to find much information about
this tool. In particular, there is no indication that it is attempting to model the status of
the interrupt mask, the most important feature of our analysis.

Our abstract interpretation is largely a combination of standard techniques. Java
virtual machines perform an intraprocedural stack depth analysis [8], and program mod-
eling at the bit-level has been done before (see, for example, the discussion of possible
lattices for MIT’s Bitwise project [12]]). Our contribution here lies in determining which
combination of techniques obtains good results for our particular problem.

Function inlining has traditionally been viewed as a performance optimization [2]] at
the cost of a potentially large increase in code size. More recent work [7] has examined
the use of inlining as a technique to reduce both code size and runtime. We are not aware
of any previous work that uses function inlining specifically to reduce stack size or, in
fact, of any previous work on automatically reducing the stack memory requirements of
embedded software.

6 Conclusion

The potential for stack overflow in embedded systems is hard to detect by testing. We
have developed a static analysis that can prove that an embedded system will not overflow
its stack, and demonstrated that the analysis provides accurate results. Experiments show
that modeling the enabling and disabling of interrupt handlers using context sensitive
abstract interpretation produces estimates that are an average of 35% lower than estimates
produced using the simpler approach of summing the stack requirements of interrupt
handlers and the main function. We have also demonstrated a novel use of this analysis
to drive a search for function inlining decisions that reduce stack depth. Experiments on
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a number of component-based embedded applications show that this approach reduces
stack memory requirements by an average of 32% compared with aggressive global
inlining without the aid of a stack depth analysis.

Availability.  Source code for the stack analyzer is available under
http://www.cs.utah.edu/flux/stacktool, and the global inliner can be
downloaded from http://www.cs.utah.edu/flux/alchemy/software.html!

Acknowledgments. The authors would like to thank Dennis Brylow, Eric Eide, Matthew
Flatt, Wilson Hsieh, Jay Lepreau, and Michael Nahas for providing helpful feedback on
drafts of this paper.
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Abstract. Event correlation is a service provided by middleware plat-
forms that allows components in a publish/subscribe architecture to sub-
scribe to patterns of events rather than individual events. Event corre-
lation improves the scalability and performance of distributed systems,
increases their analyzability, while reducing their complexity by moving
functionality to the middleware. To ensure that event correlation is pro-
vided as a standard and reliable service, it must possess well-defined and
unambiguous semantics.

In this paper we present a language and formal model for event corre-
lation with operational semantics defined in terms of transducers. The
language has been motivated by an avionics application and includes
constructs for modes in addition to the more common constructs such
as selection, accumulation and sequential composition. Prototype event
processing engines for this language have been implemented in both C++
and Java and are now being integrated with third-party event channels.

1 Introduction

Publish-subscribe is an event-based model of distributed systems that decouples
publishers from consumers. Consumers register their interests with the middle-
ware by means of a subscription policy. Events published to the middleware
are delivered only to those consumers that expressed an interest. The publish-
subscribe paradigm is useful in practice for building large systems in which not
all components are known at design time, or components may be dynamically
added at runtime (such as in mobile systems). These systems may even extend
world wide. Crowcroft et al [5] predict a world in which pervasive computing
devices generate 10,000,000,000 events per second, with billions of subscribers
from all over the planet. Clearly, extensive filtering and correlation are required
at multiple levels and locations to manage these volumes.

Several middleware platforms provide event notification services. Examples
include GRyPHON [1], Ace-Tao [19], SIENA [3], ELVIN [2]. An overview and
comparison of such systems is in [I5]. In some middleware platforms, such as the
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real-time event channel (RTEC) of ACE-TAO [19], consumers subscribe with the
middleware with a list of event types or sources they wish to receive. Suppliers
publish their events to the RTEC, which then distributes them to the subscribed
consumers. This service is called event filtering.

Event correlation extends filtering with more complex subscriptions, includ-
ing combinations of events and temporal patterns. Providing event correlation
as a standard middleware service further enhances the performance of embedded
applications. However, more importantly, it enables the transfer of functionality
from application components to the middleware, which

— reduces software development and maintenance cost by decreasing the num-
ber of special-purpose components to be developed, as complexity is factored
out of the component into the middleware;

— increases reliability, as this service can be verified and tested once as part of
the platform and reused many times;

— increases the analyzability of the system, and accuracy of schedulability.
Where event dependencies were before largely hidden inside application com-
ponents, with event correlation provided, these dependencies are available
explicitly to analysis tools in the form of event correlation expressions with
well-defined semantics;

— increases flexibility in configuration: event correlation expressions can be
changed on a shorter notice than components.

To enable event correlation to be provided as a standard, reliable middleware
service, it must come with a well-defined, unambiguous semantics. In addition,
it is desirable that the event-processing code be generated automatically from
the (declarative) event correlation expressions. This ensures adherence to the
semantics by construction.

In this paper, we present a language and a computational model for event
correlation that provides an unambiguous semantics for event correlation ex-
pressions. The model is based on automata/transducers, a well-studied domain
with a large body of analysis methods and tools. Another attractive property of
transducers is that it is an operational model: they can be used directly in the
RTEC to process events interpretatively, or used to automatically generate the
code to process the events.

The development of this language was initiated to enable the use of event
correlation in the Boeing Open Experimental Platform for the DARPA Informa-
tion Exploitation Office Program Composition for Embedded Systems (PCES)
program, based on Boeing’s Bold Stroke avionics architecture [20]. Some of the
constructs included in the language were directly motivated by Boeing product
scenarios which illustrate important component level interactions in associated
avionics applications.

The paper is organized as follows. In section [2l we give an intuitive overview
of the features of a simple version of our event correlation expression language.
In section Bl we present the new model of correlation machines and its extension
correlation modules that are used to define the operational semantics of the
constructs in the correlation language. This translation is described in section [l
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In section [f] we briefly present some related work. Finally, section [6] contains the
conclusions and outlines some directions for future research.

2 Event Correlation Language

Syntaz: An ECL expression is constructed out of predicates over events, to which
we apply the combination operators shown below.

A predicate formula is itself a correlation expression. If ¢, ¢; ... ¢, are cor-
relation expressions then so are

accumulate{¢, ..., d,} fail{¢}
select{d1,...,dn} push(z){¢}
sequential{¢;,..., o, } persist{¢}
do{¢; }unless{ .} repeat{¢}
parallel{¢1, ..., ¢, } loop{¢}

An informal description of each of the constructs follows.

In general, an expression is evaluated over an input stream of events. On any
event the evaluation may complete successfully, complete in failure, or may not
complete. processed.

Basic Constructs: The lowest-level construct is a simple event predicate on a
single event. This may range from being an enumeration on a finite alphabet to
first-order predicates on the source, timestamp, type, and data content of the
event. In the context of the language described here we are only concerned with
whether or not an event satisfies the predicate. In general we assume we have an
effective way of deciding this. To simplify this presentation we assume a finite
alphabet of input events.

The evaluation of a predicate expression completes successfully when the
event received satisfies the predicate. It does not complete on any other event.
In particular, the expression never fails: events that do not satisfy the predicate
are simply ignored.

Simple predicate expressions may be combined using the standard boolean
operators with the usual semantics into compound predicate expressions. An
example of a compound predicate expression is (source = GPS) A (type = DATA)
which is satisfied by any event that meets both conditions.

The boolean constants true and false are available as trivial predicate ex-
pressions. The predicate true completes successfully upon the reception of any
event; false is never satisfied, and hence never completes. Note that it does
not complete in failure either (it simply blocks waiting for an event satisfying
“false”).

Simple Correlator Expressions: Predicate expressions can be combined into cor-
relator expressions that may need to consume multiple events before they com-
plete.
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The most commonly seen event correlation constructs are the accumulation
and selection operators, with various semantics. In our semantics the evaluation
of an accumulation expression evaluates all subexpressions in parallel. It com-
pletes successfully when all subexpressions have completed successfully, and it
completes with failure when one of the subexpressions results in failure. The
selection operator is the dual of the accumulation operator. Here the subexpres-
sions are also evaluated in parallel, but the evaluation completes if one of the
subexpressions completes successfully and fails if all subexpressions complete in
failure. An alternative semantics of selection, denoted by select* is sometimes
useful, in which the evaluation completes in failure when one of the subexpres-
sions ends in failure.

A sequential operator is less commonly seen in the popular middle-ware plat-
forms. However it is useful in forming more complex patterns. The evaluation
of a sequential expression proceeds sequentially, where the evaluation of ¢, is
started after successful completion of ¢;. The expression completes successfully
upon successful completion of ¢,. It ends in failure when any of the subexpres-
sions ends in failure.

None of the constructs presented so far can lead to completion in failure.
(Note that the accumulation and selection operator can propagate failure, but
not cause it.) The do-unless operator is the first operator that can cause an
expression to end in failure. It was inspired by the, less general, sequential un-
less operator in GEM [14]. The evaluation of the do-unless expression evaluates
the two subexpressions in parallel. It completes successfully when ¢, completes
successfully, it completes with failure when either ¢; completes in failure or ¢o
completes successfully. Note that completion of ¢4 in failure does not affect the
evaluation of ¢. The do-unless expression is useful to preempt other expressions,
especially those that do not complete by themselves.

The fail operator “inverts” its argument. That is, a fail expression completes
successfully when ¢ completes in failure and vice-versa.

Repetition: The language provides several constructs for repetition, which may
be parameterized by the maximum of number of repetitions. The constructs
differ in their handling of failure of the subexpressions. The evaluation of a
repeat expression repeats ¢, irrespective of its failure or success. With a persist
expression, ¢ is repeated until success, while a loop expression repeats ¢ until
failure.

Generating Output: The expressions presented so far do not generate any output.
The purpose of the language is to provide a means to notify the consumer that
certain patterns of events have occurred, and therefore specific operators are
introduced to generate output. The simplified version of the language presented
in this paper does not support the forwarding of events. The only output that
can be generated are tokens from an alphabet of constants. The push expression
push(x){¢} outputs character x upon the successful completion of ¢, after which
it completes successfully. If ¢ completes with failure no output is generated and
the push expression itself completes with failure.
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Parallel Ezxpressions: Correlator expressions may be combined into parallel ex-
pressions. In the previous subsection, several subexpressions were said to be
evaluated in parallel. However, their evaluations were linked in the sense that
completion of one of them affected the completion or termination of the others.

On the other hand, in a parallel expression, the subexpressions are evaluated
independently of each other. Thus, the completion of any subexpression does not
affect the evaluation of any other. A parallel expression never completes, but it
can be preempted by, for example, an unless expression. Typically, a parallel
expression would contain multiple repeat subexpressions.

Mode Ezxpressions: Mode expressions were directly motivated by the avionics
applications that initiated this work. Mode expressions provide a convenient
way to support different modes of operation. They allow simultaneous mode
switching of multiple components in a system without any direct coordination
between these components.

A mode expression has multiple modes, each consisting of a predicate ex-
pression called the mode guard, and a correlator expression. The mode guards
are expected to be mutually exclusive, such that at any time exactly one mode

is active.
in (p1) do {¢1}

in (p,) do {¢,}

A mode i is activated when its mode-guard p; completes successfully. Upon
activation of a new mode, evaluation of the expression in the current mode is
terminated, and the evaluation of the expression associated with the new mode
is started. Like the parallel expression, the mode expression does not complete
by itself, but it can be preempted by other expressions.

3 Correlation Machines

ECL expressions can be viewed as temporal filters, that is, for a given input
sequence of events they specify “what” must be transmitted to the consumer,
and “when”.

Definition 1 (Input-Output pair). Let X, be a finite alphabet of input
events and X,,4 be a finite alphabet of output constants. Let o : ey, ez, ... be
a sequence of events with e; € X;,, and Kk : 01,09,... be a sequence of out-
put constants with o, € X, An input-output pair is o pair (o, (k, f)) with
f: Nt — N a weakly increasing function that specifies the position of the out-
puts relative to the input sequence. That is, for each i > 0, o; is produced while
or after the event ey is consumed, and strictly before esy41 (if present) is

consumed.
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Ezample 1. The input-output pair (o, (k, f)) with

0 :€1,€2,€3,€4,€5
K 101,02

specifies that output o should be produced between the consumption of events
eo and ez, and output os should be produced after consumption of event ey.

Although it may be interesting to define the semantics of ECL expressions
directly in terms of input-output pairs, we have found it more practical to do
it operationally in terms of transducers. The main advantage of this approach
is that it immediately provides a standard implementation for each correlator
expression.

To facilitate a compositional definition of the semantics of ECL expressions
we introduce the correlation machine, a finite-state transducer extended with
facilities for concurrency and reset in a way similar to Petri Nets [18], that
supports a concise representation of simultaneous evaluation and preemption.
Concurrency is provided by having transitions that map sets of sets of states into
sets of states, such that multiple states may have to be active for the transition to
be enabled. Reset is provided by explicitly including a clear set in the transition,
which may be a superset of the enabling condition. A similar way of reset was
also proposed in [21].

The addition of concurrency makes the transducer potentially nondetermin-
istic, which is undesirable for an operational model. In the compositional con-
struction of the correlators we have found it convenient to eliminate this non-
determinism by means of a partial order on transitions that specifies a priority
ordering among enabled transitions.

Correlation machines may have internal transitions, that is, transitions that
do not consume any input events. To enable uniform treatment of all transitions
we define expanded input and output sequences that are padded with empty
input events and empty output constants in such a way that the constraints on
the relative positions of input and output are preserved.

We will use X, for X, U {e}, and X4 for Xy U {e}.

Definition 2 (Expanded input-output pair). The pair (¢’,K’) is an expan-
sion of (o,{k, f)) if o' (resp. k') is equal to o (resp. k) interleaved with finite
sequences of the empty input (resp. output) event €. Let g, h be the (weakly in-
creasing) functions that map the indices of the elements in o, k into the indices
of the corresponding elements in o', k’'. We say that the expansion respects f if
the outputs in the expansion are produced “at the right time”, that is, if for all
t>0
9(£(0)) < h(i) < g(F(i) + 1)

Example 2. For the sequences o, k in example [Tl the expansion

o' iej€e€eey € eeseqes €€
K':€€e€€ce01€€09 € ce
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9(3) =7, and h(1) =5 for the

respects f, as g(f(1)) = ¢(2) = )+ 1) =
=9(4) =8, 9(f(2) +1) = g(5) =9, and h(2) = 8 for

)
first output, and g(f(2))
the second output.

Definition 3 (Correlation Machine). A correlation machine ¥ : (Q,I, T, <)
has the following components

— Q: a finite set of states,

— I C Q: the set of initial states,

— T: a finite set of transitions T = (En, a, Clr, Tgt,0) € T, with En C 29, the
enabling states, Clr C @Q, the clear states, Tgt C Q, the target states, and
a € Em, the input event, and o € X4, the output character, and

— <XC T X T: a partial order on transitions.

Definition 4 (Behavior). An input-output pair (o, (k, f)) is a behavior of a
correlation machine ¥ : {(Q, I, T, <) if there exists an expansion (o’,K’),

I
o Y Y1 Y2 Yz ...
KT wo wy wo ws ...

that respects f, and if there exists a sequence of sets of states and sets of tran-
sitions Sp, Ty, S1,T1, - .. such that

Initiation (1): So =1
Consecution : for each 7 >0
(CO) all transitions in T; are enabled, that is, for all T = (En.,...) € Tj, for
all sets s € En, at least one state q is in the current set of states:

Vse En, dJges . ges;

(C1) all transitions T € T are taken:

Siyi=(8 - |J cir) u | Tt,

T€T; TeT)

(C2) all transitions T € T; are minimal in the partial order with respect to all
transitions that are enabled on S;, that is, for all T € T, 7/ < T

dse€ En. VYges . q&S;

and T; is mazximal, that is, it contains all transitions that are enabled
and mintmal with respect to the partial order.

(C3) for all transitions T = (..., a,...,0) € T}, the input event a agrees with
the input event in the input sequence in o', and the output o agrees with
the output constant in k', that is, a = y; and o = wj.
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Fig. 1. Correlation automaton

Several transitions can be run in parallel. Condition C0 says that all of them have
to be enabled, while condition C3 establishes that they have to be consistent
with the input and output. Conditions C1 and C2 establish that the set of
fired transitions is the greatest set of enabled transitions that are minimal with
respect to the partial order.

Note, in particular, that if in state S; no transition is enabled, or no enabling
transition is interested in input event y; then 7; = () and S;1; = ;.

Ezample 3. Consider the correlation machine A = (@, I, T, <) with components

- Q={q1.92,93, 4,95, g6}, with I = {q1 },
- T: {7_1;7_277—377—477_5} with

={{ar}}, e, {ar}, {a2, 3, d6} €)
T2 = ({{Q2}}7a7 {q2}’ {Q4}; 6)
T3 = ({{(B}}vb’ {Q3}, {(J5},€)
T4 = ({{q‘l}v {Q5}}7€’Qa {Q1}7x)
({{qﬁ}}vcaQ7{Q1},€)

- <=0.

Remark: In the rest of the paper, when the enabling condition of a transition
consists of a single set we write just the set rather than the set of that set, to
avoid clutter in notation.

A graphical representation of the machine is shown in figure [l In the figure
transitions are shown by rectangles. The automaton produces an output = after
every a and b in any order, without an intervening c. For example, the event
sequence aabbcba produces the run and output sequence shown in figure[Z. Notice
the reset effect of transitions 74 and 75. Both clear all currently active states and
start afresh.
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o a a b b c b a
q2 qa| |44 g4 q2 q2 q2 q2 qa q2
7 :||q1|7i| g3 |T2| g3 |0] g3 |T3| g5 |Talg1|T1| g3 |T3| @5 |75 |q1 |1 | 3 | 73| g5 |2 g5 |Talg |71 g3
de qe | |46 g6 de g6 g6 qe de qe
K T x

Fig. 2. Run of A on event sequence aabbcba

@

Fig. 3. Correlation module for a single event e

Correlation Module: Correlation machines for correlation expressions are con-
structed in a bottom-up fashion from the subexpressions. The building block,
called a correlation module is a correlation machine extended with two final
states: s to indicate successful completion and f to indicate failure of a subex-
pression. Final states only have significance in the modular construction; they
become regular states in the final machine. In the following section we introduce
the correlation module for some of the constructs defined in section

4 Translation

Single Input Event: The correlation module for a single input event e € X, is
shown in figure[3. Tt has three states, {q1,q2, g3}, of which ¢ is initial, and one
transition, ({q1},e,{q1},{q2},€)), that takes the given event as input and moves
to the success state without producing any output. The success state is g2 and
the failure state is g3. Notice that g3 is not reachable, reflecting the fact that a
predicate expression cannot complete in failure.

Compound Ezpressions: The description of the construction of correlation mod-
ules for compound expressions assumes the correlation modules M1, ... M, for
the subexpressions have already been constructed. We describe the construc-
tion for the accumulation expression in some detail to illustrate the construction
method and mostly rely on the figures for the other constructs.

The correlation module M = (Q,1,7,<,s, f) for an accumulation expres-
sion accumulate{¢;, ¢2} with correlation modules M; and My for ¢; and ¢
respectively is shown in figure B(a). It consists of the following components:

— The set of states is the union of the set of states for the subexpressions
extended with two new states (not appearing in @1 or Q2) to be the new
success and failure states. The set of initial states is set to reflect that both
subexpressions should be evaluated in parallel:

Q = QUQ2U{q,q2} with I = LU
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(a) accumulation (b) selection

BHAE - @

®

@M» -

(c) sequential

Fig. 4. Correlation modules for accumulation, selection and sequential. The shaded
circles denote the success and failure nodes of the modules My 2y, and the unshaded
circles denote the success and failure nodes of the resulting module. Transitions with
conjunctive enabling condition are shown shaded and disjunctive transitions are un-
shaded.

— The set of transitions is the union of the sets of transitions of the subexpres-
sions, extended with two new internal transitions that complete the evalua-
tion of the accumulation expression:

T = TiUTaU{r, 2}

with
7= ({{s1},{s2}},6,Q1 UQ2,{q1},¢)
Ty = ({f17f2}a€7Ql UQQa {QQ},G)

Notice that the enabling condition of 7y is conjunctive: both states must be
present, while the enabling condition of 75 is disjunctive: the transition is
enabled if one of the states is present.

— The partial orders of the two subexpressions are combined and the new
transitions are given lower priority

< ==<1U=U(THUTs,{11,72,73}) U{(11,72)}
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to reflect that internal transitions of the subexpressions must always be
taken before the internal transitions of this module, to make sure the subex-
pressions have finished their “cleaning up”. The pair (71, 72) is added to
eliminate the potential nondeterminism if these transitions become enabled
simultaneously: it gives priority to success.

— The final states are the two newly added states s = g; and f = go.

The correlation module for the selection expression select{¢, ¢2} is illus-
trated in figure [(b). As mentioned before, the selection expression is the dual
of the accumulation expression, which is reflected in the dualization of the tran-
sitions 71 and To:

71 = ({51,52},6, Q1 UQ2,{q1},¢€)
= ({{fi}, {fo}}, 6. @1 UQ2, {g2}. €).

The correlation module for sequential composition sequential{¢;, P2} is
shown in figure Bfc). It adds two new states, the success state ¢; and the failure
state g2, and four internal transitions

1 = ({s1},€6,Q1,I2,¢€)

T2 = ({f1}76’Q17{qQ}’6)
3= ({s2},6 Q2,{q1},€)
T4 = ({f2}767Q27{Q2}7€)

where 7 links the success state of the first module to the initial states of the
second module.

The correlation module for an unless expression, do{¢; } unless{¢} is shown
in figure B(a). The two new transitions have transition relation

T = ({31}’67621 UQ2, {Ch}ve)
T2 = ({f1, 52}, 6, Q1 UQ2,{q2},€)

where transition 71 is the success transition, while 75 leads to failure. As men-
tioned in section [Z] the unless expression can cause an expression to fail, as
witnessed by 72, which leads from s (a success state) to g2 (a failure state).

Output Fxpressions: The correlation module for the push expression
push (z) {¢}, shown in figure B(b), adds two transitions

1 = ({51}7€aQ1a{Q1}’m>
T2 = ({fl}aeana{qQ}ae)

the first of which outputs constant z upon successful completion of the module
for ¢, while 7 simply propagates the failure.
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Fig. 5. Correlation modules for unless and push.

Mode Expressions: The correlation module M for a mode expression with cor-
relation modules M; for ¢;,i = 1,...n, and My, for p;, ¢ = 1...n consists of
the following components:

— The set of states, @, is the union of the states of the guards and the expres-
sions and two additional states for the new success and failure state. The
initial states are those of the first expression, ¢1, combined with the initial
states of the guards of the other expressions.

— The set of transitions includes the transitions of the expressions and the
guards, and is extended with one mode entry transition ; for each mode ¢;,
i = 1...n with transition relation 7, = ({sg:}, €, @, I; U G4, €) where G; is
the union of the set of initial states of the guards other than p;. Both the
success and failure state of this module are unreachable.

— The partial orders of all modules are combined, and the transitions belonging
to the guard expressions are given higher priority than those belonging to
the expressions, to reflect that the preemption of a mode by another mode
has higher priority than the consumption of the same event within a mode.

Ezxample 4. Figure [[lshows an example of a small avionics scenario inspired by
a real-life system. It consists of seven components which are triggered either
periodically by time-out, manually by the pilot, or by notification of a correla-
tion expression. The purpose of the system is to control the data displayed on
the navigation display. The displayed data can be navigational steering data or
tactical steering data, as selected by the pilot. Only components that contribute
to the selected data should be activated. Figures B and [ show the result of
the bottom-up construction of the correlation module, and the pruned corre-
lation machine, respectively, for the navigation display component. These were
generated automatically from the correlation expression.
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O Q0

O~ 1-Or

Fig. 6. Correlation module for mode expression

component trigger output
global positioning |time-out gps
navigator time-out nav
pilot control manual tm,nm
airframe repeat{notify{gps}} af
modes{
tactical steering in{tm}do{repeat{notify{af}}} tacst
in{nm}do{false}}
modes{
in{tm}do{false}

navigational steering navst

in{nm}do{repeat{
notify{select{nav,af}}}}}

modes{
in{tm}do{repeat{
navigation display notify{ accumulate{af,tacst}}}}
in{nm}do{repeat{
notify{ accumulate{af,navst}}}}}

Fig. 7. Scenario for controlling a navigation display

5 Related Work

Several proposals for specification languages for event correlation appear in the
literature. In [4], a language based on typed A-calculus is used, where composite
events are represented by curried functional expressions with a formal semantics
defined in terms of reduction rules.

Zhu and Sethi [22] propose a language that includes a negation operator.
Expressions are evaluated relative to some fixed or sliding time window; the
negation operator precludes the occurrence of its argument during that window.
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Fig. 8. Correlation module for the navigation display

navigation_display
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Fig.9. Correlation machine for the navigation display

COBEA [13] is an event-based architecture that includes an evaluation engine
for composite events specified in the Cambridge Composite Event Language [9
10]. The semantics is defined in terms of push-down machines.

The use of composite temporal events has received much attention in the
active database community. Gehani et al. [7] propose a language for specify-
ing composite events with semantics in terms of event history maps, which is
expressively equivalent to regular expressions and can be translated into NFA.
Coordination of subexpressions is done through correlation variables to allow
parameterization. The method is implemented in COMPOSE [6]. In [I6/T7] Mo-
takis and Zaniolo propose a specification language based on Datalog. Their pat-
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tern language allows parameterization, with parameter instantiations propagated
through the expression.

6 Conclusion and Future Directions for Research

We have presented a declarative language to express event correlation expressions
for publish-subscribe systems. The semantics of this language was defined in
terms of correlation machines, an operational model that can be directly used
as an event processing engine in an event channel.

Applications and Implementation: The language presented here has been applied
in Boeing’s Open Experimental Platform (OEP). It was found that the use of
event correlation expressions reduced the need for special-purpose components
by moving functionality to the event channel. A prototype event processor based
on correlation machines has been implemented in C++ and is being integrated in
the OEP. A separate event processor has been implemented in Java and has been
integrated with FACET [12], a real-time event channel developed at Washington
University at St Louis.

Analysis: Publish-subscribe systems are used in mission-critical avionic appli-
cations [19] and may potentially be used in other safety-critical systems. The
availability of analysis tools for event correlation expressions will contribute to
the acceptance of this technology as a reliable addition to simple event filtering.
Since these machines are essentially finite state, we believe that many of the
analysis problems are tractable. Some of these include:

— checking expressions for triviality, (i.e. whether the expression filters in ev-
erything), or vacuity (where the expression rejects everything),

— checking liveness, that is, at any point it is possible for some event-sequence
to lead the machine to acceptance,

— checking containment among correlators,

— checking correlation expressions against event-loops for equivalence,

— checking event dependencies.

Optimization: The correlation machines that are generated by the construc-
tion method described are obviously rather inefficient; they contain unreach-
able states and redundant internal transitions. Other transformations may be
envisaged for time/space trade-offs. Our current model favors a concise repre-
sentation. However this comes at the price of increased event processing time.
In time-critical applications, for example, one may want to eliminate the con-
currency and fully determinize the transducer.

Evaluation Strategies: A large system may have many subscriptions. Hence, the
middleware is faced with the task of evaluating each of these expressions for
each incoming event. This can cause a severe overhead and lead to performance
degradation. There are two complementary approaches to alleviate this problem.
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The first tactic is to compose correlation machines. Consider a number of
consumers with different subscriptions. A naive implementation would run all
the correlators in parallel. A more efficient version should try to reuse the work
of the evaluation of different machines. In [I] a first approach to this problem
has been considered. This problem resembles that of performing multiple parallel
searches in a string [§].

The second tactic is to decompose a machine into many machines and dis-
tribute these along the network. Thus, if while routing an event, a determination
can be made that it is not of interest, it can be discarded. This can save network
bandwidth and yield more processing time. This has been called the quenching
problem in [T1].
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Abstract. High-level programming languages offer significant expres-
sivity but provide little or no guarantees about resource utilization.
Resource-bounded languages provide strong guarantees about the run-
time behavior of programs but often lack mechanisms that allow pro-
grammers to write more structured, modular, and reusable programs. To
overcome this basic tension in language design, this paper advocates tak-
ing into account the natural distinction between the development plat-
form and the deployment platform for resource-sensitive software.

To illustrate this approach, we develop the meta-theory for GeHB, a two-
level language in which first stage computations can involve arbitrary
resource consumption, but the second stage can only involve functional
programs that do not require new heap allocations. As an example of
a such a second-stage language we use the recently proposed first-order
functional language LFPL. LFPL can be compiled directly to malloc-
free, imperative C code. We show that all generated programs in GeHB
can be transformed into well-typed LFPL programs, thus ensuring that
the results established for LFPL are directly applicable to GeHB.

1 Introduction

Designers of embedded and real-time software attend not only to functional spec-
ifications, but also to a wider range of concerns, including resource consumption
and integration with the physical world. Because of the need for strong a-priori
guarantees about the runtime behavior of embedded software, resource-bounded
languages (c.f. [TARQI2829]) generally trade expressivity for guarantees about
runtime behavior. Depending on the kind of guarantees required, a resource-
bounded language may have to deprive the programmer from useful abstraction
mechanisms such as higher-order functions, dynamic data structures, and gen-
eral recursion. We argue that this trade-off can be avoided if the language itself
can express the distinction between computation on the development platform
and computation on the deployment platform. Such a language could provide a
bridge between traditional software engineering techniques on one side, and the
specific demands of the embedded software domain on the other.
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LFPL: Bounded Space and Functional In-Place Update. Recently, Hof-
mann proposed the resource-bounded programming language LFPL [S[10], a
first-order functional language with constructors and destructors for dynamic
data structures. The type system of LFPL ensures that all well-typed programs
can be compiled into malloc-free, imperative C code. [8]. Without any special
optimizations, the performance of resulting programs is competitive with the
performance of programs generated by the OCaml native code compiler.

The essential idea behind LFPL is the use of a linear type system that ensures
that references to dynamically allocated structures are not duplicated at runtime.
The key mechanism to achieving this is ensuring that certain variables in the
source program are used at most once (linearity). Constructors for dynamic
structures carry an extra field that can be informally interpreted as a capability.
The following is an implementation of insertion sort over lists in LFPL [10]:

let rec insert(d,a,l) =
case 1 of
nil -> cons(a, nil) at d
| cons(b,t) at d’> -> if a < b
then cons(a, cons(b, t) at d’) at d
else cons(b, insert(d’,a, t)) at d
let rec sort(l) =
case 1 of
nil -> nil
| cons(a,t) at d -> insert(d, a, sort(t))

The main function, sort, takes a list 1 and returns a sorted list. Using pattern
matching (the case-statement), the function checks if the list is empty. If so, the
empty list is returned. If the list is non-empty, the constructor cons for the list
carries three values: the head a, the tail t, and a capability d for the location
at which this list node is stored. Note that the capability d is passed to insert,
along with the head of the list and the result of recursively calling sort on the
tail. The type system ensures that well-typed programs do not duplicate such
capabilities. This is achevied by ensuring that a variable like d is not used more
than once.

It has been shown that any LFPL program can be compiled to a C program
that requires no heap allocation, and therefore no dynamic heap management
[RIT0]. Instead of allocating new space on the heap, constructor applications are
implemented by modifying heap locations of previously allocated data structures.

Expressivity. The example above points out a common limitation of resource-
bounded languages. In particular, we often want to parameterize sorting func-
tions by a comparison operation that allows us to reuse the same function to
sort different kinds of data (c.f. [T4]). This is especially problematic with larger
and more sophisticated sorting algorithms, as it would require duplicating the
source code for such functions for every new data structure. In practice, this can
also cause code duplication, thus increasing maintenance cost.

! We use an OCaml-like concrete syntax for LFPL.
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Such parameterization requires higher-order functions, which are usually ab-
sent from resource-bounded languages: implementing higher-order functions re-
quires runtime allocation of closures on the heap. Furthermore, higher-order
functions are expressive enough to encode dynamically allocated data structures
such as lists.

Contributions. A key observation behind our work is that even when targeting
resource-bounded platforms, earlier computations that lead to the construction
of such programs are often not run on resource-bounded development platforms.
Commercial products such as National Instrument’s LabVIEW Real-Time [20]
and LabVIEW FPGA [21] already take advantage of such stage distinctions.
The question this paper addresses is how to reflect this reality into the design
of a language that gives feedback to the programmer as soon as possible as to
whether the “final product” is resource-bounded or not.

We demonstrate that ideas from two-level and multi-stage languages can be
used to develop natural, two-stage extensions of a resource-bounded language.
The focus of this paper is on developing the meta-theory for GeHB, a statically-
typed two-stage language that extends LFPL. The resulting language is more
expressive and takes advantage of the realistic assumption of having two dis-
tinct stages of computation. In the first stage, general higher-order functions
can be used. In the second (or “LFPL”) stage, no dynamic heap allocation is
allowed. Type-checking a GeHB program (which happens before the first stage)
statically guarantees that all second-stage computations are heap-bounded. This
strong notion of static typing requires that we type check not only first-stage
computations, but also templates of second-stage programs. Compared to tra-
ditional statically-typed multi-stage languages, the technical challenge lies in
ensuring that generated programs satisfy the linearity conditions that Hofmann
defines for LFPL. While a direct combination of a multi-stage language and
LFPL does not work, we show how this problem can be addressed using the re-
cently proposed notion of closed types [4l[7]. Finally, we show that all generated
programs can be transformed into well-typed LFPL programs, thus ensuring
that the results established for LEPL are directly applicable to GeHB.

The results presented here are a step toward our long-term goal of develop-
ing an expressive statically-typed functional language that can be used in the
challenging context of embedded systems [27].

Organization of This Paper. Section ] introduces the basic concepts of
general-purpose multi-stage programming, and points out a technical problem
in the direct combination of a multi-stage type system with the type system of
LFPL. Section[d formalizes the type system and semantics of GeHB, and presents
a type preservation result for first-stage evaluation. The section also shows that
second-stage values determine LFPL programs and that results about LFPL
apply to GeHB. Section [ illustrates programming in GeHB and the impact of
typing rules from the programmer’s perspective. Sections Bl and[@ discuss various
aspects of the work and conclude.
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2 Multi-stage Programming

Multi-stage languages [22[1324] provide light-weight, high-level annotations that
allow the programmer to break down computations into distinct stages. This
facility supports a natural and algorithmic approach to program generation,
where generation occurs in a first stage, and the synthesized program is executed
during a second stage. The annotations are a small set of constructs for the
construction, combination, and execution of delayed computations. Underlying
program generation problems, such as avoiding accidental variable capture and
the representation of programs, are completely hidden from the programmer
(c.f. [24]). The following is a simple program written in the multi-stage language
MetaOCaml [17]:

let rec power n x = if n=0 then <1> else <"x * ~(power (n-1) x)>
let power3 = <fun x -> " (power 3 <x>)>

Ignoring the staging annotations (brackets <e> and escapes ~e) , the above code
is a standard definition of a function that computes z™, which is then used to
define the specialized function x3. Without staging, the last step just produces a
closure that invokes the power function every time it gets a value for x. The effect
of staging is best understood by starting at the end of the example. Whereas a
term fun x -> e xis a value, an annotated term <fun x -> ~(e <x>)> is not.
Brackets indicate that we are constructing a future stage computation, and an
escape indicates that we must perform an immediate computation while building
the bracketed computation. The application e <x> has to be performed even
though x is still an uninstantiated symbol. In the power example, power 3 <x>
is performed immediately, once and for all, and not repeated every time we
have a new value for x. In the body of the definition of the function power, the
recursive application of power is escaped to ensure its immediate execution in the
first stage. Evaluating the definition of power3 produces <fun x -> x*x*x*1>.

General-purpose multi-stage languages provide strong safety guarantees. For
example, a program generator written in such a language is not only type-safe
in the traditional sense, but the type system also guarantees that any generated
program will be type safe. Traditionally, multi-stage languages were used for
quantitative benefits (speed-up). In this work, the benefit is more qualitative,
in that it allows programmers to write programs that previously could not be
expressed in a resource-bounded language.

A Naive Approach to Generating LFPL Programs. Combining the type
systems for multi-stage languages and LFPL is not trivial. In particular, it cannot
be achieved by simply treating level 0 variables as non-linear variables (that
can be used multiple times). The level of a term e is 0 if it is executed in
the first stage, or 1 if it is executed in the second. A term is at level 0 by
default, unless it occurs (unescaped) inside brackets. For example, consider the
expression <fun x -> ~(power 3 <x>)>. The use of power is surrounded by

2 In the implementation of MetaOCaml, dots are used around brackets and before
escapes to disambiguate the syntax.
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one set of brackets and one escape, therefore power is used at level 0. The use
of x is surrounded by two sets of brackets and one escape, and therefore occurs
at level 1. Similarly, the binding of x occurs at level 1. Treating level 0 variables
as non-linear and level 1 variables as linear is problematic for two reasons:

1. Some level 0 variables must be treated linearly: Variables bound at level 0 can
refer to computations that contain free level 0 variables. A simple example
is the following:

<fun x => “((fun y -> <7y, y)>) <x>)>

In this term, x is bound at level 1, while y is bound at level 0. Note that x
is used only once in the body of the term, and is therefore linear. However,
if we evaluate the term (performing the first stage computation) we get the
term

<fun x -> (x,x)>

where x is no longer used linearly. This occurs because y was not used linearly
in the original term. Thus, one must also pay attention to linearity even for
level 0 variables such as y.

2. Not all level 1 variables need to be linear: Hofmann’s type system is param-
eterized by a signature of function names. Such functions can be used many
times in an LFPL program. A natural way to integrate such function names
into our formulation is to treat them as non-linear variables. [

Ignoring the first point leads to an unsound static type system: it fails to ensure
that generated programs require no heap allocation in the second stage. Ignoring
the second leads to an overly restrictive type system.

3 GeHB: Generating Heap Bounded Programs

The syntax of the subset of GeHB that we study is defined as follows:

ex=1i|lx|xelele)|letz=cine]| (ee)]|m e|meelif etheneelsee |
let rec f(x) =eine|[e]|let[x] =eine] (e) | “e| nil | cons(e,e)ate |
case e of nil = e’| cons(x,y)at z — e

The first line introduces integers, variables, lambda-abstractions, applications,
local variable bindings, pairs, and conditionals. The second line introduces re-
cursive definitions, as well as the closedness annotations [e] and let [x] = eg in e;.
(We read [e] as “closed of €”.)

Intuitively, closedness annotations are assertions reflected in the type and
checked by the type system. The first annotation instructs the type checker

3 While Hofmann’s type system for LFPL does not include an explicit typing rule for
function definitions, it is essential that functions not introduce new resources when
they are applied. A natural way to achieve this, as we show here, is for the body of
a function definition to be typed in an environment where only non-linear variables
are visible.
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Fig. 1. Type System for GeHB

to ensure that the value resulting from evaluating e can be safely duplicated,
without leading to any runtime heap allocation. If e can be type-checked as
such, then the term [e] is assigned a special type. By default, variables will be
considered linear. The second annotation allows the programmer to promote the
value resulting from evaluating eg to a special type environment for non-linear
variables, if the type type of ey indicates that it can be safely duplicated. The
construct then binds this value to x, and makes x available for an arbitrary
number of uses in e;. The syntax for these constructs was inspired by the syntax
for S4 modal logic used by Davies and Pfenning [7].

Next in the definition of the syntax are brackets and escapes, which have been
described in the previous section. The remaining constructs are constructors and
pattern matching over lists. We avoid artificial distinctions between the syntax
of terms that will be executed at level 0 and terms executed at level 1. As much
as possible, we delegate this distinction to the type system. This simplifies the
meta-theory, and allows us to focus on typing issues.
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Type System. The syntax of types for GeHB is defined as follows:
tu=int|t—=t|txt] o |[t]] () ]|list(t)

The first three types are standard. The type ¢ (read “diamond”) can be intu-
itively interpreted as the type of the capability for each heap-allocated value.
The type [t] (read “closed of t”) indicates that a value of that type can be safely
duplicated. The semantics for this type constructor was inspired by both the
linear type system of LFPL and the closed type constructor used for type-safe
reflective and imperative multi-stage programming [24T84]. The type (t) (read
“code of t”) is the type of second-stage computations and is associated with all
generated LFPL programs. The type list(t) is an example of a dynamic data
structure available in the second stage.

Different types are valid at each level:

n

0 0 n 0
bty Fti Fto Ft Fto Ft ot

n 0 n 1 0 0 1
Eint ity —t Ftoxti  Fo F[t] F(t) Flist(t)

n
We will write write t" for a type t when F ¢ is derivable.

Two kinds of typing environments will be used. The first holds values that can
be safely duplicated, whereas the second holds linear values. The environments
will have the following form:

Fa=0|La:(t%0)| Ha: (¢t —t11) and A:z=0|Az:(t",n)

Thus, all environments carry mappings from variable names to pairs of types and
binding levels. In I'; for any given variable binding, if the binding level is 0 then
the type can be any type valid at level 0. If the binding level is 1, however, only
functions bound at level 1 are allowed. In particular, the only use of I" at level
1 is to express that functions defined at level 1 (using let rec) can be safely used
multiple times in the body of a program. For A, the situation is straightforward.
A valid combined environment I'; A is a pair I" and A such that any variable x
either occurs exactly once in one of them or occurs in neither.

We will write I'™ (and similarly A™) for a I where all bindings are at level n.

n

The judgment I'; A - e : t presented in Figure [1] defines the type system for
GeHB. The environment I is standard whereas the environment A is linear.
This distinction manifests itself in the type system as a difference in the way
these environments are propagated to subterms. As a simple example, consider
the rule for application eg(e1). The environment I" is used in type checking both
terms. In contrast, the linear environment A is split into two parts by pattern
matching it with Ag and A;, and exactly one of these two parts is used in type
checking each of the subterms ey and e;.

Proposition 1. 1. If I'; At e :t is derivable, then so is F t.

m
2. If I'; Ay 2 (t9,0) B e : t' is derivable, then x occurs at most once in e.
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The first eight rules are essentially standard. Integers are available at both
levels. Two rules are needed for variables, one for the non-linear environment
(VARN) and one for the linear environment (VARL). Note that the variable rules
require that the binding level be the same as the level at which the variable is
used. Additionally, the (VARN) rule only applies at level 0. We can only lookup
a level 1 variable bound in I" if it is used in an application at level 1 (APPF).
Lambda abstractions are mostly standard, but they are only allowed at level 0.

The rule for function definitions (REC) makes the newly defined function
available as a non-linear variable. To make sure that this is sound, however, we
have to require that the body eg of this definition be typable using no linear
variables except for the function’s parameter.

The rule for close (CLOS) uses a similar condition: a closedness annotation
around a term e is well typed only if e can be typed without reference to any
linear variables introduced by the context. The rule for let-close (LETC) is the
elimination rule for the closed type constructor [t]. The rule allows us to take
any value of closed type and add it to the non-linear environment I".

The next two rules for projection and pairing are essentially standard. The
rules for brackets and escapes are standard in multi-stage languages. The re-

maining rules define conditions for terms that are valid only at level 1, and come
directly from LFPL.

Lemma 1 (Weakening). If I Fe:t then

1. F,x:(t’,n’);Alﬁe:t, and
2. Az (t',n)Fe:t

Lemma 2 (Substitution).

0 n n
1. IfI Aok eg ity and Ty Ay, 2 (81,0) oeg s to then I'y Ag, Ay - es|x :=eq] :
to.

0 n n
2. IfT;0F ey ity and I'yx 2 (t1,0); Ay b e i to then T'; Ay b exfz :=eq] : ta.

Operational Semantics for First Stage. The judgment eg & presented
in Figure [ defines the operational semantics of GeHB programs. Even though
the evaluation function used in this paper uses an index n, it is not defining how
evaluation occurs during both stages. Rather, it defines how the mix of both
level 0 and level 1 terms are evaluated during the first stage. When the index n
is 0 we say we are evaluating ep, and when the index is 1 we say we are rebuilding
this term. Note that this judgment defines only what gets done during the first
stage of execution, namely, the generation stage. Execution in the second stage
is defined in terms of Hofmann’s semantics for LEPL terms (Section B).

Lemma 3 (Type Preservation). If I'', A'Fe:t and e < ¢ then I'', A'
e :t.
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Fig. 2. Operational Semantics of First Stage in GeHB

Generated Programs as LFPL Programs. Hofmann’s type system does
not have an explicit rule for recursive definitions. Instead, the system assumes
a signature of top-level functions under which programs are typable. It remains
for us to show that programs generated by GeHB can be converted into LFPL
programs. The key observations needed to make this connection are as follows:

1. A code value (e) generated by evaluating a GeHB program is free of escapes

and level 0 terms.
2. The typing of let rec ensures that all such declarations can be lifted to top-

level.
3. The result of lifting is a sequence of function declarations ending with a

proper LFPL term.
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In what follows we justify these claims.

Code Values Are Escape Free. To establish this property it is simpler to work
with a superset of typed terms called expression families [24J26]. Expression
families classify terms based on appropriateness for appearing at a certain level:

e"eEr =i ]x|e(e") |letx=¢€"ine™| (", e") |7 € | o e™ |
if ™ then e™ else e™ | let rec f(x) = €™ in e”

¥ € BEY += Az.e0 | [°] | let [z] = € in el | (e!)

el € B! += "€ | nil | cons(e!, el)at el | case e'of nil — el ’|" cons(x,y)at z — e!

The first line defines expressions that can be associated with either level. The
second and third definitions extend the set of terms that can be associated with
levels 0 and 1, respectively. Values are defined similarly:

veV0u=i|Az.e? | (v,v)]|[v] | (9)
geVtu=ilz|glg)|letz=ging|(g.9)|mg|mg|
if gthengelse g |letrec f(z)=ging

nil | cons(g, g)at g | case g of nil = g’|' cons(x,y)at z = ¢

For level 0 values, the first three cases are standard. Values with the closed code
constructor at the head must carry a level 0 value (thus [¢] is a strict constructor).
Code values must carry a subterm that is a level 1 value. Level 1 values are level
1 expressions that do not contain escapes.

n
Proposition 2. 1. V* CE", 2. I;AF e : t implies e € E™, and 3. e" I e
implies ¢’ € V™.

Function Declarations Can Be Lifted. The subset of GeHB terms corre-
sponding to LFPL terms is easily defined as the following subset of V*: [

heMu=i|a|h(h)|letz=hinh|(hh)|m h|m h|if hthen helse h
nil | cons(h, h)at h | case h of nil = h'|" cons(z,y)at z — h

A term h is typable in our system as f; : (t} — #'},1);0 li h : t if and only
if it is typable as @ + h : ¢t in LFPL’s type system under a function signature
fiiti =t}

Lifting recursive functions can be performed by a sequence of reductions car-
ried out in the appropriate context. Declaration contexts are defined as follows:

DeD:=[]|letrec f(x) =DI[h]in D

4 The LFPL calculus has no explicit let construct, but let has no effect on heap usage.
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We will show that for every term g there is a unique term of the form D[h]. The
essence of the argument is the following partial function from V! to V*:

g1+ Di[h1] g2 — Dalhs]
1—1 I gl(gg) — Dl[DQ[hl(hg)]]

g1 — D1 [h1] g2 — Dg [hg] €T §_Z FV(DQ) g1 — D1 [h1] g2 — D2 [hg]
let z = g1 in g2 +— Dl[Dgﬂet T = hl in hg]] (91,92) — Dl[DQ[(hl, hQ)H

g — DIh] g1+ Di[h1]  ga = Dalha] g3+ Ds[hs]
T g — D[Tl'z h] if g1 then go else gz — D1 [D2 [Dg[lf h1 then h2 else hg]H

g1+ Di[h1] g2 = Dalhs]
let rec f(x) = g1 in g2 — let rec f(z) = D1[h1] in Dalhs]

g1 — Dilh1] g2+ Daha] g3 — Dslhs]
nil — nil cons(gl,gg)at gs +— Dy [DQ [Dg[COﬂS(hl, hg)at hg]ﬂ

g1+ Di[h1] g2 — Dalha] g3+ Dslhs] x,y,2 € FV(Ds)

/|/

case g1 of nil = g2 ’|' cons(z,y)at z — g3
— D1[Dy[Ds|case hy of nil = hsy ’|" cons(z, y)at z — hs]]]

The definition above uses the Barendregt convention of assuming that all
bound variables are distinct in terms such as Dq[hq] and Da[hg]. This allows
us to construct terms such as Dj[Da[hy(h2)]] without introducing accidental
variable capture.

Proposition 3. The following properties capture the basic features of lifting and
declaration contexts:

1. g+ e implies that there is a unique pair D and h such that D[h] = e.
1
2. I'y A+ Dle] : t implies that there exists a I'" = f; : (t} — ¢’} 1) such that

1 1 1
I A& e : t. Furthermore, if II'; A+ € : t, then I'; A B DJe'] : t.
Finally, x € dom(A) implies x & FV (D).

1 1

3. I'; At g:t and g — e implies I'; A& e : t. (Type-preservation for lifting.)
1

4. T'; AF gt implies there is an e such that g — e. (Totality for lifting.)

Proof. Part 1 is by a simple induction over the lifting derivation. Part 2 is by
induction over the structure of D, and noting that let recs only extend I". Part 3
is by induction over the height of the lifting derivation, using the first fact in Part
2 as well as weakening. Part 4 is by induction over the typing derivation, and
noting that the only risk to totality is the side conditions on free variables. These
side conditions only arise with binding constructs, namely, let and case. For both
constructs, the last observation in Part 2 implies that these side conditions hold.
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Theorem 1 (Generated Programs are LFPL Programs).
0
Whenever 0;x; : (0,1) Fe: (t) and e N €', then

— there exists a term g such that (g) = €/,
there exists D and h such that g — DIh],

1
— there exists I" = f; : (t} — '}, 1) such that I";2; : (0,1) F h:t, and
— the LFPL judgment x; : o = h : t is derivable under signature f; : th — ¢/l

4 Parameterized Insertion Sort in GeHB

GeHB allows us to parameterize the insertion sort function presented in the
introduction with a comparison operator. This generalization takes advantage
of both staging and closedness annotations. Intuitively, this function will take
as argument a staged comparison function, a second-stage list computation, and
returns a second-stage list computation. Formally, the type of such a function
would be:

(KA>*<A> -> <int>) * <list(A)> -> <list(A)>

for any given type A. But because this function will itself be a generator of func-
tion declarations, and the body of a function declaration cannot refer to any
linear variables except for its arguments, we will need to use closedness annota-
tions to express the fact that we have more information about the comparison
operator. In particular, we require that the comparison operation not be allowed
to allocate second-stage heap resources. The closed type constructor [...] al-
lows us to express this requirement in the type of the generalized sort function
as follows:

[<A>*<A> -> <int>] * <list(A)> -> <list(A)>
The staged parameterized sort function itself can be defined as follows:

let rec sort_gen(f,11) =
let [f’] = f in
<let rec insert(d,a,l) =
case 1 of
nil -> cons(a, nil) at d
| cons(b,t) at 4’ -> if ~(f’(<a>, <b>))
then cons(a, cons(b, t) at d’) at d
else cons(b, insert(a, d4’, t)) at d
in let rec sort(l) =
case 1 of
nil -> nil
| cons(a,t) at d —> insert(d, a, sort(t))
in sort(~11)>

in sort_gen([fun (x,y) -> <fst("x) > fst("y)>],
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<cons((3,33), cons((100,12), cons((44,100),
cons((5,13),nil) at d4) at d3) at d2) at di1>)

Without the staging and the closedness annotations, this definition is standard.
We assume that we are given four free heap locations d1 to d4 to work with.
As illustrated in Section Bl the staging annotations separate first stage compu-
tations from second stage ones. Closedness annotations appear in two places
in the program. Once on the second line of the program, and once around
the first argument to the sort_gen function at the end of the program. The
closedness annotation at the end of the program asserts that the program frag-
ment fun (x,y) -> <fst("x) > fst("y)> is free of operations that allocate
resources on the heap during the second stage. Because function parameters are
linear, and function definitions can only use their formal parameters, the vari-
able f cannot be used in the body of the (inner) declaration of insert. Knowing
that this variable has closed type, however, allows us to use the construction
let [£’]=f to copy the value of £ to the non-linear variable f£’, which can
thereafter be used in the body of insert.

Evaluating the GeHB program above generates the following code fragment:

<let rec insert(d,a,l) =
case 1 of nil -> cons(a, nil) at d
| cons(b,t) at d’ -> if fst(a) > fst(b)))
then cons(a, cons(b, t) at d’) at d
else cons(b, insert(a, d’, t)) at d
in let rec sort(l) =
case 1 of nil -> nil
| cons(a,t) at d -> insert(d, a, sort(t))

in sort(cons((3,33), cons((100,12), cons((44,100),
cons((5,13),nil) at d4) at d3) at d2) at di1)>

The generated program is a valid LFPL program, and in this particular case,
no lifting of function declarations is required. Note also that because higher-
order functions are only present in the first stage, there is no runtime cost for
parameterizing insert with respect to the comparison operator f£. In particular,
the body of the comparison operation will always be inlined in the generated
sorting function.

5 Discussion

An unexpected finding from the study of GeHB is that generating LFPL pro-
grams requires the use of a primarily linear type system in the first stage. This is
achieved using a single type constructor [¢] that captures both linearity [3] and
closedness [4]24]. Both notions can separately be interpreted as comonads (c.f.
and [2]). The type constructor [¢] seems novel in that it compacts two comon-
ads into one constructor. From a language design perspective, the possibility of
combining two such comonads into one is attractive, because it reduces annota-
tions associated with typing programs that use these comonads. A natural and
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important question to ask is whether the compactness of [t] is an accident or
an instance of a more general pattern. It will be interesting to see whether the
useful composability of monads translates into composability of comonads.

GeHB provides new insights about multi-stage languages. In particular, we
find that the closed type constructor is useful even when the language does not
support reflection (the run construct). Because the notion of closedness is self-
motivated in GeHB, we are hopeful that it will be easy to introduce a construct
like run to this setting. With such a construct, not only will the programmer be
able to construct computations for an embedded platform, but also to execute
and receive results of such computations. An important practical problem for
general multi-stage programming is code duplication. In the language presented
here, no open code fragments can be duplicated. It will be interesting to see
if, in practice, a linear typing approach could also be useful to address code
duplication in multi-stage languages.

Czarnecki et al. [6] describe a template-based system for generating embedded
software for satellite systems. In this approach programs are generated automat-
ically from XML specifications and domain-specific libraries written in languages
like Ada and Fortran. Their system was designed with the explicit goal of produc-
ing human-readable code and relies on the programmer to verify its correctness.
In contrast, our goal is to design languages that let programmers reason about
generated programs while they are reading and writing the generator. If enough
guarantees can be made just by type checking the generator, then we know
that the full family of programs produced by this generator is well-behaved. The
contributions of GeHB and Czarnecki et al. are orthogonal and compatible.

6 Conclusions and Future Work

We have presented the two-level language GeHB that offers more expressivity
than LFPL and at the same time offers more resource guarantees than general-
purpose multi-stage languages. The technical challenge in designing GeHB lies
in finding the appropriate type system. The development is largely modular, in
the sense that many results on LFPL can be reused. While we find that a naive
combination of two-level languages and LFPL is not satisfactory, we are able to
show that recently proposed techniques for type-safe, reflective, and imperative
multi-stage programming can be used to overcome these problems.

Future work will focus on studying the applicability of two-level languages for
other kinds of resource bounds. For example, languages such as RT-FRP [2§]
and E-FRP [29] have complete bounds on all runtime space allocation. This is
achieved by interpreting recursive definitions as difference equations indexed by
the sequence of events or stimuli that drive the system. An important direction
for future work is to define a useful class of terminating recursive definitions with
a standard interpretation. Three interesting approaches appear in the literature,
which we plan to investigate in future work: The use of a type system that
explicitly encodes an induction principle, which allows the programmer to use
recursion, as long as the type system can check that it is well-founded [12/[IT],
the use of special iterators that are always guaranteed to terminate [5], enriching
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all types with information about space needed to store values of the respective
types, and the use of the principle of non-size-increasing parameters [I6/15].
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Abstract. The issue of integrating event-driven workload into existing
static schedules has been addressed by Fohler’s Slot Shifting method
[B] [6]. Slot Shifting takes a static schedule for a time-driven workload
as input, analyzes its slacks off-line, and makes use of the slacks to ac-
commodate an event-driven workload on-line. The Slot Shifting method
does not address how to produce a static schedule which it assumes as
given. We propose an integrated approach with an off-line pre-scheduler
and an on-line scheduler. The pre-scheduler produces a pre-schedule of
the time-driven workload with sufficient embedded slacks to accommo-
date the event-driven workload. The on-line scheduler schedules all work-
loads by EDF with one extra constraint: the order of execution of the
time-driven workload must follow the pre-schedule. Our pre-scheduler
produces a valid pre-schedule if and only if one exists and is therefore
optimal. We shall show that the choice of the pre-schedule cannot be
considered independent of the event-driven workload.

1 Introduction

An embedded computer system may be required to process time-driven as well
as event-driven tasks. Consider a node in a wireless sensor network. The wireless
node may collect information from its sensors and performs signal processing
transformations on the data at fixed time intervals, and these time-driven tasks
may be characterized by periodic tasks [8]. The node may also perform mode
changes and relay control signals among the nodes, and these event-driven tasks
may be characterized as sporadic tasks [9]. This paper addresses the problem
of scheduling a combination of periodic tasks and sporadic tasks by introducing
the concept of “pre-scheduling” which integrates off-line and on-line scheduling
techniques.
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The Cyclic Executive (CE) [1] is a well accepted scheduling technique for
periodic tasks. A CE schedule is produced off-line to cover the length of a hyper-
period, i.e., the least common multiple of the periods of all the tasks. The CE
schedule is represented as a list of “executives”, where each executive defines an
interval of time in a hyper-period to be allocated to a specific task. During on-
line execution, a CE scheduler partitions the time line into an infinite number of
consecutive hyper intervals, each the length of a hyper-period, and repeats the
CE schedule within each hyper interval. The significant advantages of CE include
the following: (1) the on-line overhead of CE is very low, O(1) and can usually be
bounded by a small constant. (2) a variety of timing constraints, such as mutual
exclusion and distance constraints can be solved by off-line computation [12],
which might otherwise be difficult to handle by typical on-line schedulers such
as the Earliest Deadline First (EDF) scheduler. However, the drawback of CE
is that it does not provide sufficient flexibility for handling the unpredictable
arrival times of sporadic tasks. Even though sporadic tasks can be modeled as
pseudo periodic tasks [9] and can therefore be scheduled by CE, this method
may reserve excessive capacity whenever the deadline of a sporadic task is short
compared with its mean time of arrival, as is typically the case of mode changes
in state machines.

The Earliest Deadline First scheduler (EDF) is known to be optimal for
scheduling periodic and sporadic tasks [§] [9]. EDF requires that at any moment
during on-line scheduling, among all arrived but unfinished jobs, the job with the
nearest deadline be selected for execution. However, the on-line complexity of
EDF is O(Ign), which is higher than that of CE (O(1)). Other than the potential
problem with over capacity as mentioned above, the EDF scheduler does not
provide strong predictability as the CE scheduler in terms of guaranteeing the
ordering of jobs, which is unknown off-line in general. This ordering may be
important if programmers exploit this ordering to minimize the use of data
locks at run time, as is common practice in avionics software systems.

Seeking a balanced solution, Fohler has investigated the issue of integrat-
ing event-driven workload, modeled as aperiodic tasks into pre-computed static
schedules by the Slot Shifting [5] method. Isovic and Fohler further integrated
sporadic tasks into this approach [6]. In the Slot Shifting approach, the “slacks”
left within the static schedule are computed off-line and then applied on-line to
accommodate event-driven workload. While the Slot Shifting approach tests if
a given set of aperiodic or sporadic tasks can be scheduled within a given static
schedule, this method does not address how to generate a static schedule for
periodic tasks to fit with the aperiodic and sporadic tasks if both the periodic
and sporadic workload are given as input.

In this paper we propose an integrated approach consisting of an off-line
component and an on-line component, as shown in Figure 1. The off-line com-
ponent is called Slack-Reserving Pre-scheduler (SRP), and it produces a flexible
pre-schedule with slacks embedded in it. A pre-schedule consists of a list of job
fragments, and it defines a fixed order by which the fragments of periodic jobs
are to be scheduled. A pre-schedule is not a schedule, because it does not de-
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fine the exact time intervals in which each job fragment is scheduled. Instead,
a job fragment in a pre-schedule may be preempted and/or delayed on-line to
accommodate the unpredictable arrivals of sporadic tasks. The on-line compo-
nent schedules the pre-schedule together with the jobs of the sporadic tasks by
a Constrained Earliest Deadline First (CEDF') scheduler.

Periodic Sporadic - = Arrival
Tasks Tasks Constr. Function

SRP

Pre-schedule

CEDF

On-line

Off-line

Fig. 1. Framework of the Integrated Scheduling Approach

The primary contribution of this paper is an optimal pre-scheduler — SRP,
which takes as input a set of periodic tasks and a set of sporadic tasks and
produces a valid pre-schedule for the given set of periodic tasks if and only if
one exists. The second contribution of this paper is the demonstration of the
non-existence of universally valid pre-schedule in general: Given a fixed set of
periodic tasks, there might exist a set @ of sporadic task sets, such that there
exists a valid pre-schedule for each specific sporadic task set in &, but there
might not exist a single common pre-schedule valid for all the sporadic task sets
in @. This fact implies that an optimal pre-scheduler needs the information of
the sporadic task set as input.

The remainder of the paper is organized as follows. Section 2 defines the task
models and the definition of schedule. Section 3 defines pre-schedule, the on-line
component, and the validity of a pre-schedule. Section 4 describes and analyzes
the off-line component SRP. Section 5 shows the non-existence of universally
valid pre-schedule in general. Section 6 measures the success rates of SRP. Section
7 addresses related work. Section 8 summarizes this paper and proposes future
work.
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2 Task Model

We shall adopt the usual model of real-time tasks and assume that a task can be
modeled either as a periodic task or as a sporadic task with preperiod deadlines.
All workloads are modeled as being made up of a periodic task set Tp and a
sporadic task set Tg. Each task T in either Tp or Tg is an infinite sequence of
jobs. A job is defined by a triple: ready time, deadline and execution time and
is written as (r, d, ¢); the job must receive a total execution time of ¢ between
time r and time d at run-time. A periodic task is defined by a 4-tuple: initial
offset, period, relative deadline, and execution time and is written as (o, p, I, c).
The first job of a periodic task is ready at time o, and the subsequent jobs are
ready at the beginning of each period exactly p time units apart. We shall adopt
as a convention in this paper the notation X.a which denotes the attribute a
of entity X. The j** job of a periodic task T may be written as (T.o + j - T.p,
To+j-T.p+TlI, T.c), starting with job 0. Similarly, a sporadic task is defined
by a tuple: (p,l,c), with its attributes defined the same way as a periodic task,
except that the period of a sporadic task is the minimal length of the time
interval between two consecutive jobs, and the actual ready time of any job of
a sporadic task cannot be known until it arrives at run-time. We use an arrival
function A to represent the arrival times of sporadic jobs in a particular run.
A wvalid arrival function must satisfy the minimal arrival interval constraint: for
any two consecutive jobs J; and J;;1 of a sporadic task 7', it must be the case
that A(J;41) —A(J;) > T.p. A job J of sporadic task T will be written as (A(J),
A(J)+T.1, T.c).

Let the hyper-period P be the least common multiple of the periods of all
periodic tasks in Tp and all sporadic tasks in Tg. For any natural number n,
the time interval (n- P, (n+ 1) - P) is called a hyper interval. Our scheduler will
generate a pre-schedule for the length of one hyper-period and repeat the same
sequence of jobs of the periodic tasks every hyper interval at run-time, i.e., the
on-line component of our scheduler restarts the pre-schedule at the beginning of
every hyper interval. For ease of discussion, let Jp represent the list of the jobs
of the periodic tasks within one hyper interval. Every job in Jp occurs exactly
once in every hyper interval, and will be called a periodic job in the remainder
of this paper. Notice that in this terminology, there are as many periodic jobs in
Jp from the same periodic task as the number of periods of the task in a hyper-
period. For each periodic task T in Tp, for any natural number j less than
%7 there is a periodic job in Jp which is defined by (r, d, ¢) = (T.o+ j - T'p,
To+j-Tp+TI Tc).

Job J is before job J' and job J' is after job J if and only if either (1)
Jr < J.uoand Jd < J.d;or (2) Jr < J.oand Jd < J.d. Job J contains job
J' or job J' is contained by job J if and only if Jor < J'.r and J'.d < J.d. Job
J is parallel with job J' if and only if J.r = J'.r and J.d = J'.d. For scheduling
purposes, parallel periodic jobs can be transformed into a single periodic job
with their aggregate execution time. Therefore, we shall not consider parallel
jobs in the remainder of the paper. We assume that Jp is sorted such that a job
with lower index is either before or contained by a job with higher index.
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Ezample 1. The task sets Tp and Tg defined below are used in later examples
in this paper.

Tp = {(90,225,30,5), (0,75,75,15), (0,225,225,150)}; Ts = {(225,25,25)}

The hyper-period of the task sets P is 225. The set of periodic jobs Jp is
defined as follows.

Jp = [(0,75,15), (90, 120, 5), (75, 150, 15), (0, 225, 150), (150, 225, 15)]

Fig. @ illustrates the periodic tasks and the periodic jobs. The vertical bars
indicate the ready times and deadlines of periodic jobs, and the length of the

box inside the scope of a periodic job indicates its execution time. [ ]
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Fig. 2. Definition of Tp and Jp

We shall assume that all tasks are preemptable and are scheduled on a single
processor. A schedule is represented by a function S which maps each job to a
set of time intervals. For instance, S(J) = {(bo, e0), (b1, e1)} means that job J
is scheduled to two time intervals (bg, eg) and (b1,e1). A schedule must satisfy
the following two constraints. Firstly, there is at most one job to be scheduled
at any point in time, i.e., at any time ¢, there exists at most one job J, by which
(b,e) € S(J) and b < t < e. Secondly, the accumulated time allocated to each job
between its ready time and deadline must be no less than its specified execution
time, i.e., for any job J, 37, . e (min(J.d,e) — maz(J.r,b)) > J.c.

3 Definitions of Pre-Schedule and the Online Component

A pre-schedule F is a list of fragments, where a fragment F' is defined by a 5-
tuple, (4, k,7,d, c) with the following meaning. Suppose .J is the j** periodic job
in job list Jp. F is the k' (starting from 0) fragment in the pre-schedule of job
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J, and job J is scheduled for at least a total execution time of ¢ between times
r and time d in every hyper interval.

The CEDF scheduler is the EDF scheduler plus one additional constraint:
the sequencing of the periodic jobs must agree with the pre-schedule exactly.
This may be implemented as follows. At the beginning of each hyper interval,
let the first fragment in the pre-schedule be marked as “current”. Define R as
the set of sporadic jobs waiting to be scheduled. The set R is initialized at time
0 as an empty set. When a sporadic job becomes ready, it is added into R; when
it is completely scheduled, it is removed from R. At any time, if the deadline d
of the current fragment is earlier than the deadline of any job in R, the current
fragment is scheduled; otherwise, the sporadic job with the earliest deadline in
R is scheduled. When the execution time of the current fragment is completely
scheduled, mark the next fragment in the pre-schedule as “current”, and so on.

Ezample 2. Pre-schedule F is a pre-schedule for Jp and Tg defined in Exam-
ple

F = [(0,0,0,75,15), (3,0,0,120, 60), (2,0, 75, 120, 15),
(1,0,90,120,5), (3,1,90,225,90), (4,0, 150, 225, 15)]

Suppose that the first job of a sporadic task T3, written as Jg arrives at dif-
ferent times in two different runs of the system, denoted by the arrival functions
A and A’, such that A(Js) = 0 and A’(Js) = 30. The on-line scheduler will
produce two different schedules S and S’, as illustrated in Fig. Bl Each box in
the schedule represents an interval of time scheduled to a job. The fragments
corresponding to periodic jobs being scheduled are on the top of the boxes in
the figure. Notice that the start times and the finish times of periodic jobs may
vary to accommodate the arrivals of sporadic jobs, but the order defined by the

pre-schedule is always followed. [ ]
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Fig. 3. Schedules Accommodating Different Arrival Functions

A pre-schedule is valid if and only if the following three conditions are satis-
fied. Firstly, under any valid arrival function A of Tg, CEDF always produces
a valid schedule for Ts and Jp. Secondly, for any fragment F', suppose J is its
corresponding periodic job. Then the ready time and the deadline of F' will be
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within the effective scheduling scope of J, i.e., Jor < F.r < F.d < J.d. Third, for
any fragment F, the execution time F.c is greater than or equal to 0.

4 The Offline Component

The off-line component SRP produces a pre-schedule in three steps. The first
step establishes FUX)  a list of partially defined fragments, in which only the
attributes j and k of each fragment are defined. Essentially, the first step defines
a total order of fragments in the pre-schedule. The following two steps will not
change the order of the fragments. They only define the other attributes for
each fragment. The second step defines the ready time r and deadline d of each
fragment and produces FU*rd) The third step defines the execution time ¢ of
each fragment to produce FUkrd:¢) the completed pre-schedule which is also
represented as F. We shall describe SRP in detail step by step and show that
SRP produces a valid pre-schedule if and only if one exists.

4.1 Step 1: Generating FU-X)

In this step, a partially defined pre-schedule FU¥) is created according to the
following constraint-based definition.

A periodic job in Jp is a top periodic job if and only if it does not contain
any other periodic job in Jp. Constraint 1 and 2 are about the fragments of top
periodic jobs.

Constraint 1 Each top periodic job has one and only one fragment.

Constraint 2 Let J and J’ be any pair of top periodic jobs, and F' and F’
be their corresponding fragments. Fragment F is before fragment F” if and only
if periodic job J is before periodic job J'.

Constraint 3 and Constraint 4 are about the fragments of non-top periodic
jobs. For convenience, we introduce the concept of “gap”. A gap is a sub-sequence
of non-top fragments in F&¥) Let Fr, and Fr, , be the first and the last top
job fragments. All fragments before Fr, are in a gap denoted as (L, Frr,)), and all
fragments after Frr, | are in a gap denoted as (Frr,_,, L). Let Fr, and Fr, , be
two consecutive fragments of top jobs, and all fragments of non-top jobs between
them are in a gap denoted as (Fr,, Frr, ). Fragments Fr,, Fr,_, Fr, and Fr,
are “boundary fragments” of gaps.

Constraint 3 If a periodic job J contains at least one of the top jobs cor-
responding to the boundary fragments of a gap, then there exists one and only
one fragment of J in the gap; otherwise, there exists no fragment of J in that
gap.

Constraint 4 Suppose that both fragment F of periodic job J and fragment
F’ of periodic job J' are in the same gap. Case 1: J is before J'. F is before
F'. Case 2: J contains J'. If the gap is (L, Fr,), F is before F’; if the gap
is (Fp,_,,1), F' is before F; if the gap is (Fr,,Fr, ), and J' contains the
corresponding job of Fr,,, F is before F'; if the gap is (Fr,, Fr,,,), and J’

does not contain the corresponding job of Fr, , F’ is before F.
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Ezxample 3. Jp is defined in Example[dl. Jobs Jy, Ji, and .J; are top jobs, while
job Jo and Jy are not. Partially defined pre-schedule FUX) is shown below.

FUR =[(0,0),(3,0),(2,0), (1,0),(2,1), (3,1), (4,0)]

4.2 Step 2: Generating FU-kr:d)

This step augments FUX) to PGk in other words, it defines the ready time
r and deadline d for each fragment. The ready times of fragments are defined
as the earliest times satisfying the following constraints: (1) the ready time
of each fragment is not earlier than the ready time of its corresponding job;
(2) the ready times of fragments in FU*rd) are non-decreasing. Similarly, the
deadlines of fragments are defined as the latest times satisfying the following
constraints: (1) the deadline of each fragment is not later than the deadline of its
corresponding job; (2) the deadlines of fragments in FU-%14) are non-decreasing.

Ezample 4. Jp and FU¥ are defined in Examples [l and [3. FU@-krd) is defined
follows.

FUkrd) — [(0,0,0,75), (3,0,0,120), (2,0, 75,120), (1,0, 90, 120),
(2,1,90,150), (3,1, 90, 225), (4,0, 150, 225)]

4.3 Step 3: Generating FU:kr:d:c)

This step augments FEk:d) o FUkrde) by assioning the execution time ¢ for
each fragment. At the beginning of this step, we augment FUk0d) o FO.kordx)
representing the execution time of each fragment as a variable; then we solve the
variables with a Linear Programming (LP) solver under three sets of constraints:
non-negative constraints, sufficiency constraints and slack-reserving constraints,
which are defined as follows.

Non-negative constraints require that the execution times to be non-negative;
i.e., for every fragment F', F.x > 0.

Notice that a fragment may have zero execution time. A fragment with zero
execution time is called a zero fragment; otherwise it is a non-zero fragment. Zero
fragments are trivial in the sense that we can either delete or add them from or
to a pre-schedule, and the schedule produced according to the pre-schedule will
not be modified at all.

Sufficiency constraints require that for every periodic job J in Jp, the ag-
gregate execution time of its fragments in the pre-schedule shall be equal to the
execution time of J; i.e., > F.x = J.c, where F' is any fragment of J.

A slack-reserving constraint requires that the aggregate execution time of
fragments and all sporadic jobs that must be completely scheduled within a
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time interval shall be less than or equal to the length of the time interval. Since
an execution may start at time 0 but may last forever, therefore the number of
time intervals is infinite. In order to make the pre-scheduling problem solvable,
we must establish a finite number of critical slack-reserving constraints, such
that if all critical slack-reserving constraints are satisfied by a pre-schedule, all
slack-reserving constraints are satisfied. For this purpose, we define critical time
intervals.

A time interval (b, e) is critical if and only if all of the following conditions are
true. First, there exists a periodic job J in Jp and J.r = b. Second, the length
of the time interval is shorter than or equal to the hyper-period; i.e., e — b < P.
Third, at least one of the following cases is true: there exists a periodic job J’
in Jp and either J'.d = ¢ or J'.d + P = ¢; or there exists a sporadic task T in
Tg, such that e — b =T.p-n + T.d, where n is a natural number.

In order to define slack-reserving constraints on critical intervals, we intro-
duce two functions, E(b,e) and Slack(l). Function E(b,e) represents the aggre-
gate execution time of all fragments that must be completely scheduled between
critical time interval (b, e), and function Slack(l) represents the maximal aggre-
gate execution time of sporadic jobs that must be completely scheduled within a
time interval of length [. The slack-reserving constraint on a critical time interval
(b,e) is E(b,e) < e—b— Slack(e — b).

Function E(b, e) is computed with the following two cases. For the first case,
time interval (b,e) is within one hyper interval (0, P), i.e., e < P. Let F}, be
the first fragment with a ready time greater than or equal to b, F. be the last
fragment with a deadline less than or equal to e; then E(b,e) = 3 F.x, where
F is between and including F, and F,. For the second case, time interval (b, e)
straddles hyper interval (0, P) and hyper interval (P,2P), i.e., e > P. Then
let Fy be the first fragment with a ready time equal or after to b, and let F,
be the last fragment with a deadline earlier than or equal to e — P, function
E(b,e) = > F.x, where F is any fragment including and after F}, or before and
including F.

Function Slack(l) is computed as follows. Let function n(7T,1) be the maximal
number of jobs of T that must be completely scheduled within [. If [— LTLPJ Top <

T.d, n(T,l) = LTLPJ, otherwise, n(T,1) = LTLPJ + 1. Function Slack(l) is equal

to > pep, T-c-n(T,1).

Function E(b,e) is a linear function of a set of variables, and Slack(e — b) is
a constant; therefore, the slack-reserving constraint is a linear constraint.

Non-negative constraints, sufficiency constraints and slack-reserving con-
straints on critical intervals are all linear and their total number is finite; there-
fore, the execution time assignment problem is a LP problem, which can be
solved optimally in the sense that if there exists an assignment to the execu-
tion times under these constraints, the assignment will be found in finite time.
Optimal LP solvers are widely available. If an optimal LP solver returns an as-
signment to execution times, SRP produces a fully defined pre-schedule with the
execution times; otherwise, SRP returns failure.
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Example 5. Assume that Jp and Tg are defined in Example [[] and FUkrd) ig
defined in Example [4
All non-negative constraints are listed as follows.

Fox >0, Fir.x>0;, Fox>0;, F3.x>0;, Fqx>0;, F5.2>0
All sufficiency constraints are listed as follows.
Fox=15; Fyx=5; Fax+ Fyx=15 Fi.x+ Fs.x =150; Fgx =15

The slack-reserving constraints on many critical time intervals will be trivially
satisfied. For instance, time interval (0,75) is a critical time interval, however,
E(0,25) = Fy.x = 15, Slack(75—0) = 25, therefore the slack-reserving constraint
on this time interval is always satisfied. We list all non-trivial slack-reserving
constraints below.

Fio+ Fox <75 critical interval (0, 120)
Fyx+ Fs.x <90 critical interval (90, 225)

The pre-schedule F in Example [ satisfies all the above constraints, so it is a
valid pre-schedule. [ ]

4.4 Optimality and Computational Complexity

We prove the optimality and complexity of SRP in Theorem [ and Due to
the page limitation, proofs for Lemma [Ml and Lemma [2 can not be provided in
this paper. They are available on-line at [I3].

Lemma 1. Slack-reserving constraints on all time intervals are satisfied by a
pre-schedule produced by SRP.

Lemma 2. If SRP produces a pre-schedule F, then F is valid.

Lemma 3. If a valid pre-schedule exists, SRP produces one pre-schedule.

Proof. The strategy of our proof is as follows. Suppose F’ is a valid pre-schedule.
First we transform F/ into another valid pre-schedule F! which can be obtained
by augmenting attributes r, d, and ¢ to each fragment of FU¥) the partially
defined pre-schedule generated by Step 1 of SRP. Then we further transform F?!
to F2, which can be obtained by augmenting attribute ¢ to each fragment of
FUkrd) generated by Step 2 of SRP. Because F2 is a valid pre-schedule, there
exists a pre-schedule satisfying all constraints in Step 3 of SRP, and so SRP must
produce a pre-schedule. We define the transformations and show the correctness
of the claims below.
Transformation 1: from F’ to F?!
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Apply the following rules one at a time to the pre-schedule, until no rule can
be further applied.

Rule 1: If Fj and F, are two consecutive fragments of the same job J, merge
them into one fragment F' of job J, with F.c = Fy.c + F..c, F.r = Fp.r and
Fd=F,d.

To facilitate other rules, we first define a primitive Swap(Jy, Jy, Fy, Fe),
which swaps all non-zero fragments (fragments with non-zero execution times)
of job J; before all non-zero fragments of job J, between and including fragments
Fy and F,. It may be implemented as follows. Let C't be the aggregate execution
time of all fragments of job J; between and including F}, and F.. Let C|, 4 be
the aggregate execution time of all fragments of job Jy or J, including and after
F, but before F,. Let F,,, be the latest fragment of either job J; or job J,., such
that Cpp ) is less than or equal to Cy. For every fragment F' of job J,. including
and after F}, but before F;,,, change it to a fragment of job J; without changing
its ready time, deadline, or execution time. Similarly, for every fragment F' of
job Jy after F,,, but before and including F,, change it to a fragment of job
Jp. I Cpy oy = Cp, make Fy, a fragment of J,.. Otherwise, split F,,, into two
consecutive fragments Fy,; of job Jy and Fy,, of job J,., such that the ready
times and deadlines of Fj,,; and Fj,, are the same as those of F},, but F,r.c =
Cf — O[b,m) and FmT.C = Fm — Imyf-C.

Rule 2: Assume that job J; is before job J.. Let Fj, be the first non-zero
fragment of J,, and F, be the last non-zero fragment of J;. If F}, is before F; in
the pre-schedule, apply Swap(Jys, J, Fp, Fe).

Rule 3: Assume that job J; contains job J,. Let £}, and Fe be the first and the
last non-zero fragments of J,.. If there exists a non-zero fragment of J,. between
Fy, and F., apply Swap(J¢, Jr, Fy, Fe).

Rule 4: Assume that non-zero fragment [} of non-top job J; is before non-
zero fragment F, of non-top job J,., and Fj, and F, are within the same gap
(defined in Step 1 of SRP), represented as (z,y), where x and y are either L or
the boundary fragments. Apply Swap(Jy, J;, Fy, Fe) if and only if one of the
following cases is true. Case 1: J is contained by J,., ¥ is not L and Jy contains
the top job corresponding to y. Case 2: J; contains J,, and either y is L or J,
does not contain the top job corresponding to y.

Claim 0: Transformation 1 terminates.

Proof of this claim can be found in [T3].

Claim 1: Pre-schedule F! is a valid pre-schedule.

None of the transformation rules will change the aggregate execution time
of any periodic job or any critical time interval. Also, the ready time and dead-
line of a fragment in transformation is maintained within the valid scope of its
corresponding job.

Claim 2: Pre-schedule F! can be obtained by augmenting FU:¥),

By the transformation rules, if F1 does not satisfy the constraints listed in
Step 1 of SRP, Transformation 1 won’t terminate. Notice that if there is no
fragment F of J between any consecutive pair of fragments of top jobs in F?!,
we can always plug in a fragment F of job J with 0 execution time at proper
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position. Therefore, there is a one-to-one in-order mapping between F! and
FUX) | which implies the claim.

Transformation 2: from F! to F?

Re-assign attribute r and d of every fragment according to the algorithm in
Step 2 of SRP.

Claim 3: F? is a valid pre-schedule.

For every fragment, its ready time and deadline are still within the valid
range of its corresponding periodic job, and the execution time of each fragment
remains unchanged. If F2 is not valid, there must exist an arrival function A,
such that CEDF fails with it at a time e, which is either the deadline of a sporadic
job or a periodic job. Let b be the latest idle time before e or time 0 if such an
ideal time does not exist. Let F? be the first fragment in F? with a ready time
at or after time b and F? be the last fragment in Fy with a deadline before or at
time e. Fragment Fb2 must be the first fragment of its corresponding job J, and
FbQ.r = Jp.r. Let Fb1 be the corresponding fragment in F1, then Fb2.r < Fbl.r.
Similarly, F!.d < F?2.d. Then all fragments between and including F! and F}
must be scheduled between time b and e when CEDF schedules according to
F'. With the same arrival function A, CEDF must also fail with F!, which
contradicts with Claim 1.

Claim 4: F?2 can be obtained by augmenting FU-kr-d),

Follows Claim 2 and the fact that the attributes r and d of fragments in F2
are defined by the algorithm in Step 2 of SRP.

Claim 5: SRP must produce a pre-schedule.

It is easy to show that all non-negative, sufficient execution time and slack-
reserving constraints are necessary for a valid pre-schedule. Because of Claim 3,
F2 satisfies all these constraints. Together with Claim 4, F2 implies the existence
of an execution time augment to FUXrd) that satisfies all those constraints.
Therefore Step 3 of SRP must return a pre-schedule. [ ]

Immediately follows Lemmal[2 and Lemma[3], we have the following theorem.

Theorem 1. Given Jp and Ts, SRP produces a valid pre-schedule if and only
if it exists.

Theorem 2. The computational complexity of SRP is O(C(n2, ny, - (n, + ns)),
where ny, and ns are the number of periodic jobs and the mazximal number of
sporadic jobs in one hyper-period respectively, and C(n,m) represents the com-
plexity of the LP solver with n variables and m constraints.

Proof. The complexity of the LP solver is the major factor. The maximal number
of fragments is bounded by nf,. The number of non-negative constraints and the
number of execution time constraints are bounded by n,, and the number of
slack-reserving constraints on critical intervals is bounded by ny, - (n, +ns). ®
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5 The Non-existence of Universally Valid Pre-Schedule

The slack embedded in a pre-schedule by SRP specifically targets one given set
of sporadic tasks. Is it possible to produce a one-size-fits-all pre-schedule? To
formalize the discussion, we define the concept of universally valid pre-schedule.
For a given periodic task set Tp, a pre-schedule Fy is universally valid if and
only if the following condition is true for any sporadic task set Tg: either Fy
is a valid pre-schedule for Tp and Tg or there exists no valid pre-schedule for
them. If a universally valid pre-schedule exists for every periodic task set, then
a more dynamic optimal integrating scheduling scheme could be constructed:
A universally valid pre-schedule might be produced off-line without requiring
the knowledge of the sporadic task set, and the sporadic task set might be
allowed to change on-line, under the admission control of a schedulability test as
defined in [6]. The optimality criterion for scheduling here means that if a specific
sporadic task set is rejected on-line, then no valid pre-schedule of the periodic
tasks exists for this sporadic task set. However, by Example[d, we can show that
the one-size-fits-all pre-schedules are impossible: universally valid pre-schedule
does not exist in general, so the more dynamic scheme we surmise above cannot
be done.

Ezample 6. Suppose one periodic task set and two alternative sporadic task sets
are defined as follows:

Tp = {(56,100,19,9), (0,100,100,71)}; Ts={(50,10,10)}; TL = {(20,4,4)}

With both sets of sporadic tasks, hyper-period P = 100, and the periodic job
list is defined as follows.

Jp = [(56,75,9), (0,100, 71)]

There exists a valid pre-schedule F for Tp and Tg, and a valid pre-schedule F’
for Tp and Tg, defined as follows.

F = [(1,0,0,75,46), (0,0,56,75,9), (1, 1,56, 100, 25)]
F’ = [(1,0,0,75,48), (0,0,56,75,9), (1,1, 56,100, 23)]

Suppose there is a universally valid pre-schedule Fy. Let X, be the total exe-
cution time of all fragments of J; before the last fragment of Jy in Fy; let X,
be the aggregate execution time of all fragments of J; after the first fragment of
Jo in Fy. A universally valid pre-schedule Fy must satisfy the following set of
contradicting constraints, therefore does not exist.

Xp+X,>71 sufficiency constraint for J;
Xy <46 slack-reseving constraint on (0, 75) for Tg
X, <23 slack-reseving constraint on (56,100) for Tg
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6 Experiments

We investigate the performance of SRP in terms of the success rate of pre-
schedule generation. As we mentioned, [5] and [6] address the issue of validity
testing on pre-schedules but do not provide any specific pre-scheduling algorithm.
So for comparison purposes, we need to consider “reasonable” pre-scheduling al-
gorithms which do not take into account the sporadic workload. Accordingly, we
choose a well-understood pre-scheduling algorithm called Offline-EDF(OEDF).
Given a set of periodic jobs, OEDF first schedule the periodic jobs according to
EDF in one hyper period, which is a sequence of fragments. Without changing
the sequence of fragments, OEDF then minimizes the ready-times and maximize
the deadlines of fragments under the following constraints: The sequence of all
ready-times and the sequence of all deadlines are both non-decreasing, and the
ready-time and deadline of each fragment is within the range of its correspond-
ing periodic job. OEDF is aggressive in preparing pre-schedules to accommodate
the impact of sporadic tasks; we deem it a reasonable pre-scheduler for a fair
comparison with SRP.

We measure the success rate of both SRP and OEDF on the same eight
groups of test cases. There are 100 cases for each group. Tasks in each test case
are randomly generated, but they must satisfy the following requirements. The
total utilization rate of sporadic tasks is always between 10% and 20%. The
relative deadline of each sporadic task is between its execution time and its
period. The total utilization rate of periodic tasks are set to different ranges in
different test groups, as shown in Table 1. The relative deadline of each periodic
task is always equal to its period.

Table 1. SRP vs. OEDF

Sporadic Utl. Rate (%) 10-20

Periodic Utl. Rate (%) [0.01-10{10-20{20-30{30-40{40-50{50-60{60-70{70-80
SRP Success Rate (%) | 100 99 | 97 | 98 | 98 | 97 | 97 | 89
OEDF Success Rate (%)| 100 | 96 | 77 | 57 | 35 | 33 | 29 | 28

The measurement shows that when total utilization rate is not low, the differ-
ence between SRP and OEDF is significant. Take the last group as an example:
When the total utilization rate is between 80% and 100% (70% to 80% periodic
task utilization plus 10% to 20% sporadic task utilization), SRP can success-
fully produce valid pre-schedule for 89 cases out of 100 cases, while OEDF can
produce valid pre-schedule for only 28 cases.
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7 Related Work

In the introduction section, we have reviewed the Slot Shifting scheme [5] [6],
CE scheduler [I] and EDF scheduler [8]. In this section, we review other related
work.

Gerber et al propose a parametric scheduling scheme [7]. They assume that
the execution order of real-time tasks is given, the execution times of tasks may
range between upper and lower bounds, and there are relative timing constraints
between tasks. The scheduler consists of an off-line component and an on-line
component. The off-line component formulates a “calendar” which stores two
functions to compute the lower and upper bounds of the start time for each
task. The bound functions of a task take the parameters of tasks earlier in the
sequence as variables and can therefore be solved on-line. Based on the bounds on
the start time, the on-line dispatcher decides when to start scheduling the real-
time task. The parametric scheduling scheme and our integrated approach share
the following similarities: (1) Both schemes make use of off-line computation to
reduce on-line scheduling overhead and yet guarantee schedulability. (2) Both
schemes make use of slacks to handle a non-deterministic workload represented
either as variable parameters or as sporadic tasks. Yet, the parametric scheduling
scheme assumes that the sequencing order of the tasks is given, but our integrated
approach does not. Instead, the order is established by the pre-scheduler in our
case. The techniques applied in these two schemes are also quite different.

The pre-scheduling techniques in our integrated approach are more related to
a line of research by Erschler et al [4] and Yuan et al [T4], even though their work
focuses on non-preemptive scheduling of periodic tasks. Erschler et al introduce
the concept of “dominant sequence” which defines the set of possible sequences
for non-preemptive schedules. They also introduce the concept of “top job”.
Building upon the work of Erschler et al, Yuan et al propose a “decomposition
approach”. Yuan et al define several relations between jobs, such as “leading”
and “containing”, and apply them in a rule-based definition of “super sequence”
which is equivalent to dominant sequence. The partially defined pre-schedule
FUX) in our paper is similar to the dominant sequence or the super sequence,
and we adopt some of their concepts and terminology as mentioned. However, in
view of the NP-hardness of the non-preemptive scheduling problem, approximate
search algorithms are applied to either the dominant sequence or super sequence
to find a schedule in [] and [I4]. In this paper, the execution time assignment
problem on the partially defined pre-schedule can be solved optimally by LP
solver.

General composition approaches have been proposed in recent years, such as
the open system environment [3] by Deng and Liu, temporal partitioning [10] by
Mok and Feng, and hierarchical schedulers [I1] by Regehr and Stankovic. The
general composition schemes usually focus on the segregation between compo-
nents or schedulers, which means that the behavior of a component or scheduler
will be independent to the details of other components or schedulers. In contrast,
our integrated approach focuses on paying the scheduling overhead off-line and
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yet provides strict ordering and deadline guarantees by making intensive use of
the information available about all tasks.

8 Conclusion

This paper proposes an integrated approach that combines the advantages of
CE and EDF schedulers. We present an off-line Slack Reserving Pre-scheduling
algorithm which is optimal in the sense that given a periodic task set and a
sporadic task set, SRP produces a valid pre-schedule if and only if one exists.
Experiment shows that SRP has a much higher success rate than that of an
EDF-based pre-scheduling algorithm. We also demonstrate the non-existence of
universally valid pre-schedules, which implies that every optimal pre-scheduling
algorithm requires both the periodic task set and the sporadic task set as input.

For future work, SRP may be extended to accommodate workload models
other than periodic and sporadic tasks with preperiod deadlines, such as complex
inter-task dependencies. We may also apply the pre-scheduling techniques to
other forms of integrated schedulers, such as a combination of CE and the fixed
priority scheduler.
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